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SPECIAL NOTE

This is the preliminary draft of a report which is being circulated
for information and comment. As explained in the foreword we hope
eventually to incorporate it into a book and would, therefore, appreciate
any comments, criticism, ideas, and examples that readers may have. This
draft began as a verbatim transcript of an informal talk and, desplte
some rewriting, it probably still suffers (1like many such talks) from
being "fashionaﬁle.“ We are aware that it has a number of other weak-
pesses and assume there are still others of which we are not aware. Ve
hope to give it a thoughtful and leisurely review but are deferring
this until we get some outside cfiticism.

In order to give;the reader a feeling for the piace this material
might have in the book a table of contents of the book is given on the

next page.
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FOREWORD

This 1s one of three fairly independent publications which we hope
to put toggther in a book. The three sections together are essentially .
a collection of talks given for various reasons, but having a common
theme which will be the title of the book--Military Planning In An
Uncertain World. They are all concerned with some of the contributions
that Systems Analysis and Operations Research can mske to this planning.
The points of view expressed are personal and reflect what we have learned
about planning during our association with The RAND Corporation.

This first section, as noted before, 1s a nearly verbatim account of
a combined lecture and workshop that took one afternoon of a one week
course given by The RAND Corporation to selected Air Force audiences.
Thé course was called "An Appreciation of Systems Analysis.”" Its major
cbjective was to make the students better and more criﬁical consumers of
Systems Analyses, rather than to train technicians in the art.. The
instructors, who are listed in the acknowledgments below, spent much of
their time emphasizing that uncommon quality--Common Sense. The talk
that we prepared for the course and reproduce here was mainly to illustrate
techniques of Systems Analysis and was only incidentally concerned with
fundamental principles. However, we did consider the principles, some=-

times more than Just briefly.
The second portion of the future book, Techniques of Operations

Research, is to have six chapters. Five of them, "Flyaway Kits,"

"Programming,” "Monte Carlo,” "Game Theory," and "War Gaming," were

prepared as talks, some for the systems analysis course and some for
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other occesions. The chapter "Probsbility and Statistics™ was written to

make the section more complete.
The third portion of the book, Philosophical and Methodological Comments,

will start with a chapter ealled “Ten Common Pitfalls.”™ This material was
ariginally prepared as a diatribe sagainst certain common practices. In
1ts original form it was a somewhat immodest and immoderate document. In the
interest of fair play, manners, and Justice, it has been softened. In addition
all classified and personal examples have been removed. These deletions un-
fortunately result in a slightly seccharine flavor vhich we deplore but cannot
avoid. The second chapter, "Nine Helpful Hints,"l was originally written by
Barvey Lynn as a satire on our "Ten Common Pitfalls." We liked it so much
that we want to include it in ‘the book. $Since we have made some changes, it
would be unfeir on the part of the resder to blame Harvey for any speciﬁc
remarks unless he verified that Harvey actually made them. The last chapter
will contain miscellaneous comments. These are mainly postscripts that will
probably be included in the text when we revise it. On the whole, vhile the
commente are elementary, we think of some .0f them as being quite important.

Ve do not really know what kind of readers this report will interest.
As it happens, however, we do not depend upon the market determining the
audience, since we have selected every reader with some care. If you aren't
interested it's our fault not yours.

The talks had a quite favorable reception by audiences as varied as
laymen, physical and social scientists, military personnel, and professionals
in the field, and we hope that the book will have a similar audience. We are

lJournal of the Operations Regearch Society of America, August, 1956.
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not certain that they will stand up well under the bright light of
print. However, if this report succeeds only in stimulating interest
in either the strictly technical problems or in some of the wider public
policy problems, it will have jJustified its existence. If, in addition,
it transmits some information or pleasure, we shall be even happier.

We apologize for our prolific use of underlining. We have done

it in spite of meny admonitions from friends and colleagues and in full
avareness that many people will find it irritating. We feel, however,

that some readers will find 1t helpful. The alternative would call for
a major revision of the talks. We are deferring this revision until we

get some comments on the current version.

One last remark. The subject of this memorandum is Systems Analysis.
Actually 1t is being written from a background of experience in Applied
Mathematics as well as in Systems Analysis; a large percent of our
"preachy” and "hardheaded” remarks pertain as much to the former field

as to the latter and originally arose from experience in that field.

Herman Kahn

Irwvin Mann
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IRTRODUCTION™

Since World War II, people with scientific training have played an
every increasing role in govermment, especially in the military estab-
lishment, not only as technical advisers and designers of equipment but
as policy advisers. In particular, they have often been asked to aid in
making managerial-type decisions wvhich used to be the sole concern and |
prerogative of executives and bureaucrats. This kind of staff activity,
while going back, at least sporadically, to antiquity, receivea such an
impetus during World War II that we generally say it started then., It
often goes under the name Operations Research; As the name implies, it
is mainly the study of operations, particularly, but by no means exclue-
sively, military operations.

Today, in addition to Operations Research, there is a gsimilar but
broader activity called Systems Analysis. Systems Analysis bears about
the same relation to Operations Research as stirategy to tactics. They
both look at the same sorts of questions, but Systems Analysis is broader
(and therefore less detailed) in both space and time. This book is essen-
tially about the broader activity, though there will necessérily be much

discussion of the narrower as well.

lThe first part of the book is long. What is worse, some may find 1t
tedious. We apologize for both the length and the tedium, but we know of no
vay to give the reader the "feel" of a Systems Analysis, except to go through
an example of this sort. It is indeed the purpose of this section to fu uish
the reader with vicarious experience. A more transparently vicarious ex-
perience can be obtained by simply reading Appendix III which summarizes the
main ideas.
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The problem faced by the Operations Analyst, particularly during a
war, is conceptually quite simple. He is usually asked to study a situ-
ation in which there is given a definite type, or small range of types,
of equipment and in which there is a definite objective to achieve. The
enemy also has definite and fairly well-known types of equipment and
objJectives. The problem is to decide how to use one's own equipment in
the best possible way, given this rather precisely stated environment.
Typical problems that were treated in the last war are:

the number of ships to put in a convoy

the spacing between these ships

the ratio of escorts vessels to cargo carriers
evasive tactics of planes, ships or submarines

the optimal aiming of aircraft guns, bombs, depth
charges, and torpedos '

bombing altitudes
search and reconnalssance
radar operating techniques
There has been a great deal written about the success of Operations
Analysts in treating these problems during the war. Even allowing for
pardonable exaggerations, the analysts often came up with suggestions that
were quite different from practice and yet often demonstrably better. This,
in spite of the common and well-founded belief that in the past "experience”
has been a better guide than "theory" in this kind of work.
The reason for this success is fairly clear. We might, for example

contrast the situation during World War II with that during the Napoleonic



Wars, and ask ourselves 1f scientific personnel could have contributed
much to Belson's conduct of the battle of Trafalgar. The following
quotation contrasts the situation Nelson found to that faced by the pro-
fessional officer today. It also indicates some reasons vhy a civilian
analyst is sometimes in a better "psychological" position than the pro-
fessional military officer in approaching new long range problems.

The professional officer, stimlated always by the
immediate needs of the service to which he devotes
his life, becomes naturally absorbed with advancing
i1ts technical efficiency and smooth operation. This
task has become ever more exacting with the increas-
ing complexity and rapidity of change of military
technology. Nelson, whose flagship on the day of
Trafalgar was forty years old yet in no wise inferior
in fighting capacity to the majority of the ships
engaged, could nd his lifetime learn and
fecting the art of the admiral without fearing that
the fundamental conditions of that art would change
under his feet. Today the basic conditions of war
seem to change almost from month to month. It is
therefore difficult for the professional soldier

to avoid being preoccupied with means rather than
ends, especially since his usefulness to his irmedi-
ate superior hangs upon his skill and devotion in
the performance of his assigned function. And if
there is one thing above all that distinguishes the
military proféssion from any other it is that the
goldier always has a direct st:periotr.

Relson and his contemporaries could have had forty years® experience
in handling the equipment they were fighting with. In fact, they
could have had effectively even more. They could draw not only on
their personal experience, but on the experience of others through
personal contacts or writings. Under such circumstances the analytical

process does not usually yield results which will campete

]'Bernard Brodie, Strategy versus Tactics in a Fuclear Age , Brassey's
Annual, 1956. We have put in the underscoring.




with those that can be obtained by an experienced man using ordinary
Judgment and inventiveness.

World War II was quite different, Nobody really had much wartime or
even peacetime experience with the equipment because so much of it was
relatively new. In some cases it did not exist before the war and the
military didn't even have the benefit of exercises and discussion. Under
such circumstances, a theoretical or analytical approach, particularly if

it can be made qnantitative,l will often prove to be fruitful. In fact,

it was found that almost any honest, technically-competent person could
turn out worthwhile and interesting results,

This last statement does not carry over at all to the much broader
problems faced in Systems Analysis, Here we no longer have a definite
context with specific equipment, Sometimes we don't even have definite
objectives. Rather we are trying té design a system capable of meeting
contingencies which will arise five to ten, and sometimes fifteen, years
in the future, We must not only design this system, we must also décide
under what conditions it will be used and what we shall want to do with it.
The recormendations of the Systems Analyst are mainly concerned with
"beliefs," research, development, and procurement, and only incidentally
with operations,

Under these circumstances, competent, honest people often don't do

very well; this does not, of course, mean that we want incompetent or

1'I‘he fact that many current military operations are practically
problems in applied physics is itself one of the main reasons for the
"success" of Operations Research., There is some more discussion on
this point in the Miscellaneous Comments chapter.
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dishonest people, It does mean that, in addition to technical competence

and honesty, a certain sophistication is necessary.

To make the role of the Systems Analyst clearer it seems worth while

to make a distinction among at least three kinds of conclusions--what might
bbe called intuitive judgment, the considered opinion, and the technical
or scientific "fact."

The first is essentially based on the individual's experience and
background. It is the basis of the day-to-day decisions of executives,
businessmen, and in fact almost everyone, While it may be informed, the
machinery by which it has been arrived at is not explicitly shown. It is
essentially as good or bad as the man who is making it.

The second we have called the considered opinion, It differs from
the intuitive judgment in that the logic behind the judgment is made
explicit~-this usually means that it is quantitative. In the best case
it is arrived at by a reasonable and impartial examination of the known
facts with due and explicit allowances being made for uncertainties. In
the worst case, it may be an extensive and misleading rationalization of
a prejudged position. In both cases it usually claims to be "rational."”
The value of the opinion still depends on who is making it; however, inso-
far as the machinery is clearly shown, and not hidden by a mass of charts,
calculations, and technical verbiage, the audience has some chance of making

its own considered opinion from the information prosented.l

“.t should be clear to the reader that we have taken some liberties
with common usage in making these definitions, For example if somebody
spent some days in trying to decide some crucial choice problem and after
much internal debate and struggle made the remark, "Well I have done a good
deal of cogitating and it is now my considered opinion that I should...,"
we would probably say he has made an intuitive judgment.



To make the contrast between our definitions of intuitive Jjudgment
and considered opinion clearer, it is worth mentioning that in previous
times there wasn't much room in human affairs for considered opinions.

In most situations there were experienced men available to make off-hand
decisions, or the pace of events was so slow that people acquired experi-
ence almost without trying. Even when people tried to make opinions
explicit, the best they could usually do was essentlially a simple or
camplicated listing of the pros and cons with little or no explanation of
how to balance the pros and cons quantitatively. In addition there really
wasn't much place for any process of arriving at conclusions that tehds to
take 3 to 12 months and uses "analytic" rather than "practical” processes,
except in the fields of criticism, commentary, or reform.l The contrary
seems to be true today--hence, a major reason for what is called Operatlons
Research and Systems Analysis.

The last kind of opinion is the scientific or technical "fact.” While
guch "facts"™ are much more subject to controversy than the general public
suspects, it is still true that they can usually be clearly separated from
the individual and are in scme sense "objective." In particular, insofar
as the opinions are based on experiments, logic, or calculations, other
people will invariably have repeated the steps and come up with the same

answere, or the results will not be believed.

]‘I'bere will be some more discussion of this point in Part Three 0f our
book. Roughly the problems were on the whole less amenable to analysis and
even when they were amenable the people and techniques were not and could
not be expected to be available.



Let us gilve an example of the three kinds of opinions. Suppose

a General asks an Operations Analyst how to increase the number of bombs
dropped on the enemy in the next 30 days. The analyst starts by gathering
together or discovering a lot of technical "facts." These might concern
such thingé as:

the skill of pilots, bombardiers and navigators

the performance of the planes at various altitudes

the performance of the enemy's defenses (radars,

fighters, missiles) at various altitudes

the deployment of the enemy's defenses

He puts these things together as best he can and studies various
tactics, If he is good he may include inventions of his own in the field
of'either equipment or tactics in the study. Assume now that wﬁen he
finishes his study, it is his considered opinion, and furthermore he can
(whether correctly or not does not for the moment concern us) demoﬁstrate
how he arrived at this opinion, that the General can

1. double (t 20%) the number of bombs on target at

the cost of tripling (¥ 20%) the number of planes shot down,
or

2. triple (* 20%) the number of bombs on target at the
cost of increasing the attrition by a factor of 10 (¥ 30%).

He finds it too difficult to carry the analysis any further and try to
decide which of the two tactics is best, so he reports his findings to the
General. The General looks over the analysis, believes it, and after a

good deal of cogitating and consultation with an internal crystal ball,



decides to try the tactic which triples the number of bombs on target.
When pressed to explain his decision, he will say something like, "It
seems to e so important to get th&se bombs on target in the next 30 days
that I am willing to lose most of my air force doing it."

Since with the information he has he could have also made exactly the
opposite remark, we are forced to conclude that he has made an intuitive
Judgment. Note that we have not said that his judgment 1s likely to be wrong,
or that there is a better way to make the judgment--only that almost none
of the reasoning behind it was made explicit.

There is another important thing to notice. If the General had done
the analysis himself, in view of the uncertainty of how to trade pilots
and planes against bombs on target, he might have been willing t0 make a
non-quantitative analysis of the relationship between the numbers of bombs
on target and planes lost.

However, it would do almost no good at all for the Operations Analyst
to go through an almost completely qualitative analysis and tell the Gen; .
eral, "Well, I've looked at the situation quite carefully andAhave con-
cluded that

1. we can put a fair number more bombs on target if

we are willing to lose many planes, and

2. we can put a great many more bombs on target if we

are willing to lose an extremely large number of planes.”
In order to transmit information which can be used as a basls for decision
he must quantify the words "fair," "many," "large,” etc. and indicate

reasonably explicitly the uncertainties.



While the Systems Analyst tries to desl in scientific and technical
facts, most of the time he does not get any farther than some combination
of these with a considered opinion. It is our belief that if he is doing
his Job properly he should not regularly originate conclusions (nor be under
~ pressure to do so) that are mainly intuitive Judgments, although some will
disagree with this. Unless conclusions can be supported by explicit (and
ordinarily quantitative) analysis they should be labeled conjectures. In
general, conjectures are best sold by reasonable men with experience or by
enthusiasts. Insofar as the Systems Analyst does this he should not call
it Systems Analysis.

Another reason why the analyst should try to restrain himself from
indulging too often in recommendstions based only on some intuitive ideas
is that he should try to preserve a detached professional attitude. If he
is always giving intuitive jﬁdgmenté he is much more likely to become em-
broiled in day-to-day policy fights. He then not only tends to become
partisan but, what is worse, he will lose that feeling of relative leisure

and detachment which is often essential to good work. It is not that con-

gidered opinions are always or even usually correct or non-partisan, but that

intuitive Judgments, by their nature, cannot be explicitly Justified and,
therefore, almost automatically increase the possibility that one will take
sides as an enthusiast rather than an analyst.

We mentioned before that sophistication is essential for good work
in Systems Analyses--at least those with a broad context. To illustrate
it, however, one would not only have to talk about the real world,
real problems, and real policies, but also about the real mistakes.

(The first three, at least, are too difficult to describe here and
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the last tends to be kept classified.) 1Instead, we will talk not

so much about Systems Analysis itself as about some of the techniques it
uses in arriving at considered quantitative opinions., While we shall try
to illustrate as clearly as possible what we mean by a good analysis, we
will actually be treating a rather simple and almost trivial problem. In
fact, we shall be playing with a toy rather than studying a realistic
situation. We hope that the toy is educational, but educatiocnal or not,

it is only a toy. All the numbers are hypothetical and we present very

few substantive results. We must insist on this point. UWe still bear
scars from an unpleasanf exﬁerience caused by our not making this caveat
forcibly enough.
The Problem

Specifically we are going toAconsider the problem of designing,
developing, and procuring a strategic air force. Our study will be

divided into the four parts indicated by Chart 1.

THE FOUR PARTS OF THE PROBLEM

I DESIGNING THE OFFENSE

I PROBABILISTIC CONSIDERATIONS

II DESIGNING THE DEFENSE

IV THE TWO-SIDED WAR

CHART |
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I. Design of the Offense

We start by considering a séries of budgets and allocating the money
between planes and bombs., We try to choose an allocation that maximizes

the amount of damage that the force we buy can inflict on the enemy.

In doing this analysis, we shall use the so-called expected-value model.
This picture of the world ignores most of the effects of uncertainty. It

assumes that what happens on the average actually does happen. The notion

is described and criticized in more detaill later.

II. Probabilistic Considerations

Next we go beyond the expected-value model and consider the effects
of uncertainty. We re-do the analysis of Chapter 1, and see how our results
and expectations are changed by the explicit inclusion of the effects of
fluctuations. We will f£ind that for some questions and some situations

the previous expected-value model 1is satisfactory. For other questions,

it 1is not.

III. Design of the Defense

In this section, we consider how to defend our offensive force. In
1ine with certain conclusions arrived at previously, we use an expected-
value model as in Chapter 1. However, even though we use the same sort of
model the study is more complicated. The complication arises partly be-
cause there are more components to take into account but, mainly, because
our standards are higher. The reasons for the higher standards are peda-
gogical and do not reflect any intrinsic difference between offense and
dﬁm%.WeMmsmmymmmmdwmofmemms%ﬂewmﬁuﬂhm

to this section. In particular we will emphasize the distinction between
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what we call Statistical and Real Uncertainty.

IV. The Two-Sided War

Here we introduce the most complicated question of all, the action and
reaction of the enemy. Our point of view will be so symmetrical that we
have called this section the Two-Sided War. We find there are serious com-
promises between what is actually done in practice and what one would like
fovdo--compromises which are much worse than those made in the first three
parts. Probably almost all right-minded people agree with our treatment
of the problems discussed in Chapters 1, 2, and 3. We will find, however,

that the treatment of Chapter 4 is controversial even among the select members

of the profession with whom we like to be en rapport.
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CHAPTER 1: DESIGNING THE OFFENSE

Models
In discussing a problem of this type, the first thing one usually does

is set up a model of the situation. All the military readers are probably
familiar with the terms "concept" and "doctrine." Concept 1s that which is
believed; doctrine is that which is taught. To these two terms, we wish to
add a third term, "model."” A model is that which is analyzed. Broadly
speaking, it comprises the assumptions of the study. (It should be made clear
that while the exposition may start with a description of the model, the
decision as to what model or models to use usually comes late in the study
after a good deal of work and insight.)

Very often staff papers will start with a listing of assumptions. Then
one may find upon reading the paper that many of the assumptions that actually
influenced the results were not listed while many of the listed assumptions'
were either irrelevant or were ignored;

If a mathematician or scientist makes a model of a situation, he is
generally successful in making the assumptions he 1s going to use very
explicit and then in relating his conclusions to these assumptions in a
fairly direct way. It does not follow that he is necessarily better in
making assumptions-~only that his mistakes will be more evident. One can
be technically good at deriving conclusions from assumptions and yet very
poor at making realistic assumptions. To quote Ovid, it often happens that
"the workmanship is better than the materials.” We shall illustrate this
model-making process in what follows. Later, there 1s some general discussion

about the use and abuse of models.
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As shown in Chart 2, there are five important components in our

model., We shall assume that we can tuy the first two, planes and bombs,

ELEMENTS OF MODEL

I. PLANES
2. BOMBS
3. AREA DEFENSE
4. LOCAL DEFENSE

5. SHELTERED AIRFIELDS

CHART 2

for $5,000,000 spiece. We shall defer the discussion of the costs of the
next three items to Chapter 3, Designing the Defense. The Aréa Defense 1s that
part of the defense which can be deployed tactically to meet threats Qhen and
as they appear. Local Defense is that part which can meet threats specific to
only a small geographic area. Finally, the sheltered airfields house our tar-
gets, the enemy's planes.

In order to illustrate the nature of model making, we shall consider
two different models of the Area Defense. The first model will be a fairly
realistic one used in many RAND studies. However, because it is realistic,
it is too complex for our purposes. We shall, therefore, also consider a
much simpler one that we will actually use., By considering two different
models we hope to illustrate some of the flexibility possible in model-

making,
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Area Defense Model I

Consider an area defense model as used in some RAND-type studies.
This model is really a map exercise which simulates an actual attack in
some detail. Conceptually, what we would like to do is to run off a ser-
jes of wars, send our bombers over enemy country, drop bombs, let them
shoot at us and see what happens. After this exercise, we would restore
everything to its original condition and try another experiment with a
different system. However, even fanatics for the experimental method agree
that this particular operation is unfeasible. Actually, any exercise with
real equipment may be unfeasible, as the equipment that we want to test
may not even be in the drawing board stage. We are then almost completely
restricted to pen and paper exercises.

let us consider how one might run through such a pen and paéer exer-

cise. The steps are illustrated in Charts 3 and h.l

AREA DEFENSE MODEL I
|. DEPLOYMENT 6. COMMITTAL
2. DETECTION 7. ABORTING
3. TRACKING 8. GROSS ERRORS
4. IDENTIFICATION 9. INTERCEPTION
5. AVAILABILITY 10. AIR BATTLE
CHART 3

lchart 4, which is not included here, is an animated version of Chart 3.
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First, we deploy our forces; that is, we make up a war plan with def-
inite forces and tactics. Then we deploy the enemy's forces; that is, we
decide where to locate his radars, ground observers, airfields, local def-
enses, missiles, communications, airborne patrols, and all the other things
thatbgo into a modern air defense system. Only after both forces have been
debloyed can.we start the calculation of the strike.

The strike consists of a series of events most of which have proba-
bilities associated with them. The first is the probability that the
enemy will detect one of our planes--recognize by radar or by ground obser-
vers that an unknown object is in the skies. He must then track this object,
getting its speed, course, and altitude. While this tracking is going on,
he will attempt to identify the unknown as friend or foe. If he cannot
identify it, he muét have available an interceptor to send up and attempt
either to check by visual scrutiny whether it is hostile or, if he is
certain that it is hostile, to shoot it down. There must be a committal
policy; he must decide in advance under what conditions he will send up
planes, and how many planes he will send. There is a definite probability
that his intercepter will abort, usually because of an equipment failure.
There is a possibility of a gross error. The pilot or controller may, for
example, make a complete and utter "butch.®™ Then, the plane must make an
interception; that is, even if his plane gets to the correct target area,
it may or may not actually make a contact with our plane. Finally, there

is the air battle. Who, if anybody, gets shot down?

Area Defense Model IT

Now, as one might imagine, running through such a simulated pen and

paper map exercise can be a long and tedious process. It may take days,



-17-

weeks or even months, according to the size of the attack and the detail
with which it is simulated, It is, therefore, much too time-consuming for
the kind of study we are going to describe. We shall, instead, consider
a much simpler but still quite useful model of an area defense system. It

is shown in Chart 5, Here, we are simply given a curve that gives the
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probability that any individual plane will get through the enemy's area
defense.l This probability is a function of the total number of planes
that attack. For exampls, if we fsfer to the chart we see that if 8
planes attack, each will have a probability of roughly .36 of getting
through. If we send 16 bombers, then the probability of each plane's get-
ting through is roughly .6. In general, the more planes we send the better
the chance for any particular plane to get through,

At first sight it may seem curious that adding a plane increases the
probability that another plane will survive. This occurs because of the

phenomsnon known as saturation. Sending more planes confuses and overextends

l‘I‘he mathematical model behind this and other basic data charts is
described in Appendix 2.




-18-

the enemy. It increases the chance that he will make a mistake or be fully
committed. If, for example, the enemy haé just two interceptors and we send
just 1 plane, he would find it very simple to direct both of his interceptors
to that 1 plane. If we send 2 planes, not only is he limited to sending
only 1 interceptor against each plane, but because he is trying to keep
track of 2 interceptors and 2 planes simultaneously, his efficiency in
keeping track of any one of these objects is reduced. His chances for mak-
ing mistakes are increased and he has to divide his effort.

The unshaded portion at the top of the bars in Chart 5 gives the extra
amount of probability of penetration that the last plane we sent bousht us,
We have redrawn these unshaded portions of the vars on a separate chart so
that we can investigate how this increase in the probability of penetration
changes as the number of planes changes.

Chart 6 shows that at first eéch extra plane sent buys more extra

probability of penetration (for all the planes) than the previous one did.

EFFECT OF SATURATING ENEMY'S DEFENSES
o7
06

MARGINAL .05

A
gi
%3
INCREASE H % E
IN 04 :
PROBABILITY -
OF 03 ]
SURVIVAL F £
02 g
ol I :
F
H
o i ! i i f ] £
0O 2 4 6 8 10 12 t4 18 18 20

NUMBER OF PLANES ATTACKING

CHART 6



-19-

From five planes on, however, each plane buys a smaller increase than the
previous one bought. At about 20 planes, the extra probability gained by
adding one more plane is only .O15.

This situation is familiar to the economist. He says that if we send
C planes or less, we are in a recion of increasing marginal returns; that
if we send 6 or more, we are in a region of decreasing marginal returns.
That is, the marginal return of investing one more plane, as measured by
the probability of getting through, first increases and then decreases.
This qualitative behavior will be important to us later,

It should be mentioned that at this stage it is more useful to con=
sider the probability of getting each plane through rather than the ex-
pected number of planes for each attack. One reason for this is that when
the planes are different (as in the case of bombers and escorts) they must
often be treated separately (as in Chapter 2). |

It is clear that describing an area defense system by Chart 5 is much
simpler than carrying through the detailed map exercise mentioned previ-
ously. Whether it is reasonable or not so to represent an area defense
system depends on the tactics that are being studied, the kind of analysis
that one is doing, and whether one has the risht kind of crystal ball from
which to get the curve. In particular, a single curve can be expected to
approximate only a very limited range of circumstances and one might need
very different curves if conditions changed. Let us, however, fix on this

single curve and go on with the study.

local Defense Model

Once we have penetrated the area defenses we must penetrate the local

defenses. In our study, we will also characterize the local defenses by a
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single curve that gives the probability of penetration as a function of the
size of the attacking force. This curve, shown in Chart 7, also has a

region of increasing and decreasing returns.
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Airfield Model

We now come to the last element of our model, the target airfields.
We are going to assume that the enemy has only two. The reason for this
assumption is not that we don't know he has more, but that we want to keep
the study simple. We need to give the eremy at least two because this is
the minimum number which will allow us to demonstrate the effects of dis-
persicn. The enemy's airfields can be completely characterized for the
vurvose of our study by giving the average percentage of the planes on each
field which are destroyed by any given number of bombs dropped on the
field. Chart 8 does this. By referring to this chart we see that cne bomb
will destroy 40% of the airplanes on the field; the next bomb destroys 2L¥

more, making a total of 6L%, and so on. In this case, we have decreasing

.,’.
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returns sverywhere; that is, every bomb destroys--we are always speaking
in terms of on-the-average here--less than the previous one did; The
reason for this is that once we have dropped a bomb on the field, there is
a certain probability that the area destroyed by the next bomb'wili over-
lap an already destroyed area. Therefore, this second bomb will, on the
average, waste a part of its energy in destroying an already destroyed
place.

Charts 5, 7, and 8 can be considered as giving the numerical assump-
tions of our illustrative study. All of our quantitative conclusions are

based on the curves on these charts.

Tactics

Now how shall we use our air force? What will our tactical doctrine
be? Actually most of ourvtactical decisions were settled as soon as we
drew our attrition curves. That is, Charts 5, 7, and 8 assume definite

operational tactics. About all that is left to decide is how to allocate
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our forces to each of the enemy's airfields. 1In prineciple, we should
consider all possible allocations and then pick the best one. This turns
dut to be too general and‘difficult an approach, so we shall begin by
considering only two. This 1s not bad if these two ways are representative
enough to typify reasonably all the possibilities. We shall check at the
end of this section and see if we can improve our capabilities by operating
in other ways. By restricting ourselves initially to only a few reasonable
methods, we can easily and cheaply learn about the problem and train our
intuition. .

The two methods of operating the force are illustrated in Chart 9.
We call them a Type I and Type II tactic, respectively. In the Type I

operation, we send some number of planes, say lbi, against the area defense.

THE TWO TACTICS
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Of these 1k planes, 8 (drawn in dark) are escorts and only 6 (drawn in light)

carry bombs. The reason the escorts do not carry bombs is that bombs

are (in our model) very expensive, and we prefer to buy extra planes which

2
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will confuse and saturate the enemy's defenses rather than to put a bomb
in every plane.

Of these 1L planes, we have shown 10 getting through the area defenses,
of which L, are bombers and 6 are escorts. In the Type I tactic, we take
fhese 10 planes and deploy them all against a single airfield. In this
case, L escorts and 2 bomb carriers get through the local defense. The
2 bomb carriers then drop their bombs on the local airfield. For the
present, we shall stop the analysis at this point--we shall not follow
them home,

Type II operation starts out the same way--for example, let us say
again that 14 planes attack the area defenses and 10 get through. This
time, though, we split the surviving force into two equal parts and each
part attacks an airfield.. Now,we have a smaller force attacking each air-
field, so a smaller percentage survives., Notice that it is not only a
smaller number, but also (because of the previously described saturation
effects) a smaller percentage. If we are lucky, we may get a bomb carrier
through each of the local defenses and get to drop one bomb on each airfield.

This i1illustrates the two general methods of operating the air force.

Specializing and Simplifying the Model

Now notice that,as long as we restrict ourselves to two methods of
operation, we can summarize the information given in the first two original
assumption charts into a single more convenient one. We do this by com-
bining the separate probabilities of getting through the area and local
defenses into a single over-all probability of survival for each operation

type. The result is shown in Chart 10.
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The chart is calculated in the obvious way. Assume, for example, we
send 16 bombers against the area defense. The probability of any parti-

cular bomber's getting through is roughly .6 (see Chart 5), so on the average
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.5 of 16 or 9.6 bombers will get through., Since we are using the expected-

value model, we will calculate as if 9.6 bombers actually do get through.

We are doing a Type I operation, so all of these 9,6 bombers are sent
against one airfield, If we now look at Chart 7, we see that each of these
9.6 bombers has a probability of .68 of gétting through the local defense.
Multiplying these two probabilities, (.6 and .68) we get an over-all proba-
bility of .41 of getting through. This point can be read on Chart 10.

The second curve on the chart is the over—all probability of getting
through with a Type II operation. It is computed in a similar fashion
except that instead of sending the 9.6 surviving bombers against one field,
we split them into two forces of L.8 bombers each, and send each of these

forces against a field. By referring to Chart 7, we notice that each of
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these 4.8 bombers has a survival probability of .38. Since the original
probability of survival througin the area defenses was .6, the total pene-
tration probability is .23. By repeating this calculation for all possi-
ble initial numbers of planes, we get the curves shown.

We can also present the information on Chart 8 in a more convenient

form, as shown on Chart 11. We have drawn the two curves that show the
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effectiveness of dropping any number of bombs on target in the two types of
operations. For the Type I operation, this is essentially a repeat of the

curve in Chart 8, divided by two because only half of the target system is at

risk on the field that is being attacked. (For

example, if we destroy 40% of one airfield we de- |

stroy only 20% of the target system.) —

In a Type II operation, we simply divide the .4
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total number of bombs dropped by two to get the

number that actually land on any particular fileld, CHART 8
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and then find out how much destruction these bombs do. If, for example,
}; bombs were dropped on both airfields, then there would be 2 bombs on
each airfield., By referring back to Chart 8 we see that 2 bombs will
destroy 6L% of a field. Since this is true for both airfields, this is
the percentage of the total target system destroyed by L bombs,

Because our model is so simple we don't get any spectacular reductions
in complexity by specializing in only a few methods of operating. We have,
however, succeeded in summarizing the information (Charts 5 and 7 are now
on one chart) and putting some of the other information in a more conveni-
ent form. In a more realistic study the savings would be more impressive.

If we look again at Charts 10 and 11, we can see very clearly the
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interplay that we shall be studying. The probability of survival in a

Type I attack is always greater than in a Type II attack because we have
concentrated the attack. For the same reason though, the bombs that we
manage to get through are less effective than an equal number delivered by
a Type II attack. The question of which is more important=--to increase the
probability of delivering the bombs or to get more effective use of the |
bombs which are actually dropped--will turn out to depend on how much money

we have to spend and on how we allocate this money between planes and bombs.

Expected-Value Models

We ought to digress and consider the notion of an expected-value model.,



In the real world random events occur, and it is usually impossible to

say precisely what is going to happen in any particular set of circumstances.
However, it is often possible to calculate what happens on the average.

The expected-value model assumes (in the calculation at least) that the
average result actually occurs,

For example, if we were going to match dimes with the reader in a
fair way, we could say that on the average we should neither lose nor win.
In the expected-value model one would, therefore, assume that after the
toss his fortune was unchanged. As a matter of fact, he would actually be
either a dime richer or a dime poorer. However, if he plans to toss many
times and his fortune is reascnably large, he will find that it is pretty
reasonable to base his behavior on the assumption that he will neither lose
nor gain--that is, that the result of each toss is a tie, The alternative
would be to calculate in detail the probabilities of all the possible out?
comes and then decide whether to phj.

To take an example in which the expected-value model won't work, con-
sider the analysis of dice. One can toss a pair of dice and get any re-
sult from two to twelve. However, even though it turns out that the aver-
age of the results of a large number of throws is close to seven, it would
be financial suicide to go into a gambling casino and assume that this
average result will occur every time. One would soon learn (rather pain-
fully) all about fluctuation phenomena. The only way to analyze this
game is to calculate the probabilities of each separate type of event and
evaluate the game in the light of these probabilities,

One of the reasons an expected-value model works out less satisfactorily
(in our analysis) for dice than for coins is that when the toss is close
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to seven (for example a six or eight) the player's winnings may be quite

different from what they would be if a seven had come up.

-,

We shall find

out in Chapter 2 that even (as in the matching game) when the expected-value

model ~omputes thie average result reasonably accurately it can still be

misleading, particularly if one considers realistic objectives. Let us for

the present, however, not worry about the errors introduced by the use of

expected-value models and contime with our expected-value calculation.

(What follows is an example that was worked out in class by the students.,)

Numerical Calculation of an Allocation

Assume that we have a fixed sum of money, say $100,000,000, to spend.

With this $100,000,000, we can buy twenty objects, each costing $5,000,000

apiece. For example, we could buy 10 planes and 10 bombs or we could buy

12 planes and 8 bombs and so on, as shown by the first two columns of

Chart 12, Now, for each allocation of our resources between planes and

WORK SHEET FOR FIXED OFFENSIVE BUDGET
TYPE 1 ATTACK TYPE T ATTACK
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bombs, we must choose a method of operating the force, Type I or Type II.
This is done by calculating the amount of destruction that can be done by
each force with each type of operation., The results of these calculations
are shown in the last six columns of Chart 12. (The reader should verify
them if he is unfamiliar with this kind of calculation.)

The results of the calculations are graphed on Chart 13. As we can

see, no matter how we allocate money between planes and bombs, it is always

$ 100,000,000 OFFENSIVE BUDGET
PERFORMANCE VS ALLOCATION
ar
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CHART 13

best in this case to do a Type I operation; that is, to operate tactically
so as to increase survival rather than to maximize the effectiveness of the
bombs on target. The qualitative reason for this rule is that with $100,000,000
we are relatively poor and cannot afford to dissipate our efforts by trying
to attack two targets. We also notice that the optimal force composition
is about 12 planes and 8 bombs,

We should also notice, and this point is very important, that the

curves are fairly flat. If we had chosen a force composition anywhere between
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1 planes-6 bombs and 10 planes-10 bombs, we would have lost little in
effectiveness.

Also notice, now, an unexpected fact. Suppose we had mistakenly
assumed that a Type IT operation was better and optimized on this basis.

If we later find out that a Type I operation is better, our force is still
just about as effective as one which was designed on a correct basis., In
.other words, while it is fairly important to operate properly, our perform-
ance is, at least in this case, not sensitive to the allocation. It isn't
even necessary in making the allocation to decide the proper operation of

the force., As we shall see in the next paragraph, this insensitivity to

allocation is not completely accidental.

Insensitivity by Design

Tt is worthwhile at this point to digress slightly to investigate in
some numerical detail the effect of changing the performance of the planes
and bombs. In particular we would like to illustrate how the shapes of
the curves that we are studying are affected by the equipment one uses.
Assume, for the sake of simplicity, that the relationship between cost and
performance, for both planes and bombs, is one of direct proportion. This
means that we buy the same performance for.the same money--only the package
ié changed. Thus, if we double the cost of the bomber, we double its per-
formance; it acts like two planes in its effect on the enemy's defenses.
Similarly, if we double the cost of the bomb, we double its destructive
power. The results of doubling and halving the cost of the bombs and
correspondingly halving and doubling the costs of the planes are shown
on Chart 1i, Curve A shows what happens if we halve the cost of planes

and double the cost of the bombs. Curve B is simply copied from Chart 13.
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INSENSITIVITY BY DESIGN

PLANES 10 9 8

BOMBS O 4 8

{PLANES 40 32 24 16 8

BOMBS O 2 4 6 8
ar

FRACTION
OF .
DESTRUCTION

)
{PLANES 20 I8 16 14 12 10
BOMBS O 2 4 6 8 10
CHART 14

It shows the performance with the original equipment. Curve C shows what
haprens if we halve the cost of the bombs and double the cost of the planes.

The maximum value that each curve attains is not really affected by
these changes, but the shape is. A is narrow. If we were operating with
this curve, we would find that our performance is relatively sensitive to
the exact allocation of the budget between bombs and bombers. C does not
really obtain its maximum because it runs into a boundary set by the fact
that each plane can carry only one bomb., 3oth curves A and C are, there-
fore, undesirable--in fact, as we shall see, very undesirable. Therefore,
if we can choose freely among these curves, we would pick Curve B, and
this is what we have done.

In other words, it is no accident that the curves are flat; we go to

a great deal of trouble to pick our equipment so that the performance will
not be sensitive to the allocation. The question of exactly how to do this

will turn out to be crucial. We shall spend quite a bit of time discussing
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it in Chapter 3. We shall find there that it may even be profitable

to accept a lower maximum if this is the only way to make the curve flat.

Back to the Allocation Calculation

let us consider a slightly bigeer budget, $150,000,000. The results
are calculated in the same way and are shown in Chart 15. We now notice

that a Type II operation is best. We are rich enough so that we don't have
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to concentrate our efforts. We can afford to attack the entire target
system. Once again, we notice that the curves are flat; exactly how we
devide the money between planes and bombs is not too crucial. However, it
is fairly important to choose the proper method of operating the forces.

Let us now consider what happens with a really big budget, for example,
$250,000,000 (Chart 16), The curves are still fairly flat. Ve notice,
however, another interesting effect. The upper curve has not yet started
to turn over. This behavior implies that if you could you would send more

bombs than planes; to put it differently, you should be willing to buy lower
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performance {cheaper) planes and higher performance {more expensive) bombs.
The situation is that we have sent so many planes that we simply over-
vhelmed the enemy®s defense--in the model. Because the enemy is saturated,
these planes are in effect being used for a trucking operation; the enemy's
defenses are béing circumvented by mass rather than by high performance. We
have the slightly paradoxical result that because we are rich we can afford
to buy poorer planes. In actual fact there are many situations where the

highest performance equipment is not necessarily the best from the system

point of view.l There is usually no point in using a Cadillac as a pickup

1It is probably worthwhile to mention an important psychological dif-
ference between the operational people and the general staff that occasionally
gives rise to misunderstandings. If you ask the former "What kind of plane
should the Air Force buy?", they tend to answer as if the question had been,
"Other things being equal, what kind of a plane would you personally like to
be in if you were flying over enemy territory?" The answer then is usually,
"The highest, fastest, and longest range." The planning staff, which had to
look at the overall problem, is sharply aware that other things are not equal
and may come up with a different choice. Since, however, the planning staff
people are recruited from the ranks of the operational people they have some

tendency to have this kind of operational bilas.
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truck, (In practice it depends a little on what commodity is being "picked up.")

Optimal Allocacion and Performance

We have done the allocation problem for all possible budgets. The

results are summarized in Charts 17 and 18. The first gives the optimal
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allocation of our money for any particular budget and the second indicates
what performance we can expect if we follow this allocation. One irmedi-
ately notices that the optimal allocation is different for the two types of
overations, As a result there is a seemingly sharp change in the optimal
allocation when our fortune goes over $120,000,000 and we switch tactics.
For example, if we have $120,000,000, we should put about L57 of our money.
jnto bombs while, if we have $125,000,000, we should put only 35%.

Presumably we are not fooled by this seeming sensitivity. We should
remember that the previous curves were so flat that the allocation could
bebvaried a great deal without changing the results appreciably. Indeed,
if instead of using the optimal allocation we use the allccation corre-
sponding to the thin black line between the two curves on Chart 17 (but
still use the proper operation type) our performance would drop iess than
the width of the line given on Chart 18.

It is elear, however, that choésing the correct method of operating
the force is important; the differences between the Type I and the Type II
operations are relatively large, at least percentage-wise, for most budge s.

Charts 17 and 18 are typical of the end product of most Systems Analy-

ses. They tell you, given certain assumptions, how to spend your money and

the kind of performance you can expect if you spend it that way. This is
practically the classical Systems Analysis.

In fact, while this kind of study can be very misleading there is
a lot of nourishment in it. A sparrow could live on it for a long time.
The trouble is that even though there is a lot of information in the

study it is not the right kind for poliey decisions, Studies aimed at

influencing policy should have a completely different flavor about them.




The Central Problem

The difficulty with our study to date is suggested by our title,
"Military Planning in an Uncertain World." It is clear that we have
done the Planning all right, but it ignores the really hard and often
most_crucial problem: How does one take account of the whole range of
enemy tactics? In addition to the unknown acts of the enemy, how does
one hedge against the other uncertainties?

Before making some remarks about this question, it is worth consider-
ing the problem of budget allocation and operating tactics in a historical
perspecti&e. It is probably clear to the reader that any reasonable per-
son, including for example the ancient Greeks, could have followed our
qualitative reasoning and understood, that when one is poor

1) most of the money should be spent on decreasing attrition

(buying planes) | |

2) +that one should concentrate on on; target,
and conversely that when one is rich

1) one should spend more money on bombs because the enemy's

defenses are automatically saturated by the number of
planes in the attack

2) that one can now afford to attack both targets.

The exciting thing that we have done is to make the above qualitative
remarks numerical; that is, we have changed what we called an "intuitive
judgment" into what we called a “"considered opinion.” How exciting this is can
be seen from the fact that the ability to make this type of calculation and end
up with Charts 17 and 18 is as much of an intellectual invention as the steam

engine or the telegraph is a technical invention. In fact, the concepts needed



for this kind of analysis were 1pvented in roughly the same time period as
these two gadgets were.l Moreover, they were not used for this kind of a

question until late in the nineteenth century. In fact, it is only in the
post World War II period, which saw a great expansion in the intellectual

tools, computing ability, and suitable problems for this kind of analysis,
that it really became popular as an aid to the military planner. It is to
be feared that it mey have become too popular. Many people got so excited
about the possibilities that they went overboard and claimed entirely too

much for the technique.

One trouble was that people did not generally realize that even moderm
computing methods are not really powerful enough to evaluate complicated
systems without the aid of a good deal of skillful "intuitive” supervision
and guidance and, even more to the point, that the problems of uncertainty
can swvamp Or negate a géod deal of straightforward analysis. In many cases
it was necessary to idealize the problem so much to make it tractable to
analysis that the resulting considered opinion was less valuable than
almost any reasonable intuitive judgment which was based on an examination
of the unidealized problem. However, today Systems Analysts are getting
to be both more modest about their claims and better at their work. If
the trend continues, we may well come out with a match between claims and
product.

Taking up the question of uncertainty first, we will somewhat arbi-

trarily classify uncertainty problems into three categories. In the first

lWe are referring mainly to elementary classical economics--in parti-
cular marginal utility analysis--and also to such mathematical developments
as calculus, analytic geometry, concept of functiom, etc.
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category, which we shall call Statistical Uncertainty, we consider events
whose probability of occurrence is more or less objective (such as games of
chance), In the second category, which we call Real Uncertainty, we con-

sider events to which individuals may attach subjective probabilities but
to which there is essentially no hope, at present, of getting much general agree-

ment as to what these probabilities are. The probability over time of a techno-
1ogicai breakthrough is a typical event involving Real Uncertainty. Finally

there are the uncertainties due to enemy action and reaction. We treat Statistical
Uncertainty in Chapter 2, Real Uncertainty in Chapter 3, and Enemy Reaction in
Chapter 4. We shall also (mostly in Chapter 4) try to give the reader a feel for
how "intuition® is put into a large calculation to make it manageable.

Excursion Into Elementary Economics

Before we leave Chapter 1, we have a certain obligation to discharge. We
have already remarked that the difference between Type I and Type II oper-

ations tends to be large. This‘immediﬁtely suggests that we have been a
little narrow-minded in restricting ourselves to only two tactics. Perhaps
if we had been a little more general and, for example, considered an opér-
ation in which we compromised between Type I and Type II by attacking the
two airfields unequally, we might be able to improve our performance,

As a matter of actual fact, this can happen. But typically, even if
it did, its only effect would be to increase our performance by a small

amount, For example, the small dotted curve shown on Chart 18 would be

OPTIMAL PERFORMANCE OF OFFENSIVE SYSTEM

typical of the improvement we might expect. o

However, with the particular assumptions we
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In order to see why this is so, let us consider some of the quali.a-
tive characteristics of our curves., It is a little digressive to pursue
this somewhat technical consideration, but worthwhile because it will

jllustrate a type of argument characteristic of this kind of analysis.

TYPICAL "S" CURVE INCREASING MARGINAL
RETURN

FRACTION
DESTROYED

(o] 4 8 12 16
BOMBERS BOMBERS

CHART 19

In Chart 19, we have a curve which indicates the value to us (as
measured by the average fraction of destruction) of getting different
numbers of bombers through the enemy's area defenses. This curve, which
takes into account the combined effect of the local defenses and the shel=-
tered airfields, has an "S" shape. The lower part of the "S" corresponds
to a region of increasing marginal returns and the upper portion to a reg-
ion of decreasing returns,

The same chart shows what would have happened if, instead of
being "S" shaped, the curve had been everywhere convex downward (had in-
creasing marginal returns everywhere). Assume, for example, that 16 bombers

get through the area defense. If we allocate all of these 16 bombers to
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one airfiéld, we destroy the fraction indicated. If, however, we take

away L bombers from the first airfield and allocate them to the second
airfield, then we destroy less of the first airfield and more of the sec-
ond The total destruction is shown as the sum of a dark and a light bar
vhere the abscissa is 12. We have had a net loss in effectiveness. In
fact, 1t is clear that for a curve of this shape, we shall suffer an over- '
all loss if wve take any number of planes away from the first airfield to

attack the second one. Therefore, for this type of curve, we should always

use a Type I tactie.
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CHART 20

In Chart 20, we show the opposite situation with the curve everywhere
concave (decreasing marginal returnst Under these circumstances, we always
gain by taking planes away from the first field and attacking the second
field until the two fields are attacked equally. Therefore, here one
should always use a Type IT tactic. For the sake of completeness, the

second part of the chart shows that when the curve is a straight line
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(constant marginal returns), we are indifferent as to how the planes are
allocated between the two fields.

Now our problem is é little tricky because our curve is "S" shaped,
that is, it has both a convex and a concave portion. 1In order to under—
stand the effects of this "S" shaped curve, let us look at Charts 21 and
22, In these are presented two typical curves schematized so that we can
analyze them. The first schematized "S" shaped curve shows a situation
in which the average final slope is greater than the average initial slope.,
If we are operating at the point of § bombers then it does not pay to take
away a few bombers from target one and assign them to target two. We shall
simply lose in the total fraction of the target system destroyed. However,
if we are operating farther out on the curve, as shown in figure (b) of the

¢hart, then it will pay us to trade planes from cne target to the other
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CHART 21
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CHART 22
because we then get into the steep middle portion; but we notice that in
this case, a Type II operation does as well as anything else, Hence, in
this case, either the Type I or Type II tactics aré in fact optimal,

Now on Chart 22, let us investigate the case where the average initial
sl&pe is greater than the average final slope. The situation is then dif-
ferent, If we are operating at the point of 9 bombers as in the case of
figure (a) the 7 bombers on one target and 2 on the other will give us
greater destruction than any other combination, On the other hand; if we
are operating far out on the curve, Type IT is clearly the best., For this
kind of a curve and some force strengths, we might want to operate some-
where between Type I and Type ITI. It does turn out, however, that the "S®
shaped curve we are dealing with in our study is not like Chart 22 but is
like Chart 21 so that we always want to use either Type I or Type II

operation,
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CHAPTER 2: PROBABILISTIC CONSIDERATIONS

Why Study?

We are now going to examine the effects of fluctuation phenomena.
There are two reasons for doing this. First, an expected-value model
actually miscalculates; it is an aprroximation. Sometimes it is a good
approximation and sometimes not. We shall study its accuracy for cur
model in the firs£ half of this section.

The second,and often more important, reason for using probabilistic
(fluctuation) modelS is that we feel quite differently about things
which fluctuate as opposed to things which do not., For example, one
would probably react quite differently to the prospect of being given
$100 cash or a lottery ticket with one chance in a thousand of ;100,000.
In the expected-value model these two .gifts are identical. In the second
half of this section we shall consider how our objectives are,cr should

be, modified by the explicit introduction of probabilistic considerations,.

Qualitative Discussion of Accuracy

It is easy to see qualitatively why expected-value models miscalculate,
In Chart 23, we show two curves that purport to give the value to the
attacker of getting a certain number of bombers through the area defenses.
One of the curves has increasing marginal returns everywhere and the other
one has decreasing marginal r -urns. Consider now a situation in which
one has a 50% chance of getting 9 bombers through the area defenses and

a 50% chance of getting 3 bombers through. On the average,then,é bombers
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will penetfate. If we are operating with the first curve, the one with
increasing marginal returns, we can easily vérify that we gain more when
we are lucky and 9 bombers get th;bugh than we lose when we are uhlucky
and only 3 bombers get through. In this case, if we use an expected-value
model and assume that 6 bombers actually get ﬁhrough, we will underestimate
the average damage we do. The amount by which the expected~value model
underestimates depends upon how much the number of penetrating bombers
fluctuates and the curvature of the curve (rate of increase of the marginal

return).l

1Aside to more mathematical readers:

The problem is to estimate the error when the approximation g(x) is
used for g{x) where

x = {xf(x)ax
g = | glx)f(x)ax
and f(x) is,a_probability density function, _
Expanding g(x) in a Taylor series around the point x = X s

g(x) = g®) + g'(®@ (x-X) + 3"(X) (x%)° + -+

(footnote continued on next page)
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The second curve illustrates the converse situation where we gain
less when we are lucky than we lose when we are unlucky. Finally refer-
ring to Chart 2L, we can see that the expected-value model calculates cor-

rectly situations where the curve is straight (constant marginal returns) .

ASSUMED VALUE OF BOMBERS
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CHART 24

Here the effect of good or bad luck averages out exactly.
We observe that in our problem we actually have an'"S" shaped curve;
therefore, the expected-value model will underestimate when we are poor

and overestimate when we are rich.,

and substituting into the integral one gets
-~ - 2
g(x) mglx) + %g"(x) o
where &2 = § 0 2e(xax
Since g"(X) measures the curvature of the curve g(x) at X and o

measures the amount of fluctuation associated with g(x), the above
formula makes the remark quantitative.
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Probabilistic Model

Let us now look at the details of the probabilistic mechanism. Assume,

for example, that we have 12 bombers attacking _ AREA DEFENSE MODEL O

D - N W A S e e O
LA B S S e S

the area defenses. We can see from Chart 5

PROBABILITY

that each bomber has a probability of .51 of N

penétrating the area defenses. This means thai,

on the average, g.51 x 12 or about 6 bombers

will penetrate., When we used an expected-value
model, we assumed that this number actually did get through. As a matter
of fact, any number from O to 12 might penetrate, depending upon
how lucky or unlucky we happened to be,

Though the number of planes that set through the area defense is
uncertain, the uncertainty is of a kind about which we know a good deal,
Once we have assumed that the probability of any particular plane getiing

through is .51, only so-called Statistical Uncertainty is left. We can,

PROBABILISTIC AREA DEFENSE MODEL
12 PLANES ATTACKING AREA DEFENSE (P=.51)

ar

3r
PROBABILITY

2r ]

9 10

4 5 6 7 8 12
NUMBER OF PLANES PENETRATING

A:.EDD
° 1 2 3

(o}

CHART 25
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" by simple methods} calculate the relative proportion of times (probability)
that any particular number will survive. These proportions are shown in
Chart 25. While 6 turns out to be the most probable number, still only
about 2L% of the time does this exact mumber penetrate and 76% of the time
a different nmumber, It is not surprising, therefore, that results calcu-~
lated on the basis that 6 actually do get through might be misleading.
Chart 25, however, &oes not give us sufficient information. Assunme,
for example, that our 12 planes were composed of 8 bombers and L escorts.
Then, we are interested not only in how many planes get thr§ugh but also
in what kind of planes, that is,escorts or bombers. This kind of informa-

tion is given in Charts 26 and 27. The first gives the relative proportion

THE BINOMIAL DISTRIBUTION FOR EIGHT BOMBERS
12 PLANES ATTACKING AREA DEFENSE (P=.51)
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CHART 26

1
See Chapters 6 and 8 in Part Two on Techniques of Operations Research.
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THE BINOMIAL DISTRIBUTION FOR FOUR ESCORTS
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CHART 27

of the time that any particular number of bombers gets through. The latter

gives the relative proportion of the time that any particular number of

escorts gets through.

The Monte Carlo Technique

Taking i1nto account probabilistic effects is simple in principle. The
actual computations can, however, be laborious and complicated. In fact,
for all but the simplest problem the calculation is too long even for a
high-speed machine to do in any economically reasonable, or even unreason-
able, amount of time., The truth is that with the simple model we are con=
sidering here, we are able, but orly barely able, to make the exact calcu-
lation. In most problems, we have to resort to a special sort of approxi-
mate method of computation known as the Monte Carlo method. The methcd can
be‘exemplified as follows.

Suppose we have a simple game of solitaire. and are interested in cai-

culating the probability of winning the game. There are two ways to do this.
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The first is by exact combinatorial methods. We consider every possible
shuffle as being equally likely, and simply count the number of different
shuffles that will end in success. If we then divide this number of shufe
fles by the total number of possible shuffles, we have calculated the
probability of winning. A solitaire game does not have to be very compli-
cated before such a procedure would take more than a lifetime, even with
high-speed computing machines.,

But there is a way to sidestep the combinatorial computation. It is
not only easier, but it may be more pleasant also. We can simply play the
gaﬁe, say a thousand times. The relative number of wins then gives us an
estimate of the probability of winning. The estimate, of course, is not
exact but it is probably notfar off. The probability that the difference
does not exgeed a certain amount can be easily calculated using siatistieal
theory. It depends only on the true answer and the number of trials. We
refer loosely to that difference vhiéh is Just as likely as not to be exceeded
as being the "error" in the calculation. For a solitaire game which has a
probability of approximately 1/2 of success, and 1000 trials, this probable
error would be about .0l or 2$. A pumber of trials larger than 1000 will give
us a smaller error and vice versa. Of course, these trials could also be per-
formed on the high speed machine instead of being played by humans. It is then
quite easy to run a lot of them. Let us now consider one way of applying this
technique to our problem.

Simulating the Area Defense
Looking at either Charts 26 or 27 we notice that there is another way in which

the information may be presented. In the upper portion of these charts, we have

drawvn two lines. On the top line the tick marks are separated by exactly the
height of the bars. We can measure the probability of any number of planes

penetrating by comparing this upper line with the second line. This second
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line has a scale reading from O to 1 and can be used to measure the dis-

. THE BHOMHAL DISTRIBUTION FOR EIGHT BOMBERS
tances be%treen tick marks, {2 PLAMES ATTACKING AREA DEFENSE (5 51

Chart 23 illustrates one kind of randon

number generator. In this case it is a wheel

which can be used to produce numbers randomly

[ z 3 4 3 & 1 8
MUMBER OF BOMBERS PENETRATING

and uni formly between zero and one, If the
CHART 26
nointer is twirled it has the same probability of ending up betveen .1 and
.11 as between .45 and L6, or in fact in any interval of size ,Ol.

If now we produce a number from this random number wheel and mark this
number off on the lower line of Chart 26, we can match up this number with

a particular event specified by a certain number of planes penetrating,

For example, if the random number wheel produced .2, we can take it to

RANDOM NUMBER GENERATOR

CHART 28

rnean that 3 planes survivedj .5 means li planes survived, and .9 means 6 planes

survived., It is clear that as we go through this vrocess many times, we shall

in fact simulate a situation in which the probability of getting any particular

number of nlanes is given by the length of the corresponding bar,
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Tt is our purpose to use this method of rroducing random events to
simulate the attack cn the area and local defenses, keeping track of both
bombers and escorts. At first sight one might think that we would need
separate charts for every possible combination of escorts and bambers and
different sets for the area and local defenses, If this were trve, then
if we wanted to consider force sizes of up to say 20 planes, we would need
1,00 charts for the area defenses and a similar number for the local defenses.
T1dis is a lot of charts. ‘e can reduce the number oreatly by disrlaying
the information in a slightly better fashion,

In Chart 29, we have transferred the upper 1line of Chart 2¢ to a simi-
lar line. The places where the ticks used to be are now ?1vén vy the

points where tlie curves cross the line. In fact, the curves on Chart 29
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are drawn so that we can read off the probability of getting any particular

pumber of planes penetrating out of an 8-plane sroup which is part of a



larger force. The survival probabilities are, of courss, determined by the
total mmber of planes attacking and by whether these planes are attacking
area or local defenses; and we have two axes labeled in this way. If we

didn't do this we would have to refer to Charts 5 and 7 to get the survival
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probability and then use the probability axis (on the right of the three verti~
cal ones). Now, if we want to go as high as 20 planes, we need only 20 such
graphs rather than the 800 that would be necessary if we presented the informa-
tion as in Chart 26, The first 12 of.these charts are given on pages 1.9 to

1%L in Appendix 1.

The Monte Carlo Calculation (done in class by the students)

Let us now see in detail exactly how we would Monte Carlo this problem.
Normally, we would turn the wheel every time we need a random number.1
This time let us just list the first ten random numbers that could have been
obtained
.10, .33, .77, o, .35, .55, .81, .09, 39, 75, +38, .05, eee
Incidentally the RAND Corporation has put out a book which contains
500,000 independent two digit numbers. This book can be obtained for $10.00

and we don't recommend it for light reading, or any other kind. We should

1Actually we didn't have the wheel when we were writing so we looked

them up in A Million Random Digits, The Free Press, p.77, line 10, or maybe
it was pol92, ne 30,
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also mention that there are many standard jokes about these numbers. We are

thinking of putting out a book of them too.
Let us continue, however, with our Monte Carlo calculation. Assume
that we have an offensive budget of $100,000,000. Consider first a case

where we buy 12 planes and 8 bombs (8 bombers and L escorts) and use a

Type I operation.

MONTE CARLO WORK SHEET

JRIALS | 2 3 4
AREA [LOCAL|AREA |LOCAL| AREA |LOCAL| AREA |LOCAL
FORCE DEF. | DEF. | DEF. | DEF. | DEF. | DEF. | DEF. | DEF.
BOMBERS & 2 / 3 / 5 2 5 /
ESCORTS 4 2 2 / 2
PLANES 2 4 5 6 7
DEST. ' .20 .20 .32 .20
CHART 30

We shall begin by simulating the attack against the area defense.
The first random number is .10. It is used to determine what happens to
the bombers., Looking at Chart 29 we find .10 on the abscissa and draw an
(imaginary) vertical line, We draw another (imaginary) horizontal line
from the ordinate corresponding to 12 planes attacking the area defense,
The two lines cross in the area marked 2. We conclude that we have been
kind of unlucky and that on this trial only 2 bombers have penetrated the

area defense, We write & 2 in the proper space of Chart 30 and continue,
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The next random number is .33. We shall use it to find out what hap-

pens to the L escorts. Locking at Chart 31 for the L-plane group we draw
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a vertical line from .33 and a horizontal line from 12 plares attacking area
defense. These two linés also intersect in the 2 area. So we have 2 escorts
penetrating with the 2 bombers.

We are interested, of course, in finding the number of bombers which
penetrate the local defense, The cell which is attacking the local defense
is composed of L planes but only 2 bombers. We are therefore interested in
a 2-plane group. (See Aopendix 1l for graph.) The random number is .77.
Hence one of our bombers gets through and drops a bomb on target. This
bomb destroys LOF of that airfield or 20% of the total target system.

We must run a large number of trials like this, startine always with 8
bombers and L escorts, before we can get an accurate picture of what is
happening. Chart 30 shows the results of a relatively small number of such

calculations., Averaging these results we get an estimate of .23 for the
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average destruction.

A complete set of calculations gives .29 for the

ansver, 8o we seem to have been a little unlucky in our simulated attacks.

Analysis of a Fixed Budget (Average Destruction)

It should be clear that we could do the same thing for a Type II

operation and for other allocations.

plete set of such calculations for a $100,000,000 budget.

Chart 32 give the results of a com-

In order to
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facilitate comparison we have also drawn on this chart the results of the

expected-value model given by Chart 13.
model was optimistic and overestimated what we
could accomplish, at least for most allocations.
However, the error of the expected-value model
is ordinarily somewhat less than the difference

between operation types. The most significant

thing shown by the chart is that an allocation

1

As can be seen, the expected-value

$ 100,000,000 OFFENSIVE BUDGET
PERFORMANCE VS ALLOCATIQN

- .
ALLOCATION

CHART 13

which works well for the expected-value model will also work well for the

“The probable error for four trials is actually .05.



more accurate probabilistic model. This would occur even if the curves

were not as flat as they are because the effectiveness of most allocations
is.changed by about the same amount by the introduction of probabilistic
considerations. The flatness of the curves just reinforces this effect.
Therefore, in this case, a study on allocation or operation type would not
have to go to the probabilistic model. The expected-value model is good

enough, It is not only good enough, it is about one tenth the work.

We are not, of course, implying that one can always trust expected-
value models--only that this is a typical case of how preliminary study
and thought may enable one‘to dispense with complicated techniques in favor
of simpler ones. In practice, it is surprising how easily one can often

reduce the amount of labor required by doing some preliminary analysis.

Results of Probabilistic Calculations

We have, of course, run through a probabilistic calculation for every

possible budget and found the maxima. These are shown on Chart 33. This
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chart also has results of the expected-value model as given before on

Chart 18. As we can see (and probably anticipated from the "S" shaped

curve), when we are poor the expected-value model raL remrommAnE or OFFERSIYE SYoTEM
underestimates the efficiency of our forces; when .¥ \

we are rich it overestimates it. The error, while :ﬁfi; AT
interesting, is for many purposes mot significant.

The inaccuracy in our model probably swamps it. TE AR EREr e

There are situations though when, even with poor CHART 18

models, one might still be interested in an accurate calculation.

Deferred-Decision Operation

Once we begin thinking in probabilistic terms, we have opened up new
alternatives in operating our air force. For example, the probabilistic
calculation comes out a little badly mot only because of the curvature of.
the curve, but also because we can no longer predict what the composition
of our force will be after it has gone through the area defenses, If,
for instance, we happen to be Operating near the cross-over point between
the Type I and Type IT operations ($120,000,000 budget), then if we are
lucky and don't lose many planes to the enemy's area defenses we should
probably do a Type II operationj if we are unlucky, we should probably do
a Type I operation. To give another case in which it is advantageous to
make a decision rather late in the game, consider the problem of keeping
the proper balance between the number of escorts and bombers. It is per-
fectly conceivable that, if one is doing a Type II operation, all the bombers
in the cell sent to one of the airfields are shot down going through the
area defenses and only the escorts are left. Under these circumstances,

there is no point in having the escorts continue on to their target alone.



One would want either to have these escorts join the second cell,or to take
some of the bombers from the second cell and put them in the first.,

In ceneral, we would expect to gain fairly substantially in
the effectiveness of our force if we could defer the decision on both the
tactic and the target assigmnment until afier we have gone throuzh the area

defenses. Chart 3l shows the gains that can be achieved by doing this.
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There is no gain when we are very poor because there is nothing we can do
except send all of the planes which penetrate to the airfield we originally
intended to attack. There are gains when we are rich enough either to be
close to the cross-over point or tc be operating Type I1, because we can
now plan our allocation on the basis of what actually happens in the area

defenses rather than on what happens on the average.

Comparing Apples and Oranges

We sincerely hope that the reader has a slightly uncomfortable feel-

ing at this moment. For cne thing, we have ignored completely the relatively



greater operational complexity of our so-called deferred-decision operation,
g0 that we are not really maing a fair comparison between the two alterna-
tives. In fact, it is probably true that the difficulty in doing this kind
of regrouping over enemy territory is so great and the consequent degrada-
tion of our performance so large that 1t does not pay to try it.

We are definitely not making the point that one should disregard un-
orthodox strategies because they look operationally difficult--Just the
opposite. However, in making a comparison one should be aware that there
may be costs or operational difficulties associated with the systems being
compared that are not usually taken into account because they are subtle or
hard to estimate. It is then usually best to use an obvious overestimate of
both the unknown costs snd the operational degradations of the preferred

system. If, after using this overestimate, one still prefers the same

system, then one is in a position to make a recommendation. We shall have

more to say about this later when we talk about a fortiori arguments.
Modelism

Actually in talking about the deferred-decision operation, we have
committed another sin besides comparing apples and oranges. We have pushed
our model mch too far. The whole concept of the deferred-decision oper-
ation implicitly assumed that the area defense was a thin barrier and that
after one had passed this barrier there was time and space in which to
regroup before reaching the local defense barrier. While the model sug-
gests this way of thinking, actually, of course, both barriers occupy con-
sidere..e amounts of space and there is no neutral area betwveen them.
Therefore, if one tries this reallocating strategy and waits until the planes
penetrate fairly deeply before mmking a decision, one is likely %o find that

they are traveling very circuitous routes and are actually spending more



Yy R A

-60-

time in the area defenses than if they had traveled direct routes.

This, of course, substantially increases attrition. This is a typical
trouble of many models. They may be quite satisfactory for answering one
kind of question and yet misleading when used for other questions,

We should perhaps admit another sin at this point. Chart 34 shows in
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Probabilistic Objectives

As we have just seen, the probabilistic model gives a different and
more accurate answer than the expected-value model. However, in our case,
the results of the two models are close and the extra labor involved in
Monte Carloing the problem is great. We would therefore probably not be
justified, on accuracy grounds alone, in using the probabilistic model in
preference to the expected-value model. There is, however, another and
more important reason for putting probabilistic considerations explicitly
into the analysis. The reason is that we want to state our objectives
probabilistically.

Up to now, we have taken as our criterion of efficiency the average

damage inflicted. This might be sensible if we were going to fight a series
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of wars, one after the other, and we wanted to maximize the total damage
done in all of these wars. Modern war seems to be of a somewhat different
character from the classical ones. Our major interest is prcbably in
winning the next one and letting later ones take care of themselves. In
particular, the first blow may be so overwhelmingly decisive that we may

wish not to maximize the damage done on the average on this first blow, but

wish instead to maximize our probability of achieving a satisfactory level
of damage.
At first sight, these two objectives may not seem very different. As

a matter éf fact they often are., In particular what we do depends on what
level of damage we consider satisfactory. If, for example, we try to oper-
ate in such a way as to maximize the probability of achieving say 30% dam-
age, we will concentrate our attack on one field and lose completely our
capability of achieving 60% damage. On the contrary, if we try to maximize
our probability of achieving 60% damage, we must attack both fields. This

may reduce appreciably our probability of achieving at least 30.; damage.

Deterrence vs Win the War

Before discussing in detail exactly how incompatible the two objectives
are, let us consider one reason why one might want to achieve 30% or 60%
damage. It is generally recognized that the major objective of the armed
services today is not to win the war if it breaks out but to prevent war
from breaking out. One way to do this is to make it clear to the enemy
that he cannot win the war. If we can convince the enemy that if he starts
a war he will be destrojed, irrespective of whether or not he destroys us,
then it presumably will not pay him to start a war. We say that he is

deterred from starting a war. This deterrence mission has been publicly
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stated to be the primary mission of SAC,
Presumably one way to achieve this kind of deterrence would be for
our forces to destroy a sufficiently large portion of his forces so that

his later attacks will be too small to overwhelm us completely. This

would correspond to having as an objective not maximizing our probability

of winning the war handsomely but only maximizing the probability that he

will not win the war handsomely. We shall assume that this last objective

corresponds to achieving 30% damage.

The other objective, winning the war handsomely ourselves, would cor-
respond to a 60% level of destruction. That is,we shall assume that if we
destroy this percent of the enemy's forces, our active and passive cdefenses
are sufficiently effective to cope adequately with whatever he can then
send against us.

To repeat, we shall consider two different objectives: destroying
30% and 60% of his forces on our first strike. The 3C% destruction cor-
responds to guaranteeing to the enemy that the most he can do fronn that
poirt on is to get a technical victory. For example, two of him and one
of us left. It would not be a satisfactory result even if the sexes were
right.

The 607 level of destruction corresponds to a situation where we have
hit him so hard that our own air defenses can more than tare care cf his
attack. Ilost of us survive the war, and our society ccntinues to go on

in a more or less customary manner. It was almost a painless war.

Requirement for Deterrence and Win the War Objectives

Chart 35 shows the different kinds of events which are associated

with different levels of destruction. For example, 1 bomb on 1 field and
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BOMBS ON TWO TARGETS

BOMBS ON FIELD !

BOMBS
ON
FIELD I

CHART 35
2 bombs on the other field will destroy 52% of the target system, 207 on
the first field and 32% on the second. To take another example, 2 bombs
on one field and 3 bombs on the other field will destroy 717%.

The unshaded area shows the events which correspond to fulfilling
neither the 30% nor 60% objectives. The lightly-shaded area shows what kinds
of events fulfill the 307 objective, and the heavily-shaded area shows what
kinds of events fulfill the 60% objectives. You will notice that, if we
are interested in a 30% objective, we give ourselves no extra credit for
destroying more than 30%Z. In other words, every 1lightly-shaded box is
taken as being as satisfactory as any other lightly-shaded box even though
the boxes correspond tc destructions that range from 32% to 56%. Another
note of unrealism is reflected in the fact that we have included the 59%
box in the 30% objective rather than stretching a point slightly and put-

ting it in the 60/ objective.



Sample Calculation of Probabilistic Objectives

Assume now that we have a force of 1L planes and 6 bombs, a typical
#100,000,000 force. Chart 36 shows what this force could expect to do

under a Type I tactic. It shows the probability, given this operation,

PROBABILITIES OF SINGLE EVENTS

14 PLANES, 6 BOMSBS

Py 105

PROBABILITY OF ACHIEVING AT LEAST
30% DESTRUCTION: .648

CHART 36
of dropping any particular number of bombs on the field. The shaded area

indicates the numbers of bombs which will fill the 30% objective. The

total probability of déing this adds up to S8, We have a,352 probability

of not achieving our 30% objective. We have, of course, no prebability
at all of doing 60% damage.

Chart 37 shows what happens when the same force uses a Type II oper-
ation. It gives the prcbability of obtaining any particular combination
of events. For example, the probability of dropping one bomb on one air-
field and another bomb on the other airlield is .123., Under a Type II
operation, we do have a non-zero but small chance of achieving our 60»

objective., These events correspond to the heavily shaded area. The
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CHART 37

probabilities add up to roughly one chance in fifty. 4 gambling man might
be willing to take the §hance. ‘

Our probability of doing 30% destruction is appreciably better, adding
up to .388 or roughly two chances in five, This value is, however, # sharp
comedown from the ,6L8 probability we could have achieved for our 30% objec-
tive if we had used a Type I operation. Of course, we might be willing to
make this sacrifice in order to gain the one chance in fifty of a real suc-
cess, We might figure, given that the war has troken out, that there is
not much to be gained in mutual suicide. Unfortunately, in the real world
one cannot make this decision after the war has broken out because the deci-
sion involves doing things which cannot be changed at the last moment. If
one takes deterrence seriously, one might well plan on what is practically
a contingent mutual suicide in the hope that the plan will prevent the
contingency from occurring. (There is some additional discussion on this

point in the chapter on Game Theory--in particular note the remarks on the



rationality of irrationality.)

Analysis of a Fixed Budget (Probabilistic Objectives)

We have done this same calculation for every possible allocation of

$100,000,000, The results are civen in Chart 38. If one really wants to
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achieve 30% destruction he had just bettér use a Type I operation. If one
insists on having a chance to see his grandchildren after the whole thing
is over, he will have to operate Type II and correspondingly reduce his
deterrence. There simply may be circumstances in which the enemy would not

take a 65% chance of suicide but is desperate enough to take a 3%% chance.l

]'I‘his is an important point about deterrence. Among other things one
measures the value and strength of his deterrence by how desperate he can
afford to make the enemy and not by the probability that the enemy will
attack in cold blood when there is no tension. It is probably not necessary
to have much of a deterrent force if one is never going to aggravate the
enemy or frustrate his plans.
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The second thing to nctice is that the curves are still fiat., The
precise allocation between planes and bombs is not erucial. Forces whose
allocation is optimized on the basis of the average destruction criteria,
whether with the probabilistic or expected-value models, are still allocated

accurately enough for our more sophisticated objective.

Performance Under Deterrence Objective

Chart 39 shows one set of results that can be obtained by going through
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CHART 39
the probabilistic calculations for all possible budgets. The three curves
give the probability of achieving 305 destruction, if the allocation and
the operation are maximized under three different criteria: probability of
30% destruction, the average destruction, and the probability of 60% destruc-
tion. You will notice (as you perhaps expected) that there is essentially
no difference between the average-value criterion and the other criteria
when the operating type is the same. There is a large difference, however,

between the 60% or 30% objectives and the expected-valuve objective, if it

“a



misleads one into using the wrong operation type.

We should not be fooled by the apparent closeness of the curves. The
vertical or horisontal distances are better measures of the difference than
the perpendicular distance. The vertical distance gives the difference in
perfomanoe for a fixed budget; the horizontal distance gives the extra
budget required for fixed performance; the perpendicular distance does not
give anything.

It is also important to notice that if one is very rich and operates
under the 60% criterion there 1is still a big probability of achievipg 30%
destruction. Even a 30% fanatic would then probably agree to the 60%
philosophy. Likewlse, if ons is very poor, the possibility of operating
successfully under the §0% criterion is so low that a 60% fanatic might
give in to ths 30% man,

There will probably be a real and intransigent comtroversy if the bud-
get is in the center region between say 75 and 125 million dollars. Many
people believe that such controversies can be objectively resolved by a
more careful analysis of the issues, This may be so, but we are doubtful.
In any case we are willing to bet that there will be very few multiplications
in the analysis. However, we do believe that such research should be
encouraged, sven though we are not very hopeful of obtaining conclusive

results,

Fundamentally, the choice between the two objectives is probably & matter
of taste, and like most controversies about taste probably cannot be settled by
objective quantitative logic. The relative values a country gives to these two
different objectives reflect its ideology or value system. Ideologies and value
systems are, currently at least, not very amenable to analysis, except possibly

of the psychoanalytic variety. Therefore the attempt to decide the relative
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values of the two objectives seems to come under the heading of what we

have called intuitive judgment rather than considered opinion.

Performance Under Other Objectives

In addition to calculating how well the 30% objective is satisfied if
the optimization is done under the three criteria, one is interested in what
can be done for the 66% and average destruction objectives under the dif- |
ferent philosophies of operation. These are shown in Charts 40 and Ll
respectively. |

The two charts are self-explanatory. The main reason for showing
them in Aadd:ltion to Chart 39 is to emphasize the necessity of considering

multiple objectives and the compromises that must be faced when designing
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CHART 40
for them. In effect, the set of Charts 39-41 replaces the single Chart 18
or Chart 33 of a more naive study. They illustrate that one should consider

possible contributions to all reasonable objectives in evaluating a system.
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It is probably clear that the argument between proponents of different

objectives is as much an internal controversy within an individual as between

—
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different people., We are all interested in deterring a war and, failing deter-
rence, winning it. We must, therefore, not only make our social compromises
but our individual ones also. Some of the considerations that go into making

such compromises are discussed in Chapter 3.

High and low Confidence Measures

Let us go back to Chart 33. If one considered that chart seriously, one
might make the statement that if we had less than $105,000,000 we would always

fail to achieve our 30% objective while if we had more, we would always succeed.
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The actual situation is not like that at all. Chart 39 shows that with
$105,000,000 we have a probability of around .73 of achleving our object-
ive. If we increase our budget we increase our probability, and vice versa.
There is no sharp boundary line at any particular budget.

A 73% chance of achieving an objective is a pretty high probability
éf success but it might not be high enough for some purposes. Statisticians
like to talk about the 90% or 95% confidence level as being roughly equiva-
lent, for some purposes (but not all), to certainty. We can see from Chart

39 that these levels would require budgets of roughly $130,000,000 and

$160, 000 y 000 re Spect ive lyo Probsab ility levels PROBABILITY OF ACMIEVING 30X DESTRUCTION
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about as reliable as a reasonable person could CHART 39

expect to get.

There is another class of measures of interest, which we call Low
Confidence ones. Assume, for example, that we have a budget of only
$60,000,000. Then if you turn back again to Chart 33, you will note that
. with $60,000,000, we can on-the-average get only about one-twentieth of
the opposing target system. This would scarcely even annoy the enemy.

The fortune looks useless. This view is not quite correct.

Turn now to the probabilistic model and look at Chart 39. You can see

there that 60,000,000 gives better than one chance in ten of achieving the

30% obJjective; i.e., it has one chance in ten of preventing the enemy from

winning the war satisfactorily. Therefore, our $60,000,000 has a certain
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amount of deterrence value. Even though the enemy has spent enough money
to have, in a manner of speaking, a moral right to a satisfactory victory,
there is a small but significant probability that he will either lose the
war or not win it in a satisfactory fashion.

The issues are so big that even one chance in ten might make him hesi-
tate. The contrast between the High and Low Confidence measures illustrates
.a fairly general point. The rich, having paid their money, just want the
expected to happen. They are , in fact, willing to invest large parts of
their fortunes just to decrease fluctuations. The poor, on the contrary,
should lead a reckless lifg. It is only by great good luck that they can
do anything at all. On the whole, their salvation lies in increasing the
fluctuation, in making the situation chancy and uncertain.1

In most realistic analyses it would be misleading to talk about specifie
numerical probabilities as we have done here. One therefore often contents
himself with talking only about Low and High Confidence measures, or some-
times Low, Medium, and High Confidence measures. For most purposes this

three-point scale is satisfactory.

Expected-Value vs Probabilistic Calculations

Chart L2 lists the relative merits of expected-value and probabilistic
models. We have shown (for our problem at least) that if one is interested
in determining the best allocation of his money, or what operation type to
use, or qualitatively how the performance varies, the expected-value model
is likely to be good enough. If one wants to do more than this, one must go to

the labor of a more accurate Monte Carlo or other probabilistic calculation. The

lThere is a more careful treatmwent of this question in Chapter 10 on
Gawe Theory (Part Two) when we consider games of ruin.
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probabilistic models are not only more accurate, they also enablevone to
see how his system will react under good or bad luck. Last and most import-
ant, they enable one to talk about probabilistic objectives.

It is sometimes also sald that one needs Monte Carlo in order to put
detail into the problem. Whethér this is true or not depends on the problem
and what one is trying to do. However, it is almost always easier to put
detailed considerations into Monte Carlo models. This is one of the reasons
why, on map exercises, Monte Carlo methods are almost always used.

The Monte Carlo technique that we illustrated in the example was of
the simplest and most naive sort. In Chapter 9 on Monte Carlo (Part Two),
we discuss various kinds of improvements that can be made in this type

of calculation.
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CHAPTER 3: DESIGNING THE DEFENSE

We are now going to consider what happens when the enemy drops bombs
on us--an unpleasant but necessary part of our study.

Bias for the Offense

We believe that it is reasonably correct to say that western military
leaders (historically) have a bias for the offense. It is easy to see why
this might be. For example, the Air Force probably wants its enlisted men
and Junior officers to be aggressive, audacious, and possibly even reck-
less. A pilot wh§ is instructed to fly through an anti-aircraft barrage
is in no position to compare the military worth of evasive action versus
accuracy in dropping his bombs. If he is told to meke this comparison in
a cool calculating way, there is likely to be a great deal of highly
emotional evasive action and very little straight line flying. In order
to balance the reasonable regard that people have for the value of their
own lives, military organizations train and select people to emphasize the
offensive spirit. (Actually, of course, responsibility for other people's
lives can be even more paralyzing. And, therefore, even leaders must be

trained to have an offensive bias.)

Even though this offense-mindedness is desirable in operating people,

it can have very regrettable results when it invades the planning and policy

levels. It is often said that defense alone will not wvin a war. While this
is patently true if taken in a ridiculous sense, wars have in fact been won
and will be won in the future by emphasizing defense as much as, or in some

sensemore than, the offense.
We hear many warnings about Maginot-mindedness. It may be that most
of these warnings are based on a misunderstanding of the lessons of history.

We should first realize that the French built the Maginot Line as a reaction
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against the excesses that offensive minded generals committed in the Ifirst
World War; secondly, that it was, probably,a good idea. If the French had
built their Maginot Line without any holes, and used it properly to enable
a relatively small number of soldiers to defend a large frontier, they could
have concentrated troops where they needed them--to conduct offensive oper-
ations. It is one of the purposes of a good defense to enable one to pursue
offensive operations when and where needed. A good defense mot only pre-
vente the enemy from destroying one's offensive capability; it causes him
to divert and use up large resources in his offense. This presumably weakens
his defense.

We don't want tc belabor the point any more except to emphasize that the
decision on how to allocate money between offense and defense should not be

made on the basis of slogans but on the basis of how best to carry out the

objectives we are interested in.

General Considerations

let us now consider the problems of defending our strategic air force
in a 1ittle more detail. We wish to allocate our money between area defenses,
local defenses, and airfield shelters. Our objective will be to maximize
the number of planes that survive the enemy's attack. That is, we shall
evaluate our defense only by how much offensive force it protects. As we
shell see in Chapter 4, there are some other considerations which we are ignor-
ing. In lipe with our conclusions of Chapter 2, we shall assume that an expected-
value model is good enocugh for the qualitative analysis. Therefore, we shall

ignore probabilistic considerations.

[V}
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Our initial problem will be a little more complicated than the cor-
responding one of Chapter 1 because we have to choose three variables

rather than two. It is, however, of the same general character.

The Parametric Defense Model

We start by finding out what we can buy for our money. This is given

by the three sets of curves in Charts L3, LL, and L5. Consider Chart L3 first.
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We have here a description of how effectively we can spend money to defend
against different kinds of attacks. For example, if one draws a horizontal
line from the ordinate that corresponds to 16 planes attacking, he will see
that as we spend more money the enemy, on the average, gets fewer bombers
through., If we spend $50,000,000, he will get an average of 9 1/2 planes
through the area defenses; if we spend $100,000,000 he will get only 6.
We have a similar set of éurves for the local defense mcdel., The shapes

and numerical values are slightly different but they are somewhat analogous

to the area defenses. The third set, for the sheltered airfields, has a
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somewhat different analytical character, although not greatly different.
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Now, where do we get charts like this?

the classical way.

We just drew them.

This is practically

More prosaically, t..ey can be obtained by a ccmbination

of more or less detailed map exercises and (after a lot of proddine, pleading



and cajoling)l preliminary engineering designs. They are almost never
obtained from detailed studies. It would be too expensive to have a lot
of detail and still try to cover a large range of parameters. In this kind

of study one puts in this type of detail later, not when he is looking at a

whole range of possibilities, but after preliminary choices of the interest-
ing parameters have been made. However it is essential to have the rough
curves to help make the preliminary choices.

This is not to say that one should not look at some details early in
the study--only t.hat it is not necessary to spend too much time on relatively
well understood details. (There is more discussion of this point in the
Ten Common Pitfalls chapter.)

The above charts then apply to a very specific type of situation and
would have to be changed, perhaps drastically, if the situation changed.

Optimal Allocation of a Fixed Budget (another class exercise)

Assume that we have ¢150,000,000 to spend on defense and wish to allocate
this sum in the best possible fashion. Assume also that our intelligence
has told us that we can expect an attack of 8 bombers and 8 escorts (16 planes
carrying 8 bombs). Let us start by fixing the local defense at some arbitrary
figure, say $75,000,000. We can now divide the rest of the money between

the area defenses and shelters. A series of such divisions 1is shown

]‘Engineers are quite accustomed to using this kind of very rough data
in the preliminary stages of a problem. However, they often dislike giving
the same kind of rough data to Systems Analysts for fear that it will be
abused. It probably will be, but it is better to have a little abuse than
to have a worthwhile study held up. There is more discussion of how to
obtain and treat technical estimates in the chapters on Ten Common Pitfalls

and Miscellaneous Comments (Part Three).



in Chart L6. We also show on this chart what happens when the enemy's force
attacks our various allocations. We let him try both a Type I and Type II

operation to see which is better for him.

WORKSHEET FOR DEFENSE ALLOCATION

erENSE BUDGET * I50ﬂ [ PLANES ATTACKING =16 r BOMBS =8
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CHART 46

The results of these calculations are graphed in Chart h7. The Type II
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operation is always preferable from the viewpoint of the offense (survival
is less than on a Type I operation). Therefore, the enemy should choose a
Type II operation. We, of eourse, wish to make the survival as high as pos-
sible, and so we should pick the allocation that puts us at the maximum point.
This maximum occurs when roughly $23,000,000 is allocated to the area de-
fenses and $52,000,000 for the shelters.

We continue with the calculation by fixing one of these two figures,
say the area defenses ($23,000,000), and trade the rest of the $150,000,000
between local defenses and shelters., The results of the new calculation

are shown in Chart L8. Once again we see that the enemy prefers a Type II

EXCHANGE BETWEEN LOCAL DEFENSE AND SHELTERS
$ 23,000,000 AREA DEFENSE

sl _
P=16
59 : E =8 I
L I
Kd
FRACTION D_=$ 75,000,000
SURVIVING. 55
53
51
LOCAL 49 d i 1 J
DEFENSE —0 25 50 75 100
SHELTERS——127 102 77 52 27

"ALLOCATION (MILLIONS)

CHART 48
operation. We try to maximize our survival and choose $46,000,000 for local

defenses and $81,000,000 for the shelters. The horizontal line shows where

112 the Game Theory chapter (Part Two), this is referred to more
technically as picking the maximm of the mininmum curve, or as the max-min
strategy.
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the maximum of Chart L7 is when transferred to Chart L8. The reason it

appears to be in a different place is that we have changed the scale.
Fixing now the amount to be spent on local defenses (£L6,000,000), we

can vary the allocation of the remaining $104,000,000 between area defenses

and shelters. We then get Chart LS. We haven't bothered this time even to
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CHART 49

look at a Typs I attack because we are convinced by now that the enemy should
never use it. The optimal allocation comes out $47,000,000 for area defenses
and $57,000,000 for shelters.

Fixing the $.7,000,000 for area defenses,, we trade the rest of the money
between shelters and local defenses and get Chart 50, We still get an improve-
ment but the improvement is quite small. The process can be continued indef=
initely until the improvement is no longer worth the amount of work it takes.
However, if we continuedthe calculation we would end up with roughly 50,000,000
for the area defenses, $1,0,000,000 for the local defenses and $60,000,000 for

the shelters and get a survival of .53. These numbers are slightly different
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from the numters shown in Chart 50 (%L7,000,000 for the area defenses, 70,000,000
for the local and $63,000,000 for the shelters), but the performance of the
two systems is just about the same., As always in a well=-d2siened system the

performance is insensitive to the exact allocation.

Maximizing Procedures in General

Let us now try to see in a general way what we were doirg when we found
the optimal allocation. Chart 51 is a kind of contour map which gives us our
performance against a fixed enemy attack for any allocation of a /150,000,000
budget., We can look up on the ordinate the amount of money spent cn area
defenses; on the abscissa, the amount of money svent on local defenses; what
is left over is spent on shalters. Our performance is given by interroclating
between the two nearest contours at the intersection of any crdinate and
abscissa,

In effect, Chart 51 is a contour map of a hill., The peak of the hill

is the optimal performance roint and any point ofl the reak is less than
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optimal, If we now review the previous ovtimization prccess on this contour
map, we get the following. First we fixed the amount of morey spent on local
defenses at $75,000,000. We then walked due ncrth and south aleng this line
until we came to a high point. This occurs when the nerth-south lire is
parallel to the néarest contour and corresponds to a #23,000,000 area defense.
We then walked due east ard west on this area defense line until we again
came to a high point, which occurred when the local defense was sL6,000,000,
We then walked due north and south on this fixed local defense line until

we came to the high point at an area defense of 47,000,000, and so on.

The process can be repeated indefinitely until we arrive at the top of
the hill., The first questicn one might want to ask is, "Is this an effective
method of finding a maximum of a function of a large number of variables?"

If one is working.with graphs in the way we are and there are not too many
hills, it is probably not a bad way at all. However, if one is working with

calculating machines, particularly with high-speed computers, it is probably



quite poor. There is another method which is much better, the so~called
"method of steepest ascents.” This method goes as follows: one picks a
point at random and finds the direction in which the hill is going up most
steeply. He then points himself in that direction and starts walking. There
are two variations of interest. In variation one, he continues walking in
the same direction until he comes to a high point. He then stops, finds
again the direction of steepest ascent and starts walking in that direction.
In modification two, instead of walking in the same direction until he comes
to a high point, he goes a fixed preassigned distance and then looks around
for a new. steepest ascent direction.

Both of these variations are quite good and can often be used to find
the maximum fairly easily. There are, unfortunately, cases where the contour

map is very twisted, full of gullies and ravines of an indescribably horrible

shape., Finding a maximum can then be very tedious. However, we are generally

only interested in fairly broad, flat and smooth maxima. These are the ones
which are insensitive to specific assumptions and are usually'easy to find.

We @on't really care about the very narrow tortuous maxima even if they are

quite high.

The main reason for discussing this problem of finding a maximum of a
function of the three variables (area defense, local defense, and shelters),
aside from its intrinsic interest, is that we want to show how the problem
increases in complexity as the number of variables increases. In fact, it
doesn't take very many variables before we find that we have exceeded the
capacity of even a high-speed computer. In this case, one must use approxi-

mate maxima., We will give an illustration of how this is done in Part IV.
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Cont ney Plann

When we did this sort of thing before, we implied that this is a pretty
poor analysis. It is. One reason is that we have not yet made any attempt to

take account of changing circumstances and uncertainties in the other assumptions.

Uncertainty in Objectives
In Chapter 2 of this study, vhen we compared the 30% and 60% wars, we were

trying to take account of uncertainty in our objectives. Doing this complicated

our lives to some extent. In fact, it raised some unanswverable problemg-~
unansﬁerable in the sense that logic alone cannot resolve them. In such a case,

we said that it was essentially a matter of taste or of national policy or intuitive
Judgment. However, we may have made too mch ado about the uncertainty in obJectlives.
It turns out typically that this uncertainty i1s one of the lesser of the uncertain-
ties with vhich we are afflicted, at least when we are talking about a large scale
central war. (In a limited wvar, of cou'rae, it can be crucial--for example, the
decision to use or not to use atomic weapons will probably depend on the political

objectives of the war.)

Uncertainty in Costs

There is, also, the obvious counterpart of objectives, costs. There are
almost always large uncertainties here. We have sei ourselves the problem of
designing a system that will achieve a certaln set of objectives at minimum cost
or, what is essentially the same thing, which will maximize our capabilities given
a fixed level of cost. (This is sometimes loosely phrased as a desire to maximize

capabilities for minimm cost. It is easy to show that this statement, if taken

literally, is inconsistent or nonsense.)l

Mhe chapter on Elementary Economics (Part Two) will have more to
say about this.
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At first sight, costs look like a pretty concrete thing. You Jjust

grab an accountant and put him to work. However, as always, a close exam-

ination makes the precise imprecise. As we will explain later, vhen we talk

about time-phasing, there is a real ambiguity in deciding the dollar cost

of a system. Roughly speaking, this occurs because a military system is

not bought at one instant of time by going into a department store and

ordering it. It has to be built up over the past years and it is expected

to have a continuous existence in the future. Under such circumstances

one must always ask himself what it costs to use facilities which are already

owned, and what will bg the salvage value of any expenditures made this year

in future years. Also, if one is procuring or developing a new system, he

may have had no experiénce on which to base cost estimates. It is surpris-

ing, in practice, how inaccurate even careful estimates of the costs of new

systems have proved to be. Careless estimhtes tend to be out of this world.
There is another ambiguity in costs which the Analyst generally ignores

. but with which the policy maker 1is sometimes concerned. Some dollars are

harder to come by than others. Research and Development funds, for example, are

ordinarily tighter than procurement funds. In the U. 8., expensive gadgeis are

often easier to buy than high grade, but relatively low cost,people. Public

works funds, for obvious reasons, are often easy to get and, of course,

traditional expenditures are almost always easier to Justify than new ones.
Finally, there are many costs which are not usually measured in dollars,

such as crew lives, dislocations, political effects, etc.

Context Uncertainties

It turns out that the cost uncertainties can be quite large. One of

the traditional ways to slant a study 1s to do the costing judiciously.
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However, (aside from actual fraud) the uncertainties in cost tend to be
1like the uncertainties in objectives--annoying but not devastating. The
really crucial uncertainties are those associated with trying to predict
what the enviromment will be during the lifetime of the system being studied.
While it would be wrong to design a system that vﬁrks best under
circumstances which are very improbable, it is more certain than elther death
or taxes that some of the ecircumstances that will actually occur will be
improbable. There are so many ways in which improbable events can occur
that some are sure tp happen. Nothing is more improbable than the absence
of improbable events.

We must, therefore, do more than just take into account the existence
of a complicated set of objectives and different methods of doing cost account -
ing. We must also design our system in such a way that it will operate well
under a large variety of circumstances. We call designing a system in this

way Contingency Planning.1 Some of the things which have to be taken into

account in Contingency Planning are given in Chart 52.

1. Magnitude and Type of Attack
The first is the magnitude of the attack. Will the enemy have 1000

H-bombs, or only 50,ten years from now? Will their yleld be 100 megatons or

100 kilotons? How many bombers, radars, fighters will he have? What kind

of surprises?
You want a system which can exploit the situation, if he is weak, and

yet not depend on his being weak.

1What we call Contingency Analysis some readers may be accustomed to
calling Sensitivity Analysis. We find it useful to differentiate between
large gross changes in context and smaller, more continuous changes. We have
regserved the name Sensitivity Analysis for the study of these smaller changes
and use Contingency Analysis for the large changes. We will not do any explicit
Sensitivity Analysis in the example.
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CHART 52
2. Degradstion of our Performance

The second thing we might want to consider is the degradation of our esti-
mated performance. Notice we said degradation, not variation.

The reader is undoubtedly familiar with examples of this effect. For in-
stancg one might ask a porter vhgt his average tip is. He answers $2.00. You
give him 2.00 and he says, "First time anybody came up to my average."

It should be understood that most of the estimates of average performance are
of this sort. They are goals, often idealized and optimistic goals, rather than
sober predictions. We are talking here about more than the (very important) ques-
tion of the degradation of performance of individual soldiers and organizations.
The Systems Analyst is equally concerned with the degradation of performance of
equipment undergoing Research and Development as compared to the predictions of
the designers. It is amazing how uniformly optimistic most of the contractors and
official sources seem t0 be--at least for the short term estimtes.l For the long
term the same sources tend systematically to underestimate long term improvements.

We shall discuss this latter bias under point 6 on Technological Progress.

111; should be noted though that there seems to be a sharp difference in the
biases vhen the estimates are obtalned from sources competing for funds as opposed

(footnote continued on next page)



There is another aspect of the degradation of our performance which
is of extreme importance. It is related to or identical with the "battleship
thinking" of the prewar Ravy. The battleship was a fine object in its day
but, when its day had passed, some of our naval officers were reluctant to
give it up., They placed a reliance on it which proved to be costly.

Let us give a homely example. Assume you are in charge of defending
a town which is surrounded by a swamp and that this swamp is traversed by
a single road. If the road is fortified, you can credit yourself with a
fairly effective system. The enemy is faced with the choice Qf either attack-
ing the fort or accepting the risks and costs associated with crossing the
swamp.

Assume now that some civic minded idiots build another road through the
swamp., You would now be foolish indeed to think that you have a reliable
defense simply because the main road is fortified. Yet history has shown

. that ybu will almost certainly have an-enormous reluctance to give up the
confidence that you used to have. After all, the fort still has a reassur-
ing appearance of great strength, It stands there as massive and omnipotent-
looking as ever. It is hard to believe that it is now almost useless (at
least by itself),

You might think that this analogy is too trivial to be taken seriously.
Unfortunately, it is literally true that most defense systems simply fail to
plug up holes anywhere nearly as fast as they develop, even when the holes

have been clearly telegraphed.

3. Variation in Enemy's Performance

Similarly, we must take into account the variation in the enemy's perfor-

mance., In this case, it is really variation; there are systematic tendencies

to sources that Eave a confortable (possibly monopolistic) position. These
latter are more "responsible.” That is, they hate to stick their neck out.
As a result they are oftenh overly cautious in estimating current capabilities.



both to underestimate and to overestimate. For an example of the first,

we need only recall the many remarks to the ef-
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many people who think of the Russians as a col-

lection of peasants or mujhiks, appalled by the CHART 52

mysteries of the internal combustion engine. Some of these peoplé have been
very unmpleasantly shaken by the recent Russian fly-oy's and. weapons tests,
but others have been scarcely stirred from their complacency.

The other side of the coin is adopted by people whn -assume the enemy
is omnipotent. One often finds an analysis which, in effect, lets the
enemy put most of his gross national product into airplanes. Another énalysis
has the enemy spending the same money on atomic energy, and a third spends
it on an expansion of his defense networks. By ienoring the many claims
the enemy has on his résources, these analyses have assumed the enemy can
eat his cake and have it.

In addition to giving him resource constraints, we must also consider
the possibility of exploiting his stupidities. e have referred to a situ=
ation in which we had the responsibility of defending a town surrounded
by a swamp. The town was defenseless because we had fortified only the main
road through the swamp and not the auxiliary road. HNow it would be nremat-
ure to give up the fort just because there was a weak spot in the defensive
system, First one can (and should) build a second fert to defend the back

road., Furthermore even if the seccend fort is not built it is still possible



that the enemy will attack along the fortified road. He may say to himself,
"You put a fort there. You must have a reason. Let's attack it."

As a matter of fact we may have been a 1ittle unfair in our last comment.
The attacker is, for several reasons, more likely to think through his alterna-
tives exhaustively than the defender is. However, even though deception and
finesge in the attack are common, they are not universal. One should, there-
fore, be willing to invest the small amount it takes to maintain the fort, Just
on the chance that the enemy will be stupid enough to hit you where you are
strongest. This, however, does not excuse one from bestirring himself to defend
the back road as soon as possible.

4. Chance Factors
There are really two kinds of soft spots. One kind Just depends on the

enemy's choice as to whether he wants to exploit it or not. In this case,
it should be counted as a real weakness even though one may not think that
the enemy is clever enough to find it. Sometimes though, the enemy's
ability to exploit a soft spot depends on chance rather- than on his free
will. One might then debit himself less for the soft spot although not too
much less, unless the probabilities are very low. For example, one might have
a good capability for air defense in fair weather and a poor capability in
bad weather. We can give ourselves more credit for having a good weather
capability than we could if the enemy had the cholce of the weather under
which he attacks. This does not imply that we will not be extremely worried
about the bad weather capability and not try to redesign our system so as

to improve it. It's Just that we will not trade as mich of this good weather



capability to increase our bad weather capabiliiy as we would if the enemy

could choose the weather.

The principle still holds even when the
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At first sight, this does not seem to do much

good; the enemy can choose to attack at night. CHART 32

However, it may be very costly or inconvenient for him to defer his attack.
If we can estimate this cost, we can give ourselves some credit Ffor forcing

him to come in at night.

5. Strateric and Political Changes

Cne of the éharacteristics of our wcrld is that hegemonies, alliances,
and neutral areas continually change. We must keep our system sufficiently
flexible to meet these changes, This means, for example, that we cannot
rely on any particular set of foreign bases, though presumably we can rlace
a fairly high reliance on having at least a portion of them available to us,
It also means that we have to worry, for example, about the Russians taking
over or irfluencing some countries which we have counted on as being allies
or neutrals, We should not therefore make ourselves too dependent upon any
particular groun unless we have reason to believe that they are just about
as reliable as one of the forty-eight states. (We nresume thit we can derend
on Texas, )

Other kinds of strategic changes .ay be imvortant. For example, it is
very possible that future wars, like Korea, will include all kinds of tarcget

or other limitations, particularly as to the number or yield of atomic weapons



that can be used.

Three important problems arise in considering such limitations. First,
one must have a capability for enforcing the limitation on the enemy. In
particular we must preserve our massive retaliatory capabilities from being
destroyed by a sudden blow., Secondly, we must have a satisfactory capability
for fighting all of the kinds of wars that may be necéssary with whatever
limitations or lack of limitations are involved. A third (and often over-
looked point) is that we should operate as much as possible in such a way
that the enemy is not tempted to violate limitations. It is sometimes pos-
sible to design a system to use effectively political, military, and psycho-
logical barriers.
| .In addition to designing systems that operate effectively within limit-

ations, in principle we can consider réfhsing to accept limitations which

would seriously hamper us. waever, the questions of what limitations we

are willing to accept is presumably not within the Systems Analyst's or

even the Department of Defense's authority to decide. It is decided by
either the President or Congress and the enemy. In some circumstances our
allies will also have more than a slight say in the matter., It is clear

that preserving a capability for fighting a whole spectrum of limited wars

can be difficult--sometimes almost intolerably so. (It is important, however,
that the Department of Defense planners realize that it is their job, as

ruch as possible, not to hamper the civilians in their conduct of political

and foreign affairs; military solutions which constrain the civilian arm

of govermment in unaccustomed and serious ways should be looked upon as

desperate expedients.)




6. Technological Progress

Finally, we must consider the effects of technological progress. Some

of the most crucial uncertainties that bedevil a
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policy level.

We think that, if experienced men are avail- CHART 52

able whose experience has been obtained in competitive situations such that
the incompetent are almost automatically eliminated, it is best to rely on
their experience rather than on analytical techniques and analytical people.
It is generally believed and probably correct that professors tend to be
rather poor business men, even when their field is business administration.

However, it is characteristic of the current world that the effective
rate of technological progress has been enormously increased. In a real
sense, on many of the problems faced by the Department of Defense nobody
has relevant practical experience. Furthermore, the need for good advance
planning is also more important. Even in small wars, the pace of events
mey be so fast and the lead-time for development and procurement of forces
or even for making operating changes so long, that it is practically impos-
sible to correct mistakes in planning after the war has broken out. This
is, of course, even more likely to be true in large wars. In fhis situ-
ation, one mst somehow wed whatever experience is avallable to analysis.
This means making scholars out of some of the military and military out
of some of the scholars.

The history of the B-36'.L is a slightly atypical but not extreme example

IWe are indebted to Albert Wohlstetter for suggesting this exanple.
He discusses it more completely in his lecture in the course.



of hov difficult it is to prepare for an uncertain future. It was desigred
during World War II when people were thinking first of Germany and then of
Jepan as the enemy. It was designed to carry high explosives. It was designed
vhen its chief enemy was thought to be the propeller-driven interceptor.

| None of the analyses which went into it and determined how we should

| trade range, weight, altitude and speed considered the possibility that:

. it might carry atomic bcmbs1

. the enemy might be Russia

it would have to fight its way through Jet
* fighters and guided ground-to-air missiles

. we would have overseas bases
. refueling techniques would be available

Any one of these changes might have been sufficient either to eliminate
1ts value completely or to increase it enormously. Somehow, 1t is up to
the man vho is designing such vehicles to produce equipment which will be
able to fight effectively in almost unpredictable situations.

In addition to proper design, there is one very important thing which
can be done to alleviate this particular problem--to defer decision. One
ghouldn't decide today whether he wants to have a long-range slow airplane
or a short-range high speed one in 1965. He should carry both projects through
the paper design stages. If he still doesn't know in a couple of years which
he needs, then he might carry both projects through the mock-up and possibly
even the tooling stages. While the cost of doing this may be high, it is

measured in millions and not in billions. It is therefore small compared to

1To give an 1llustration of how great this single change is we need only
point out that one B-36 can carry a single bomb that has more explosive energy

in it than the total of all the bombs carried by airplanes of both sides in
World War II.



the total cost of the strategic air force.
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between fifty and one hundred billion dollars.

»

Therefore, in principle it would be sensible to
spend even a few billion dollars to increase CHART 52
the effectiveness of this force by only 10%.
Under these circumstances, one can clearly afford some very expensive
development and preliminary tooling programs if they enable you to defer
making crucial decisions until you can mske them wisely.
We often hear statements that the major reason for doing a System

Analysis 1s that development programs are so expensive and it is crucial

that none of them be wasted; therefore, all development programs should be

tied into a system, designed as a whole. Nothing could be more wrong.
Development people have a saying, "It may orA may not be a mistake to develop
something which 1s not procured, but it is always a mistake to procure some-

thing which is not developed.”
The most important thing the Department of Defense can do is see to it

that we maintain a great deal of flexibility in our capability and have avall-

able a great variety of on-the-shelf items to meet a variety of contingencies.

This ordinarily means that many of our development projects will never reach

the stage of large-scale procurement. This may create very difficult rela-

tions with both Congress and the public. The problem has to be faced directly

and preferably adroitly, but it is a mistake to cut back on potentially valu-

able development programs just to prevent possible criticism in the event they

do not turn out to be needed. Nobody should objJect to buying insurance even

if he doesn't have a fire.
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There are many examples of how development programs conceived as a system
can go wrong. An interesting one is discussed in a Time magazine article on

ICBM (January 30, 1956). Time asserts (paraphrased):

the ICBM program suffered from a lack of support because the guidance
problems were so severe that the rest of the program was not pushed.
The unexpected development of the H-bomb suddenly made even very in-
accurate ICBM's useful. We were unfortunately at that time in no
position to benefit immediately from this development. We would have
been in an even worse position but, luckily, an entirely different pro-
-~the rocket booster for the Navaho cruise type missile--had been
pushed so far that we could use it as a basis for the ICBM engine.

This example is almost as spectacular as the history of the B-36.

It is also important to realize that even quite competent engineers and tech-
nical pecple can be very unreliable when it comes to estimating either the short or
long range performance of systems undergoing Research and Development. This seems
to be particularly true in the fields of electronics, aeronautics, and nuclear
engineering. In the past 20 years there has been an exponential increase in the
state of the art of all of these fields. Both as a cause and an effect of this
exponential increase, these same fields play a central role in current military
technology. For this reason military technology is much more unstable that most
civilian technology and as a result the two very common mistakes mentioned occur.
(Even first rate engineers will overestimate their ability to apply the new ideas
in the immediate future and at the same time underestimate the rate at which long
term development is proceeding.) To give a recent unclassified example from the

electronics industry, let us consider the high-speed computer.
In 1945, 1946, and 1947, a large number of very competent englneers were

going around promising to have wonderful electronic computers available in a year

or two. In spite of these promises, by 1949, only computers of very modest
attainments (as compared td the promises) had been built and the slippage of the

more ambitious machines had become & joke. For example some of the engineers were
saying, "We are really very reliable. No matter when you ask us we will always reply

that the computer will be ready in 18 months." However, by 1950, a number of these



-98-

better machines had achieved semi-reliable operation and, by 1951, they were
almost all working well. Today, only 5 years later, there are machines on the

shelf whose performance exceeds even the

wilder and most futuristic extrapolations [__ﬁ-;:::;;:::;;;;aﬂ

mde in 19)+6. F\]rthermore’ conputers which | MAGNITUDE OF ATTACK

DEGAADATION OF ouRr PERFORMANCE
VARIATION OF EMEMY PERFORMANCE
will soon be available are an order of

CHANCE FACTORS

STRATEGIC AMD POLITICAL CHANGES

o o 2w N

TECHNOLOGICAL PROGRESS

magnitude better than the current ones.

The above story illustrates the two

CHART 52

most typical biasees in technical estimates

for rapidly changing fields. Because these biases exist the Systems Ahalyst
should recieve technical estimates with some skepticism if not cynicism (and
thereby often further embitter already embittered relationships).

Partly because of this technological uncertainty it is almost impossible
to play in complete detail development programs for complicated systems like
the B-36 or ICBM. This is even more true when we are talking about our long
term military posture. The best that can be done is to push the stgte of the
ar£ in a whole series of component fields, give support and encouragement to

competent - people who have ideas they want to try out, be on the alert to extract

by-product and bonus values and, most important of all, examine the programs as

a whole to see if they are complete. They Systems Apalyst should especially

concentrate on the last two things. After all, almost everyone else is tied
up with either specific projects, administration, budget crises, or con-
gressional investigations. In some cases, he is Jjust about the only Indian
who can spend full time looking at the broader aspects of a program. What is

also important, he often has a full-time and technically competent group of

associates to help him look.

Similating Different Contingencies

In our model the first four contingencies are essentially taken into



account by just varying the magnitude of the attack. For example, the
degradation of our performance looks analytically like a larger enemy attack.
Similarly, the variation of the enemy's performance looks like a variable
enemy attack and, lastly, enemy good luck can be simulated by givineg him extra
fOrceé, bad luck by making his forces weaker. This method of simulating
éontingehcies is not only useful in our model, but, to more than a slight

extent, in the real world., Probably the single most effective gimmick in

doinz Contingency Planning is to consider a range of enemy attacks. One

must of course add to this a detailed discussion of specific contingencies.

However, in our little study, we shall,except for a few minor addenda, limit

ourselves to the first.

Non-Contingency Planning

Chart 53 shows how not to do contingency planning, It does, we admit,

look at three different contingencies, a small,medium, and large attack. It

NON—CONTINGENCY PLANNING
$ 150,000,000 DEFENSIVE BUDGET

co:: 'T"AGCiNCY P | 8 | o. | o, | bs |surwv.
SMALL 2 | 8 |72 | 25 | s3 | 695
MEDIUM 6 | 14 | 50 | 40 | 60 | 309
LARGE 24 | 6| o | o | 15 |.264

CHART 53
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shows how best to allocate the defense budpet if any of these attacks occurs

and what the performance will be with any allocation and its corresponding

attack. The first time we saw a chart like this, it was called contingency

planning, but this is definitely a misnomer.

Contingency Analysis

The reason is shown on Chart 5L, which gives the contingency analysis
of the planning of Chart 53, It shows, for example, that, if one plans for
a heavy attack arnd a small one actually materializes, he could have done 35
better if he had plamed correctly. Similarly, if one plans for the small

attack and the larpe one materializes, he could have done 67, better,

CONTINGENCY ANALYSIS
$ 150,000,000 DEFENSIVE BUDGET
CONTINGENCY
MET
SwALL MEDIUM LARGE
CONTINGENCY :
PLANNED
. 695 391 158
SMALL (0) (2) 67)
&8 399 195
MEDIUM {2) (0) (35)
513 31 284
LARGE (35) (28) (0)
CHART 54

Contingency Design

While looking at a chart like this is a step in the ripht direction,
it is not enough. It is very common in discussions of Systems Analysis
to have people come up with such a chart and then ask, ™hat do you do?

How do you choose between these systems?" Tiis attitude is more than a
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little wronga

It implies that cne has a rather small ranse of choices and tnabt the
big job is somehow to decide among these choices. This is ecsentially
impossible to do satisfactorily in this extreme case because peonle have
different estimates of what the circumstances are likely to be.l The main
job of a good Systems Analyst is to design a system that will be satis=
factory in all reasonable contingencies. He should spend most of his time

trying to make the decision problem less agonizing rather than on the deci-

sion problem itself. In fact, it is fair to say that a good way to measure

success in desiening a system is on how unagonizing one has made this choice

Eroblem.

Let us see what this would mean in our analysis. Goine back to Chart

£1, we have marked extra heavily a line correspondinz to a survival of 57,

If one operates anywhere within the area limited CURVES 17,55:3‘:;;" DEFENSIVE LEVEL
by this .57 line, he will do at least 95% as well .,,: |

as the maximum (,593) that could have been pos= ;g;["'

sible. Losing only 5% is not very much. We m“mnn,

shall adopt the attitude that, if we operate T o B e e

anywhere within this area, it will be reason- CHART 51

ably satisfactory. Because we have deliberately designed the s;stem to be

insensitive, the area is fairly large. If it is not, we should go to a great
deal of trouble to make it larger.

let us now consider how we can exploit this idea when planning for the
three attacks presented in the Non-Contingency Chart. We have drawn contour
maps for all three of these attacks and they are civen in Charts 55, 56, and

57. As before, we have marked heavily those lines which corresrond to

lCthter 8 (Part Two) on Probability and Statistics discusses some of
the logical difficulties that arise when one tries to
t
the probability of an event. 6% & consensus for
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CURVES OF CONSTANT DEFENSIVE LEVEL
FIXED ATTACK P=12 B=8
D = $150,000,000

I
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CHART 55

CURVES OF CONSTANT DEFENSIVE LEVEL
FIXED ATTACK P=16 B=14
D = $150,000,000
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CHART 56

za
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CURVES OF CONSTANT DEFENSIVE LEVEL
FIXED ATTACK P:=24 B:=i6

125 D= $ 150,000,000
Do -
I
COST 7598
OF
AREA
DEFENSE
{MILLIONS) 50
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.21 (80%)
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o L ] i
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CHART 57
CONTINGENCY PLANNING FOR DEFENSE
FIXED $ 150,000,000 DEFENSIVE BUDGET
125
100
COSsT 75
OF
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DEFENSE
(MILLIONS) 50
=14
1 1 }
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CHART 58
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areas within which we do $57 as well as the best possible, We then trans-
ferred these 957 areas to a common chart (Chart 58). You will notice that
the areas corresponding to the light and medium attacks overlap quite satis-
factorily so there is no trouble in picking a compromise to meet these two
attacks. Unfortunately, the area corresponding to the heavy attack does
not overlap., Our first reaction should be to put some more work into de-
sioning the system to see if we can make it less sensitive, even at the
cost of a slight loss in effectiveness, If this cannot be done; then we
simply have to give up on our criteria of doing at least 957 as well as the
best possible. After all 957 is not a sacred number.

It is a little hard to decide what should give. We might argue that
if the attack is small or medium we are going to do pretty well anyway.

Ve are really most worried about the desperate circumstances when the attack
is heavy, so maybe we should relax on the lighter circumstances. On the
other side, we might argue that actually the heavy attack is very improb-
able. It was picked, as a matter of fact, as being substantially heavier
than we thought of as being reasonable. It would be a pity to compromise
our capabilities for the probable event to take account of what is, after
all, an extremely improbable event.

It is most unlikely that we will find an objective way to decide this
argument, At this point therefore the analyst must leave the field of con-
sidered opinion for the intuitive judpment. Many of the people in military
establishments seem (properly, we think) to prefer worrying about the more
desperate circumstances. In order to give a little emphasis to the other
side (but with no intention of giving Follrannas any encouragement) we

chose to yield the other way and drew a curve within which one
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does at least 90% as well as the best possible against the heavy attack.

There is now a reasonable overlapping area. We can pick a system any-

where in this area as our best compromise design. We did this and Chart 59

CONTINGENCY PLANNING A
($150,000,000 DEFENSIVE BUDGET)

"D, = $ 30,000,000
D, = $ 30,000,000
D = $ 90,000,000

CONTINGENCY [ PLANES| BOMBS | SURV.
LOSS [PERCENT

ATTACK P 8 S

SMALL 12 8 662 .033 5
MEDIUM 16 14 382 017 4

LARGE 24 16 .236 028 12

J
CHART 59

shows how our compromise system performs under the three attacks. It shows how

much is lost in survival as compared with the best possible system specifically

designed for that attack.

We think that everybody would agree that the system described in Chart 59 is

better than any one of the systems described in Charts 53 and 5Sh.

NON-CONTINGENCY PLANNING
430,000 000 OEFENSIVE

BUOGET

CONTINGENCY

,
ATTACK .

LY

swaLL 12 .

23

webrum - "

a0

LaRGE 2 "

]

CHART 53

CONTINGEWC Y

CONTINGENGY ANALYSIS
4130000000 DEFENSIVE BUDGET

COMTINGENC Y
weT
smaLL weows Lance

PLANNED

) w 138
-
AL 101 12) 1)

We call Chart 59 Contingency Planning A,

we | oW | om | o®
Lance a3 i (o)
CHART 54

Originally we planned to have a

whole series of charts illustrating many different ways of doing Contingency

< .



-106-

Planning but on second thought it seemed a 1ittle unreasonable to do so.
The reason for this is that the problem of Contingency Planning is really
too complex to be illustrated in owr gimple model. It usually turns out
that the best that can be done is simply to be aware of the multiple situ-
" ations possible and the multiple objectives in which one is interested.

One then designs as good a system as possible and tests the performance of
this system under all reasonable obJjectives and eircumstances and even a
few unreasonable ones. He then -1mprorves the design where it seems unsatis-
factory, if necessary, at the expense of losing a little performance in

situations where it is more than just satisfactory.

A Better Contingency Design

However, we should look at one more case. Actually we were a little

unfair to the enemy in this last analysis. We gave him three fixed forces
and designed against these fixed forces. The only freedom he had was to
choose his best operating type. This is probably insufficient. After all,
it probably takes longer to put up our defenses than for him to procure his
offenses. Therefore, we should allow for the possibility that he may design
his offense against our defense. It is probably best to give him a fixed
offensive budget and let him allocate it in the best possible way for him.

If we do this, Charts 55, 56, and 57 become Charis 60, 61, and 62,

respectively.
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CURVES OF CONSTANT DEFENSIVE LEVEL
OPTIMAL ATTACK 0= $100,000,000
125 D= $150,000,000
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CURVES OF CONSTANT DEFENSIVE LEVEL
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CURVES OF CONSTANT DEFENSIVE LEVEL
OPTIMAL ATTACK D0 =$200,000,000
125 D= $150,000,000
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CHART 62

There are several things of importance to note., On the whole, Charts
60 and 61 are not very different from the old 55 and 56. The reason for
this is that even though the cld attack was nct optimized, the specific
allocation between bombs and planes is not very important (as we know from
6ur studies in Part I)., One can,however, overdo this philosophy and give
the enemy a comyletely silly allocation. We did this in his large attack
by giving him 2l planes and 16 bombs. Now, we already know that, when cne
is attacking with a lot of planes, one dcesn't really need manjy éscorts.
The bombers themselves effectively saturate the active defense. In fact
in this case the enemy has so oversaturated our active defense that we
didn't bother to svend any money at all on it and put everythine into was=
sive defenses Under these circumstances his escorts are completely use-
less because he had no active defenses to rircumvent, If he adonts a
slightly more sensible volicy and tuys fewer planes and more b;mbs, ue must

have at least a small amount of area and lccal defense, If he ademted an
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even more sensible policy of buying more effective bombs and poorer planes,
we would f£ind it even more necessary to have active defenses. In other
words, we can take some liberties with the allocation of the enemy's money,

but liberty is no excuse for licentiousness. There is a difference between

flirtation and seduction.

Soft Spots and Time Phasing
We have one last topic to discuss before finishing Chapter 3. Let us

ask how our defense system will perform if the enemy happens to develop tactics
outside our modell--for example, an air-ground missile. The air-ground missile
is such that it can be launched from a point beyond our local -defenses. The
effect of this 1s that our local defenses no longer play a role. This can

be serious. It means, in fact, that the money spent for local defenses

has been thrown away. However, this new tactic is not entirely free to

the enemy because his CEP (aiming error) goes up when he uses it.

We will assume that because of the increase in his CEP the value of our
shelters goes up by some factor "m". The value of "m" will depend upon how
far away the enemy is when he launches his air-ground missile. However, for
the short range local defenses which we have been considering, we will take
the factor "m" equal to 1.

Chart 63 shows us what the new tactic accomplishes. If we allocate our
defense budget as the contingency planning study indicated, then our survival
under the new attack goes down appreciably. In fact, even in the small attack
this tactic means the difference between an almost certain retaliatory power

remaining and a rather doubtful one. It is, therefore, very perilous to ignore

lAt this point the reader may ery foul. He probably feels that we have
no right to introduce an extraneous tactic. After all, we promised to stick
to a definite model. We did, but we want to show that it may be disastrous

vhen the enemy doesn't.

N
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SENSITIVITY TO THE MODEL
D, = $ 30,000, 000
D_ = $ 30, 000,000
Ds = $ 90, 000,000
SURVIVAL
ATTACK CLASSIC NEW
ATTACK ATTACK
SMALL 67 48
MEDIUM 39 23
LARGE 24 16
CHART 63

the possibility that the enemy will develop tactics outside the model.
What is our counter to his tactics? One counter might be not to
spend any money on local defense. Another might be to buy a longer range,
more expensive local defense., Whatever counter we choose, we must keep in
mind that the enemy 1s still always free to use the old tactic. The new
tactics and their effects are shown on Chart 64. He must, even with the
alr-ground missile, still penetrate our area defenses, so they are just
as effective as previously. This i1s symbolized by the fact that the money
represented by area defense DA is QA. However, since he no longer comes
within the range of our local defenses, the money spent on local defenses
is worthless (at least as far as actually shooting him down is concerned).
Lastly, the money spent on the shelters is actually more valuable. He is

now delivering his bombs farther away and the accuracy of delivery is de-

creased; therefore, the effectiveness of his bombs is reduced.
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PROTECTING THE SOFT SPOT

- OLD TACTIC NEW TACTIC

o]

D=0y O — & DOs—= Ds

CHART 64

If the effectiveness of his bombs is reduced enough, the enemy may prefer
to go ahead and drop his bombs in the old customary way. However this does
not mean that we have not lost something. We have bought a more expensive
local defense system, so we get fewer planes shot down per dollar. This is
.shown on the first part of Chart 6L. The money spent on area defenses is
still as good as before. The money spent on local defenses is less effect-
ive, because we have bought a longer range missile than we would need if
we knew he was going to come in. We have assumed, for the sake'of simplic-
ity, that the factor by which the effectiveness of local defense money is
reduced is the same "m" we used previously for increasing the value of
shelters, lLastly, he no longer suffers a loss of accuracy, so the value
of the money spent on shelters is the same,

Tt is important to notice that the choice of the factor "m" is up to
us. We can try to develop (and spend money for) as long a range local de-
fense missile as we wish., He has to stand off only as far as we force

him to.

ri
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The last question is what should we do? Well, a lot depends on the
pattern of information that we think exists. ILet us assume that the enemy
knows everything that we are doing. 1In this case, he is practically
certain to choose what is best for him. Our alternative must be to
désign a defense system which is indifferent between the two attacks so that

'we don't care which he uses. This is the old problem of dividing a cake,
If two children want to divide one in an even way, a good technique is to
have one child do the cutting and the other choose the piece. The one do-
ing the cutting does not make either piece too big because he knows that
the other person would then choose it.

Chart 5 shows such an approach to this problem. (We have gone back
to giving the enemy a fixed attack because it is really too complicated to
let him optimize his attack, at least for this kind of discussion, and we
decided that it was not important anyhow,) We first found a value of "m"
for every budget allocation, which made us indifferent to whether or not

he uses an air-ground missile. We then recalculated how well he does in

CURVES OF CONSTANT DEFENSIVE LEVEL
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FIXED ATTACK P =16 B:8
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CHART 65
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his attack and we also graphed a contour chart of his performance., On this
contour chart we put the value of "m" needed for every allocation. We can
now choose our allocation amd value of "m",

Actually, we don't want to go into this in too much detail for two reasons.
First, we have begun to push our model too far. As we extend the range of
the local defenses, they begin to lock more and more like area defenses., Our
simple picture of forcing the enemy first through area defenses and then through
Jocal defenses breaks down. Second, one really should do this analysis with
Contingency Planning, and we don't believe enough would be learned in this
particular part of the example to justify the work.

One further thing éhould be mentioned., We have assumed that the enemy
had an air-ground missile available, It may turn out that Intelligence tells
us that he does not actually have one but is planning on developing it. If
we are willing to rely on this information we are between the gituation described
in Chart 64 and the old situation. Presumably one would ccmpromise by buying
a more expensive local defense missile than cone really needed right then, but
not quite as expensi#e as one would want when the enemy actually has his air-

ground missile., That is, we compromise a little, but not too much.
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CHAPTER 4: THE TWO-SIDED WAR

Asymmetries
We should realize from the very ocutset that it is logically impossible

to design a satisfactory system (except possibly in a mutusl deterrence
gense) based on a symmetric situation. For example, an air defense teanm
wil]l sometimes be given the responsibility of designing a system which,

with High Confidence, will guarantee that the enemy will get less than

20% of his bombers through. In the same building, you will have an air
offense .team vhich is given the responsibllity of designing a system
that guarantees that at least 80% of our bombers get through his defenses,

also with High Confidence. The astute reader will notice that even

though the numbers 80 and 20 add up to 100, they are in this case
campletely incompatible, having a discrepancy of 60%. If our air
offensive team attacks our air defensive team, there will be blood.
At least one of them is going to be unhappy, probably both. The two

problems cannot be simultaneously solved on the

SOME TYPICAL ASYMMETRIES
t. TECHNOLOGICAL SKiLL
2. MILITARY SKILL
3. ALLIES
4. GEOGRAPMY
5. RESOURCES

6. INTELLIGENCE

CHART 65A
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basis of technology alone. It can be done only if we can exploit some
asymmetry between us and the enemy. let us consider what some of these

asymmetries might be, say, between the U.S. and the U.,S.S.R.

1. Technological Skill

We can try to have better equipment than he has. Cn the whole, we think
we are from one to five yearsahead of the Russians. It is clear, however, that .
we cannot rely on this kind of superiority in all fields., Furthermore,
we must really hop to keep ahead, if we are ahead. It cannot be done pas-
sively. However, where there is good evidence of a lead, it is probably
a mistake not to exploit it. The thing works in reverse, too., We Lave to

allow for it when there is a chance that he is ahead.

2. Military Skill

This is one of the things which, on the whole, Systems Analysts are
forced to ignore, but on which policy makers often (and sometimes cbrrectly)
place much reliance., For an example of how important it can be, consider
the Germans and the French in World War II., It seems to be true that the
French had more and better tanks than the Germans, about as many planes,
and, given their fortification systems, seemingly at least as good an army.
The Germans were just better in the imponderables. Probably nobody could
have predicted the German break-through and the completeness of their victory,
unless he had given the Germans a great deal of credit for beinz better
militarily. Of necessity, the analyst who is working for a High Confidence
system should refuse to rely on the enemy's being incompetent militarily,
unless there is very strong evidence to support such an assumption. Tot
only is it just too easy to indulge in wishful thinking but the Systems

Analyst is looking to the future.
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There is an important difference here between the current-policy maker
and the planner. Conceivably the former, looking at the current situationm,
may wish to base his defense on the belief that the enemy is unskilled. The
latter? making plans for systems with long lead times, simply cannot rely

on the enemy remaining unskilled or stupid.

3. Allles

One of the importa..t assets which we have is that, on the whole, the
technically competent part of the non-Russian world is very closely associ-
ated with us. The Russians, of course, have the satellite nations on their
side. Exactly what degree of dependence should be placed on allies is always
a very tor:hy question. Presumably one tends not to rely on them for the
High Confidence(measures except in certain special cases; e. g., Canédian
defense lines. One should, howéver, design his system to get advantages

from their existence and conversely to contribute to their objectives.

4. Geography
One of the major asymmetries between us and

SOME TYPICAL ASYMMETRIES

t TECHMOLOGICAL SKILL

2 WLITARY SKILL

the Russians is geography. The Russians have

3 ALLIES H
4 GEOGRAPHY

many millions of square miles more land

5 RESOURCES

€ INTELLIGENCE

than we have. This gives them certain
advantéges of depth. Against this must be bal- CHART 65A
anced the fact that we have reasonable control of the sea, militarily valu-

able allies, overseas bases, distant early warning lines, etc.

5. Resources

We have a very much larger gross national product than the Russians,
but they have a greater willingness to make the sacrifices necessary to keep

a modern military mechanism in existence. They have not hesltated at any
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time to make huge expenditures when they felt it desirable. While we also
have made large expenditures we seem to be much less willing to allocate
money or manpower to military purposes. We are also mich more swayed by the
pressure of outside events. For example, in the postwar period our
military bﬁdgets have been as low as 13 billion a year and as high as 50

billion. Most of the fluctuation came as a reaction to Russian noves.l

6. Intelligence
It is plainly easier for the Russians to get good intelligence about us

than for us about them. This is probably true in all phases of intelligence
activity. However, from the view point of High Confidence systems, it might
easily be true that even the Russians could not rely on keeping things secure
from us.

They might not, for example, go to large expenses t0 move tﬁeir air bases
around continually because the money would be wasted if they had only one
properly placed defector. |

The above list could be continued further, but we hope that the point
is clear. Any kind of reasonable work in this field must include a great
deal of attention to exploiting the asymmetries that are favorable to us and
to ameliorating the ones which are not. However, in our study today, we shall
not only be two-sided, we shall be symmetrical. We shall ignore what is in
effect the heart of the problem and assume that the enemy and we have essenti-

ally the same capabilities and weaknesses, except that we shall give ourselves

a slightly larger budget.

1There is more discussion in the Miscellaneous Corments chapter (Part
Three) about the relative U.S., Russia, and NATO military resources.

g
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Objectives--Two Kinds of Deterrence

When we discussed different kinds of objectives in Part I1, we reflerred
to the objective of achieving a 30% level of destruction as a deterrence
objective, and we called a 60% level cf destruction a "win-the-war" objective,
We may have been somewhat misleading there. While it is true that the tar-
get system you piék is at least partly determined by whether you are trying
to "deter™ or "win the war", the real deterrence, at least against an
enery attack on you, is not what you can do if you have the first strike.
>It is,instead, your ability to survive the enemy's first strike and then strike

back.1 Chart 66 illustrates the situation.

TWO KINDS OF DETERRENCE
PERCENTAGE OF RED TARGETS DESTROYED
SYSTEM
WHO A B c 0
STRIKES
FIRST
BLUE .90 .40 90 .90
RED 20 40 40 60
CHART 66

10f course, if the enemy feels any doubts abovt his ability to surprise
you; i.e., if he thinks that you misht obtain strategic warning and forestall
his attack, then the ability to strike first may also act as a ceterrent.
Also vice versa. For this reason, even Force A (to ve discussed) may have
some marginal value as a deterrent against his planning a surprise attack,
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Assume, for example, that you are trying to choose between two forces,
one which we will call Force A, and the other Force B. A is such that if
you strike first, you vill be able to get 90% of the enmemy,’ but if he strikes
first, you will be able to get only 20% of him when you strike back. B isr
a different kind of force. It gets 40% of the enemy whether you or he strikes
ﬁ.rst‘. It is indifferent to how the war starts. |

It is clear that if there is a tense situation and he is trying to
decide whether or not to launch a swrprise attack on you, then Force A wvill
not deter him from launching such an attack. Quite the contrary, it will
induce hi.;to do it. He will argue that not only 1s there a tremendous
payoff to him if he gets the first strike but that in fact he had better
hwrry up and get it. He feels that you must also realize the importance
of going first, and if he does not move right away it may be too late. In
fact, if the situation is as pictured, you could conceivably feel forced to
take action yourself. ‘

In other words, the A type of force might be called an "invitational

force.” The invitation is so strong that it practically commands you and

the enemy to get in your blows early. Force A 1s a very unstable influence.
Force B, on the contrary, is a stabilizing force. The enemy loocks at
1t and says, "I had better not start a war because if I do he will destroy
40% of me and that will hurt. Also,I get no advantage by moving first, be-
cause this thing will perform just as well regardless of who makes the first
move. For the same reasons, he 1s in no hurry either, and we can both afford to
sit and think about it."
Let us now look at a third force, Force C, also on the chart. At first

sight it seems to combine the best virtues of Forces A and B. It gets 90% if

Lie are being deliberately ambiguous by not specifying whether it is 90%
of his industry, population, or military.
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you go first, and L4O% if he goes first. It is clear, however, that Force C
is not as good a deterrent, at least in the sense in which we have been
using the word, as Force B. Even though it does the same damage as Force B
vhen the enemy strikes first, the enemy is still (relatively speaking)
‘anxious to start the war. If he waits, you may start it and then he will
really be badly off.‘

Therefore, if you are thinking only of deterring the enemy from a
direct attack, you would probably prefer Force B to Force C. Furthermore,

if you want to improve your offensive capability, it probably behooves you

at the same time to improve your defensive abllity, as 1llustrated by

Force D. The extra strain on your deterrence is then matched by your extra
strength.

Actually, of course, most people would argue that C is a better force
than B. We believe that these people have a great deal to say on their
side, though exactly how the thing comes out numerically, we are not sure.
That is, once again we geem to be in the field of intuitive Jjudgment rather
than considered opinion.

The reason we might prefer C to B is that we are interested in doing
more than just deterring a direct attack on ourselves. We are equally, or
almost equally, interested in deterring the enemy from various kinds of
provocative actions. For example, we don't want him to attack Iran or
Korea or to make ultimatums against our friends in NATO or, in general,
to misbehave. We shall call this kind of deterrence a Type II Deterrence
as opposed to the previous kind which we shall label a Type I Deterrence.

Type II Deterrence is important. It is after all true that both the

first and second world wars were started by the Allies' presenting the other
side with ultimatums after the other side had put the Allies in an intoler-

able position. That is, in the first World War the British declared war on

"™
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the Germans and not vice versa, Similarly,in the second World War the
British and French declared war on the Germans after their invasion of

Poland.

In the present very tight situation, we prefer not to correct that kind

of misbehavior after it happens. We want to deter it from happening., To

some extent this can be done by making the potential aggressor apprehensive
that, if he pushes us too far, we just might take a drastic action of some
sort., For example, we might try to convince him that there is at least a
small chance that we are willing and able to declare war or that we are at
least capable of putting ourselves into a position where we would be willing

to declare war.1

11t 1s clear, of course, that many things restrain a potential aggressor.
Among other effects, he may be afraid of:

internal reactions

losing friends or antagonizing neutrals

creating or strengthening coalitions of enemies
lowering the reaction threshold of potential opponents
diplomatic or economic sanctions

not going to heaven,

Our only point is that as far as a strategic air force contributes to
Type II Deterrence it is mainly because the aggressor is afraid to provoke:

. an attack

. a higher or (from his point of view) more dangerous ferm of alert
. an expansion of our force

. direct military support for the threatemsd country.

If we wish to have our strategic air force contribute to Type II Deter-
rence then it must at least seem to be capable of taking one or more of the
above actions, Usually the most convincing way to seem willing is to be
willing,

Sometimes people also talk about what might be called a Type III Deter-
rence, to deter the enemy from relatively minor, but absolutely important,
provocations (Peripheral Wars). It seems to the authors that in some real
sense the job of the military forces here is as much actual ability physically
to prevent or correct these provocations as they occur, as to deter them from
happening. Insofar as there is deterrence, it is essentially the same kind
as exercised by the Police Department arainst crime., Undoubtedly many people
are deterred from committing a crime, but deterrence is not expected to be

(footnote continued on next page)
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Now we should be aware that, if the enemy is afraid to attack Europe
for fear we will in turn attack him and yet still wants to attack Europe, he

might start his attack with a surprise blow at our own SAC. That is, insofar

as_we have any effective deterrence of the second type, we need even more

deterrence of the first type.

There is an interestiing side-light on the whole question of deterrence
of the second type which should be mentioned. One may be perfectly willing
to have certain kinds of powerful offensive forces, even if they are extremely

vulnerable. There are at least three reasons for this.

100% successful. On the contrary, the police expect to go out and arrest
and punish criminals in addition to deterring borderline cases from commit-

ting crimes.

Insofar as the enemy is deterred from these relatively minor provo-
cations, it is probably true that the non-military things mentioned above
are as important or more important than the kinds of things the military
forces can provide. This 1s not to say that the military forces are un-
important in these cases, but simply to say again that their role is as
mich regulation and enforcement as deterrence. ‘

We should also point out that insofar as we wish to rely on Type II or
Type III Deterrence, even small and relatively ineffective forces from the
military point of view can have scme effect from the deterrence point of
view. They make the enemy's aggressions more spectacular by preventing him
from presenting us with a fait accompli that is psychologically hard for us
to react against. Furthermore, if these relatively ineffective forces happen
to be our own then we are almost sutomatically committed to react even if we
would no longer want to. Both of these effects are sometimes called the

"plate-glass effect.”

2
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As we mentioned, Type II Deterrence is at least partly measured

by our strength when we go first. Therefore, even though these
forces are vulnerable if the enemy strikes first, they may still
meke him wary of provoking us.

Even if the enemy believes that we will not go first, he cannqt
afford to rely on this belief. When it comes to long-term measures,

he has to look at capabilities and not intentions. As a result,

he may be forced to buy very expensive defensive systems in order

_to protect himself against our current or potential offensive

forces. Any money that he is forced to invest in defense he can-
not invest in offense. Therefore, our current or potential offen-
gsive forces can make a real contribution to our defense.

We may wish to use the vulnerable offensive force as a bargaining

point. For example, consider President Eisenhower's "open skies

‘proposal.” It is not a disarmainent proposal but a prelude to one.

Its main purpose is to insure both sides against surprise attacks

or trickery. Insofar as the Russians are not afraid of swrprise
attacks by us they may feel that it does not pay them, at least in
the short run, to buy this proposal. In some circumstances, there-
fore, it might mekXe sense to create forces whose main value would

be their use as diplomatic pawns. We are willing to give them up

for concessions from the potential enemy. In particular, by changing
the deployment or alert status of special parts of the force one

may be able to put real pressure on the enemy without making explicit
ultimatums. This may be worth doing even if the special part is
very vulnerable, as long as one's main forces are protected. (or

course, we may so aggravate our opponent by the creation of these
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irritating forces that he is in no mood to bargain. Or what is

sometimes more to the point, we may scare or antagonize our own

citizens or allies.)

let us, however, leave these realistic and somewhat unpleasant

questions and go back to our toy. We will now consider the performance
of different forces as measured by deterrence of the first kind. This
means we will evaluate the effectiveness of Blue's force by how well he
does after he has been attacked by Red. We will not look at Type II
Deterrence because it would eomplicate our consideration too much. In
any case, it is generaliy éonsidered t0 be much less important than
Type I in the world of today.

Both Sides Have Fixed Military Budgets
To begin with, let us assume that the total military budgets of both

Blue and Red are fixed at some definite amount, #350,000,000‘for Blue and

' $250,000,000 for Red. However, we will no longer assume given divisions
of this budget for offense and defense pui'poses , but let each side allocate
it in the best way possible for itself. Red will strike first and then
Blue will strike back. We will measure success or failure for both sides
by how much of Red survives Blue's retéliatary strike, in 1line

with our statement that this measures Type I De'ce:n:'rence.l

lIt-. is only an approximation, and sometimes a misleading one, to evalu-
ate one's success in defending an offensive force by the percentage of planes
surviving. The important thing is to see how well the surviving force does
vhen it counterattacks, taking full account of all the things that the enemy
could do to prevent these surviving planes from attacking. Our analysis takes
a step in this direction by evaluating the performance of Blue by how much
destruction of Red he can do after Red's attack. However, our model is too

simple to do this kind of evaluation wall.
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To repeat, the main problem is to decide what are reasonabdle allo-
cations of each military budget between offense and defense., RBlue's object-
ive is to obtain abmaximum destruction of the Red forces. Red's objective
is to minimize the destruction of these same forces.

One way in which the best alternatives for Red and Blue might be explored
is to start as we did in Part I and consider a reasonable number cf possible
alternatives for each side and then for each side to choose among these
alternatives in such a way that its objectives are maximized. Charts 67
and 68 show a small but reasonable number of possible alternatives
for this more complicated problem. We will assume, for the present,that
the order of the decisions is as shown cn the chart and that each participant

is fully cognizant of all previous decisions.

I RED STRIKES FIRST
o, A 5, B B, el 1
0, Pl a PH 5 | B b &
0 P N el O, Lol Py,B3 P

> Ao

CHART 67
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CHART 68

Chart 67 shows some of the different possible cases that might
be considered in analyzing Red's strike. First Blue can choose among
any of three defensive budgets. Then, for each of these defensive
budgets, he can choose any of, say, ten allocations to area defense,
local defense and shelters. The reason there are ten cholces here rather than
three is that there are now three different things to choose among, so
it takes more cases to explore. Now Red can choose any of three
offensive budgets. For each of the offensive budgets there are three
allocations between planes and bombs. And for each of these, there 1s
a choice of what tactic is to be used, Type I or Type Il.

Let us now look at Chart 68, which illustrates Blue's retaliatory
strike. Since Red has already chosen three offensive budgets, he is left
with three defensive budgets. He can allocate them among area defense,
local defense and shelters in ten different ways. Blue is left with three

offensive budgets. He can allocate between planes and bombs in three different



-127-

ways and then he can decide on one of the two tactics,.

Now, even in this relatively simple situation, there are a large number
of alternatives to be studied. 1In fact, multiplying them out, we have 3 x
10x 3x3x2x10x 3x2, which is 32,400 alternatives, Investigating
each one of these and processing them is a major task. It is also a rather
useless one because doing things in this way does not lend itself to perform-
ing the most important functions of Systems Analysis, such as taking account
of uncertainty, doing contingency planning, considering the s ensitivity to

the model, and most important of all, training one's own intuition so that

one can do a good design job. If these were not enough, there is the final

consideration that in anything but a toy problem, this systematic approach
would be quite impossibie as the number of alternatives is just prohibitive,

We have not included, for instance, the possibility of different military
budgets, more alternatives at each stage, different orders in which the choices

might be made, or different states of information,

The Approximations

However, we do want to get some feel for the two-sided situation. In
order to do this, we ﬁust simplify the problem, We do this by using the
lessons we have learned in the first three parts of the study and introduce
the following approximations,

1. VWe will use an expected-value model,

2. Rather than study various allocations of Red's offensive budset,

we shall assume that Red buys equal numbers of nlanes and bombs.
In any reasonable situation this will not cut Red's perfornance by
more than a few percent,

3. Since Blue is preparing for an attack by Red, he expécts to lose

scrme of his planes so he would not want to buy one bomb for every
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plane. We shall assume that Blue buys half as many bambs as planes
so that except in the most disastrous circumstances he will not
have to leave any bombs home.

4, The defense allocations of both sides will be in the proportions
that were determined in Chapter 3. We showed there that if these
proportions were used the results were insensitive to the enemy's
attack.

With the aid of these approximations we can now easily do the two-sided
calculations and get some idea of how each side should allocate his budget
between offense and defense. Once we have these allocations we can, if we
wvant, (or need) redo the analysis of Chapters 1, 2, and 3, using these
improved Offense and Defense budgets.

It is important to note that the approximations we made were not.
arbitrary, but have been shown to be intultively reasonable by previous
calculations. If we had not done these previous calculations we would
not now be in a position to intuit which kinds of approximations aré

reasonable and which are not.

The Two-Sided Calculation

There is one further simplification we can make. We can draw the
curves shown on Chart 69. These curves give the fraction of Blue destroyed
vhen the ratio of the Bed offensive budget to the Blue defensive budget is
decided. In our simple model (and also in many complicated ones), the ratio

of the two budgets determines everything independently of the actual

budget levels. We have supposed that the defensive allocations are the ones
determined in Part III, as we know this works well for a range of attacks.

Red will, of course, use the tactic which appears best for him as shown
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GENERALIZED FRACTION OF DESTRUCTION CURVES

0 r

FRACTION €[
oF
BLUE

DESTROYED 4 |-

0 4 .8 1.2 1.6 2.0 2.4 28
RATIO OF RED OFFENSIVE TO BLUE DEFENSIVE BUDGETS

CHART 69

by the solid line on the chart.

This chart also can be used to determine the fraction of Red which
15 destroyed when Blue strikes back. Once Red has chosen his offensive
budget, his defensive budget is then fixed, and likewise when Blue has
chosen a defensive budget, his offensive budget is then fixed. However, part
of the money spent on planes, and sometimes on bombs also,l will have been
lost when Red strikes. If Red gets less than half of Blue's planes, then
Blue will strike with all his bombs. If Red gets more than half of Blue's
planes, then he will be unable to carry all the bombs he has bought.

Chart 70 shows a series of curves, one for each of six Red offensive
budgets. Each of these curves shows the fraction of Red that will be destroyed,
corresponding to the choice that Blue makes for his offensive budget. There

are several things to be said about this chart. It is clear that if Red

1It is a typical weakness of many models that important components like
bombs are invulnerable by assumption rather than by analysis.
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RED GOES FIRST
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CHART 70

chooses and Blue knows what Red is doing, Blue can choose his offensive
budget to Obtaih a value of destruction on the upper dashed line. That 1is,
each time Red picks a budget he picks a curve; Blue should then pick the
maximm point on this curve. Therefore, if Red is smart, be will pick the
curve (around $90,000,000) which bas the lowest maximum. This is the so-
called min-max point (discussed further in the chapter on Game Theory).
Blue will then make his offensive budget about $225,000,000 and destroy
about 65% of Red's force.

The situation is different if Blue chooses first. For each Blue
choice, the minimum destruction of Red is given by the curves comprising
the lower dashed line. Red will now choose this minimum. Blue should
choose, therefore, the maximm of the minima, the so-called max-min point.
This would be an offensive budget of about $220,000,000. Red could then
choose an offensive budget of either 0 or $120,000,000 and have to reeckon

with only 50% destruction of his force. The difference between this and
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65% in the case where Red chooses first is considerable. But it is not as
overvhelming as it would have been if Red in the first case did not choose
the min-max point; ar, if Blue in the second case, did not choose the max-min
podnt. |

In each of the two situations memtioned (Red chooses first, Blue chooses
first), there are optimal strategles for both sides against an intelligent
opponent. If either side operates far from that strategy, it can be very
costly. The situation is qualitatively different when Red and Blue make
their moves simmltanecusly. The discussion of this difference will be deferred
to the Game Theary chapter. There we shall f£ind that on the average the
amount of Red's force destroyed in this new case will be between the outcomes
in the two situations already discussed.

Chapter 11 on War Gaming (Part Two) also discusses methods that can
be used to analyze the Two-Sided War. |

By using suitable simplifications we have obtained some estimates of
the ocutcome of the. two-gided campaign. We have seen, as we expected; that
the pattern of information, and the time sequence of the choices that are
made, may be crucial. Also, we have seen that, if either side uses a poor
strategy, it can be catastropie. However, even if the two sides act
intelligently, the pattern of information still makes a difference, although
not so much as befare.

The impartant thing to notice is that questions such as these probably
meke a great deal more difference to the answers than fhe rather mild
approximations that we made to simplify the analysis. As long as these
important questions are handled by assumption, it probably does not make
sense ta wark hard to eliminate the inaccuracy caused by the introduqtion

of relatively well understood simplifications.
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CHAPTER 5: EVALUATION AND CRITICISM

This finishes our sample study. The questicn immediately arises
whether or not this whole method of working on things is really worth-
while. We believe it is easy to show that it is better than toss-

ing a coin or crystal ball gazing, but this, of course, avoids the issue.
The important thing is: Is itenough better to make any difference ?l We
believe it is. Whether this is true or not has to be decided partly-by
" current results and partly by a promise of things to come. It cannot be
demonstrated by this kind of book.

The activity is still relatively new and many of the peonle involved
are still learning their business, Our own organization has
been in existence for sbout ten years. Over that time we have made some
very substantial improvements in the quality of our work, While we couid not
state today that we can, in a routine way, guarantee a competent study on
any subject, we do feel a certain amount of competency in a fairly large
number of limited fields and also in at least a few large ones.

We should concede,though, that the question we claim to have been
treating in this particular example, the question of the over-all force
composition, is one of the most subtle and difficult ones, However, it
is often relatively easy to find holes or gaps in a system and to make
recommendations which one believes will fill these holes or gaps. If
we are right, we shall then have an adequate or at least a better bal-

anced system, It is much more difficult to make an over-all recommendation

1The unprofessional reader may wonder why we introduce this apologetic
note; the professional reader will recognize its relevance, but will wonder
why we brought it up.

We did it partly because we wished to be fair and indicate that there
is of necessity such a question, and partly because we do believe that Systems
Analysis is currently useful and that it will become more so in the future
as people get more skilled. We even hope that by raising the question we
jncrease slightly the probability that people will become more skilled,
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for even a roughly "optimal™ balance between different types of planes, bombs,
missiles, etec. Therefore, the Analyst should usually look for adequacy and »
not optimality.

In any case, we believe that nothing in this book can be very definite
6:- convincing about how well Systems Analysts can or cannot do this
kind of work. Only a critical examinstion of past studies and a reasonable

prognosis of future ones could do this.

Analyvsis Omits

We ought to make a few remarks, however, about some of the things that
night be added to the sample study we have Just finished to make it more
realistic and,at least potentially, valuable. There is,of course, no format

vhich one can write down which will guarantee a good study. There are,

ANALYSIS OMITS

!. RESEARCH? DEVELOPMENT ? 5. TIME PHASING
PROCUREMENT ? OPERATIONS ?

6. RE-EXAMINATION STAGE
2. SCALE AND DETAIL

7. UNSETTLED QUESTIONS
3. MIXED FORCES

8. CONVINCING COMPARISON
4. UNCONVENTIONAL TACTICS OF ALTERNATIVES

CHART 7I
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however, general remarks which one ean make which will at least point out
some of the items which might be considered. One does not, of course, in-
clude all the points we are going to mention in all studies. For same
comments on the necessity to limit studies properly, see the discussion on

Overambition in the Chapter on Ten Cammon Pitfalls (in Part Three).

1. Research? Development? Procurement? Operation?

The first question to ask 1s: what kind of recommendation is one try-
ing to meke; why are we doing the study? Occasionally a study is done solely
for self-education. One simply wanted to know more about the subject. It
is probably not right to think of such studies as Systems Analysis :Il though
they can be very valuable. Usually though, a study should be sharply affected
by whether the question being treated is associated with Research, Develop-
ment, Procurement or Operation.

Popular and semi-popular opinion to the contrary, the ability to do
basic or semi-basic research in this country is not (in an absolute sense)
in short supply. In addition, if we compare the cost of most kinds of basic
or semi-basic research to otker costs of the total defense system, we see
that on the whole it is extraordinarily cheap. Ordinarily one can legiti-
mately recommend doing it on very flimsy evidence. That 1s, one shouldn't
have to show that the research being recommended is likely to be useful,

but only that there is a chance that it may be t:tsefnl.2 Generally

]'.[n our lexicon Systems Analysis means System Design. People who are
interested only in analysis will bhave to find their own word.

2Ihe alert reader will notice that we have left out the two important
questions which are of most interest to pecple handing out funds:
1. What research should you do if you have a limited budget?
2. At vhat point would you recommend not increasing the amount of

basic research?
(footrote continued on next page)
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this kind of research should have only the

AmaLvsis omiTs Joosest sort of guidance, except for monitor-
R s:::’_ . ing to see that the people involved are pro-
::‘::T“ SR R—— fessionally competent and that there are no
o vaconveNTonaL TAcTEs or aTERTNEE glaring holes in the overall program.

Development _is somewhat more expensive.

CHART 71
But once again, one should not have to justify

- development program by proving that the item being developed should be pro-
cured. One stmply tries to carry through, but in more detail, the kind of
study that is done before recommending a basic research program. Here one

might justify the program on the grounds that there are reasonable (in the

case of expensive programs--not :I.mprobe.ble) conditions under which this de-

velopment could be useful. When the issue is crucial, we should only have

to indicate that the nature of the problem is such that it is hard to show

that the development won't be useful. In particular, we should do a great

On these points 1t should be mentioned that, in many cases, the problem
of choice is not so difficult as one might think. It is clear that if one
had a million development programs to choose among, and had no facts on
wvhich to base a choice until he had done some preliminary research on each
program, then he might be in an undesirable position. In actual fact, it
often occurs that there are only a few lines of development which are reason-
able and that to pursue all of these lines to some reasonable point is quite
cheap. There is then no problem of choice. One simply develops all the
promising alternatives. In a study of a number of developments, B. Klein
gnd, W. @apron found several cases where the cost of the eveiuamtion program
that decided which development projects should be pushed was greater than the
cost of pushing all of the likely looking projects.

For the hard and more usual case, where one has more uses for money than
he has money, it 1s probably simply true that there is no general guide or
general statement that can be made except the one that we have already made:
The decision processes involved in Research, Development, and Procuremend
Programs are inherently sequential and it is very advantageous to exploit
this sequentialness as much as is organizationally and politically possible.
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deal of development simply to cut down lead time and provide insurance against
uncertainty. One wants to be in a position so that if certain events (tech-
nical, political, or military) occur, we will be able either to guard against
or exploit them. We should be willing to do this, even if the events are
rather improbable, if they are important or if the cost of hedging is,
relatively speaking, small. Much of the cost of development programs should
be put down to giving this kind of flexibility.1

To quote & remark made earlier, "It may or may not be a mistake to
develop something which is not procured, but it is always a mistake to
procure something which is not developed.”™ '

Or referring again to the Time magazine article, it was only because the
Navaho cruise missile was being pushed that we had the rocket engines for the
ICBM. Actually, many people would have been willing to have a development
program for big rocket engines which was not necessarily tied to any system
at all. It just seemed very clear that large rocket engines are one of the
commodities in which military systems of the future are likely to be interested.

In general, "state-of-the-art" development programs are good things. It
turns out to be amazingly easy, ordinarily, to modify and ved already developed
components.2 A naive individual might think that if there were two independent
programs which had not heard of each other and if at a later date one wanted to
combine them into a single overall program, it might be impossible to do this.
Sometimes it is, but more often it is not. The important thing is that if one

insists on doing only complete system development programs, he will find himself

1One should probably differentiate between development slanted to answer pers-
formance and "state-of-the-art" questions and development slanted to making pro-
duction prototypes. The former is much cheaper and should probably be treated
more like basic research. Unfortunately there is some tendency to ignore this
difference and think of all development programs as being slanted directly to
developing production prototypes. This makes much development that should be
thought of as answering performance and "state-of -the-art"” questions more
expensive and time consuming than necessary.

°We can hear the engineers swearing now! However, see note 1 above.
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having a much smaller number of marriages of
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2 seauc awo prva L this type of amalgamation often turns out to be
’mutf“ e commms comn important. Even if one knows that he wants a
complete system he should be cautious in freezing
CHART 7I the component design too early. There are a lot

of errors made in predicting performance of com-
ponents and one often achieves his goal faster by first doing bread-board work
to answer state-of-the-art questions than by trying to do final design immedi-
ately.

The procurement problem is, of course, quite different. Procurement is
expensive but has the virtue of involving much shorter time scales. When one
has come to the step of being ready to procure something, the environment and
context are relatively firm. There may be a lot of uncertainty left, but hope-
fully both the alternatives and the contingencies are reasonably limited. One
should then be able to make Just about‘the kind of study we have indicated in
the example. Presumably the analysis should probably be pretty numerical all
the way through, i.e., contain practically no qualitative arguments and con-
Jectures except those that involve the kinds of fundamental questions that we
necessarily rele zate to the sphere of policy and intuitive Judgment.

An operation study, of course, is almost completely concerned with detail,
but there one has the saving grace of being restricted to current or immediately
procurable hardware. For this reason, even though the amount of detail has gone
up enormously, the number of alternatives has been correspondingly decreased.
dowever, it is a typlical weakness of current operational studies that they do not
consider enougt alternatives. For examples, consider some of the points which

folliow.

2. Scale and Detail

We talked about 20 planes, 2 airfields, etc. Actually, for some questions,
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one mst talk about thousands of planes and hundreds of airfields. One

may have to put in all the relevant asymmetries that were discussed in the
early portion of Part IV including for example,details of different capabili-
ties, different targets, geography, etc. This is so obvious that it probably
does not pay to dwell on it here. Unfortunately, it is often also not dwelt
on where it should be. That is, not only must one be aware of the possi-
bility that his model is inadequate to answer the questions he is asking

but he must be aware of the need to make it adequate and not just to make

some face saving apologles.

3. Mixed Forces

One of the most sefions and common errors is that of arbitrarily con-
centrating the study on only one kind of bomb, one kind of plane, one kind
of airfield, etc. Actually, of course, very few large organizations ever

use only one type of equipment for all of their purposes. There is always

a tendency to use specialized equipment for specialized problems. For the -
military too, it turns out that only by using a large number of different
types of equipment and tactics can one really have the flexibility to meet
effectively the many different obJectives and circumstances. It is also very
important either to consider a large variety of measures simultaneously or
not to try to make one single measure handle all cases. While it is almost
alwvays necessary to limit the parts of the study that receive detailed
treatment, it is desirable that this limiting be done intelligently

and not arbitrarily.

4. Unconventional Tactics

There are two parts to this, the enemy's and your own. For the enemy,

you are very interested in examining whether in plugging up one hole you
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have forced him to another hole which may
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it?" In doing this examination one must

CHART T give him all the freedom that physics, engi-
neering and economics will allow.l A1l too
often one finds studies which are designed against a specific enemy tactic

rather than against the enemy himself.

There are strong psychological reasons for this. As long as a systeu
has obvious holes, there is no reason for the enemy or us to consider subtle
tactics. However, by eliminating these holes one has, in effect, forced the
enemy to try to be clever. Under these circumstances he may consider tactics
which once seemed far-fetched and improbable. Unfortunately, one may have
to overcome a great deal of mental inertia (one's own as well as others) be-
fore one can take unaccustamed threats seriously, early enough to take effect-
ive action.

For our own side, as we mentioned before, the major objective of the

Systems Analyst is not to analyze a given system but to design a system which

Lye have deliberately left out social and political restraints. In the
first pass at a problem one looks at capabilities and not intentions. While
one may wish or need to modify his results to take account 0f such constraints
on the enemy's behavior, it is often very hurd to do this in a reasonable
fashion. Usually, trying to exploit such constraints means dealing in Low
Confidence measures. These of course can be useful. It is, however usually
much more important to consider possible social and political restraints on
one's own behavior than on the enemy's. Unless he explicitly and carefui'y
considers such limitations, the analyst may find again that he 1s really
dealing in Low Confidence measures even though from the viewpoint of tech-
nical capabilities it may look like a High Confidence measure.
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will fulfill certain objectives satisfactorily. In doing this, he may also

have to consider unorthodox or unconventional tactics in addition to recom-

mending the development or procurement of new types of equipment.

5. Time Phas
'If it is the purpose of the study to recommend procurement and operation

changes, it is often essential to take into account vhat one already has,
V. and important to consider what one may want to have in the distant future.
The recommended system should, therefore, consider the possibility of ex-
ploiting those things which one has and of having a salvage value for future
systems. Also it sometimes makes a real difference exactly how the funds

are to be disbursed on a year by year basis. While the Systems Analyst should

not get into all the headaches of the executive, he should explicitly con-

sider, if at all possible, everything which is important to his recommendations

rather than make vague remarks about using or deferring to military or

executive judgment.

6. Re-examination Stage
Most studies which have an impact start with a sort of re-examination

stage where they investigate the current prejudices and concepts. It often
turns out that a system designed for perfectly sound historical reasons

1s no longer effective because conditions have changed. However, the
historical reasons for designing the system are embodied in the planning
factors and tactics used in official studies. Therefore, the first Job of
the analyst is to get a reasonably accurate idea of what the factsyreally

are. These cannot be obtained solely from official sources because it

ghould be one of the major purposes of the study to review these numbers.

It is also important for the study to generate on its own the numbers which
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previously have been ignored or treated in
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strength to hold certain conclusions tenta-

CHART 71 tively, particularly if one has indicated a
program designed to settle them (insofar as

they can be settled). It is important, of course, to take as firm a
position as can be justified in a reasonable way and not to overemphasize
the uncertainties. (Oné of the most common excuses for doing nothing is
to say that nothing can be done until more information has been obtained.
Sometimes the excuse-maker adds insult tp injury by acting as a roadblock
to getting more information.) But if a question is really open, then one
should say so. While there 1s always an obligation to set up a program
‘which will answer open questions or indicate that they are unanswerable,
there is no obligation for the Systems AnAlyst to have a policy position
in advance of the investigation. After all, he is not an executive.

In addition, most studies have a continuing existence and it is often
wise to consider their interaction with the past and the future and to
leave room for future development. Some of the recomendations that are
pade may well be made for the sake of future studies.

8. Convincing Comparison of Alternatives

Most important of all, a study that attempts to influence policy should

have a convincing comparison of all the relevant alternatives. The kind of
curves that we drev in our study are sometimes not directly to the point.

Usually either with the aid of such curves or by some simple-minded considerations
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one succeeds in designing what he thinks is a reasonable system. The task

is then to show (if possible) that, under any reasonable assumptions, the
system designed by the analyst is to be preferred to any alternative systems
which are being considered.

To give an example, let us assume that the analyst has come out for
the mixture of area and iocal defenses and sheltered airfields that we
arriveiat ($30,000,000 for area defense, $30,000,000 for local defense and
£90,000,000 for airfields). Let us assume that we already i»ossess a
$30,000,000 area defense, a $30,000,000 local defense and $30,000,000 in
sheltered a'irﬁelds. The analyst is then proposing to add another
#60,000,000 to the sheltered airfields. We can call this proposal System A.
There are, however, other proposals for spending the same money. The other
proposals for systems might be as follows:

System B proposes to spend the whole $60,000,000 for local defense.

C proposes to spread the money equally between local and area defenses.

D proposes to spend the whole $60,000,000 for area defense.

FNow it is the analyst's job, if possible, not only to design a good
system but also to test his system in such a thorough way that he will be
able to convince the proponents of the other systems that his system is
better, or at least almost as good, as theirs.

It often happens in practice that people think they disagree on recom-
mendations because they disagree on details of performance, when, in fact,
one of the contenders could accept the other contender®s assumptions on
performance and still prove his case; that is, the analyst can use an a fortiori
It is essential for the Systems Analyst to see if he can do this.

argument.
Therefore, when we are comparing A with B, we shall assume that the

technical performance of local defense is, in fact, as good and that of



ANALYSIS OMITS

1. RESEANCH? DEVELOPMENT ! 3. TISE PUASING
PROCUREMENT T OPERATIONS P

6. WE-EXAMMATION $STASE
2. SCALE AND BETAML

7. WBETTLED QUESTIONS
3. WMXED FORCES

4. CONVICING
4. UNCORVENTIONAL TACTICS OF ALTERWATIVES

CHART 71

PR SPSCEa

-1h3-

shelters as bad as the local defense enthusi-
asts think they are, and still see if A is
better than B. Conversely, vhen we compare

A and D, we shall assume that the area de-
fense performs well and that the shelters per-
form badly. (If a pure $150,000,000 shelter

system were also being considered then we

would give the shelters a premium performance and the active defense a black

mark.) In other words, in making preliminary expository comparisons, we bend

over backwards to hurt our system and to help the alternative system.

out after we have done this that we can still say we prefer our system then

we are in a superb position to make recommendations.

One reason the above program can so often be carried through success~

fully is that many of the most successful and exciting analyses have about them

a large element of "the Emperor has no clothes."™ In such cases it is not

surprising that one can go to extraordinary lengths in accepting the

assumptions of one's opponents and still prove his point. In other cases

people may think of the problem as being a cholce between two alternatives

vhen a clever analyst may be able to make recoomendations that in effect

put him in the position of being able to "eat his cake and have it too."”

Possibly because our moralistic culture tends to overlook and deny this pos-

sibility an ingeniocus analyst can often discover exciting and brilliant but

"obvious" things.

chn- those who have had no childhood: the phrase refers to Andersen'’s
story, "The Emperdér's New Clothes.”

IS

If it turns
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Sometimes we cannot go all the way in satisfying the B, C, or D enthusi-
asts, If we concede their presumably exaggerated performance claims for
the gadgets they 1ike and also concede their presumably undue pessimism for
the gadgets we recommend, then in fact one or more of their systems may
Jook better. Under these circumstances we have two alternatives. We can
.see how far we can go along with the opposition and conduct a so-called
"break-even" analysis. In such an analysis we find just what assumptions
we have to make about the important values in order to make the perform-
ance of the two systems thesame, We can then simply ask people to judge
whether these assumptions are unduly optimistic or pessimistic. Or we
can try to make a more convincing case on what are reasonable assumptions.
The best approach is generally to use both of the above measures,

We shall close this section by a numerical illustration of the above

remarks, In Chart 72 we indicate how, using our assumptions, the four

OUR COMPARISON OF SYSTEMS
FRACTION SURVIVING ENENY'S ATTACK

ATTACK A 8 [ 0

SMALL .66 .58 6% .68
MEDIUM .38 .28 34 .32
LARGE .24 07 .09 08

CHART 72
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systems would compare under the three attacks.
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bad, System C is not so bad except far the

CHART 71 heavy attack, and Bystem D is superior in the
case of the lightattack, although it falls
down badly in the case of the heavy attack, It is probably true that anybody
who studies this chart (and believes it) would conclude that System A is
superior. The trouble is we have to try to convince at least three different
groups of protagonists, and these other people do not comrute the same way
we do, or even as each other does.,

Let us assume that B thinks that the local defenses will be 10% more
effective than we do (i.e. each $1.00 looks like $1.10 on our curves). C
assumes both the area and local defenses are 10% more effective thaﬁ we do,
and D assumes that the area defenses are 10% more effective. They all also
as;ume that shelters are 10% less effective than we have taken them to be
(each 1.00 locks like $.90). B, C, and D also claim that their recommen-
dations are different from ours because their assumptions about component
performarce are different. Let us see if this last conclusion is valid.

Chart 73 shows how the comparison comes out as calculated by each of
these individuals. It is clear that even with his assumptions B has made
a mistake. No matter what attack he is designing against he shculd not

prefer his system to ours. C also has made a mistake since using his assumptions

he does about the same as we do in the two light attacks and he does not have

much insurance against the heavy attack, He really cannot claim any margin
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INDIVIDUAL COMPARISON OF SYSTEMS

8’S CALC c's CALC D'S CALC
ATTACK

8 A c A D A
swaL | se [ s &7 56 70 &5
MEDIUM 26 36 2 a7 34 36
LARGE o7 20 09 22 or 21

CHART 73

of superiority. D is in a slightly better position. His superiority in the
case of the light attack is appreciable (but not overwhelming). Therefore,
if he happens to think that the medium and heavy attacks are very improbable,
so improbable as not to be worth considering, he may stick to his guns in
preferring his system, It is important to realize that in conductiﬁg this
argument, we don't have to persuade D that the heavy attack is probable; we
only have to persuade him that he should not rely on it not occurring.

That is, the only point we have to make is that even if the heavy attack

is improbable, it is worth losing 7% on performance in the case of the light
attack just in case this improbable but still devastating heavy attack occurs.

It is perfectly legjtimate to talk this way even if one thinks the heavy

attack is probable. If we cannot do this, and if we also cannct convince D

that his performance estimates are wrong, then we just cannot convince him,

Possibly we ourselves are wrong,

Because there isn't much difference between us and D in the light attack,

there is not much point in our conducting a break-even analysis, However,



PR S PR

-

=147
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performance assumptions.
The break-even analysis is really given
by the single curve where k = 1., But we have
BREAK-EVEN ANALYSIS
i ke 1.0
2 —
EF”gf"cv A MORE EFFECTIVE D MORE EFFECTIVE
SHELTER
| -
[ _

| I J
o] | 2 3 4
EFFICIENCY OF AREA DEFENSE

CHART 74

drawn other curves where k is the relative effectiveness of D and A under
the heavy attack, These curves show D the assumptions he must make, even
if he concedes that he will not do quite as well as A. The black dot shows
where D's current assumptions are., (Note: It is just an accident of our
model that the curve k = 1 is vertical.)

More than any other single thing, the skilled use of a-fortiori and break-

even analyses separate the professionals from the amateurs. A good analyst should
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clearly separate the parameters (assumptions) into two parts; those to
vhich he can afford to give quite pessimistic values and those to which he
has to give "reasonable” or breakeven values. The analyst can then point

out that all one needs to belleve in order to accept his recommendations is

these few crucial assumptions. If the audience accepts the assumed values

of these crucial parameters as being reasonable or at least in the break-
even region, then they must accept the recommendations. If the whole brief-
ing is built around this idea, 1t is very surprising how even extremely un-
palatable conclusions can be brought home.

In order to carry through the above program most analyses should
(conceptually) be done in two stages: a first stage to find out what onme
wants to recommend, and a second stage that generates the kind of information

that makes the recommendations convincing even to a hostile and disbelieving,

but intelligent audience.

A\
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12 Summary Charts

(from Chapter 2)
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APPENDIX 2

The Model

There are five elements of the model:

l. planes

2. bombs

3. area defense

4, local defense

5. sheltered airfields

Planes and bambs are given costs of $5,000,000 apiece.
A plane can carry one bomb, or can act as an escort.

The performance of the defenses depends on the budget
given to each. Let

= budget for Area defense (millions)

Dy

D, = budget for local defense (millions)

D; = budget for passive defense (shelters) (millions)
P

= number of planes in cell attacking area defense

P' = n " " n " " local

Py = probability of each plane penetrating area defense
n n " n " n

P, = local

P = number of bombs dropped on target

fraction of target surviving
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The performance of the planes is given by:l

Py =€ P (Chart 5)
-~
pL = e (Chart 7)

and the performance of bombs by:2

= TOLD (Chart 8)

These functions are graphed in Chapter 1 with DA = DL = Ds = 50.

1This formula can be seen to be intultively reasonable as follows:
Suppose F fighters are engaged in an air battle with B bombers. Under
the assumptions
‘ l. each fighter makes one pass at a bomber

2. the probability of kill is 1

3. the fighters choose the bombers independently of one another,

the probability that a bomber survives is

1\F
p=1(1- g)

e F/B

~

F is called the "kill potential" of the defense barrier, as the expected
number of kills, for large B, approaches F. There are other assumptions
leading to the same approximation, but these are often used.

21f the probability a target survives one bomb is 1 - p, then b
independent bombs give a survival probability of

b - b
(L-p) = e .

This is the expected survival of the target. It can also be interpreted
as giving the expected damage due to each successive bomb, as we have done

in Chart 8.
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APPENDIX 3

The Essence of Systems Analysis

(A Review of the Major Topics of Part One)

An item of equipment cannot be fully analyzed in isolation; frequently,
its interaction with the entire enviromment, including other equipment, has
to be considered. The art of systems analysis is born of this fact; systems
demand analysis as systems.

Systems are analyzed with the intention of evaluating, improving, and
comparing them with other systems. In the early days many people naively
thought this meant picking a single definite quantitative measure of
effectiveness, finding a best set of assumptions and then using modern
mathematics and high speed computers to carry out the computations. Often
(as discussed in Chapter 12, Ten Common Pitfalls), their professional bias
led them to believe that the central issues revolved around what kind of
mathematics to use and how to use the computer.

With some exceptions, the early picture was illusory. First, there is
the trivial point that even modern techniques are not usually powerful enough
to treat even simple practical problems without great simplification and
idealization. The ability and knowledge necessary to do this simplification
and idealization is not always standard equipment of scientists and mathe-
maticians or even of their practical military collaborators. Some of the

pitfalls that have been common in the past are discussed in Chapter 12.

Much more important, the concept of a simple optimizing calculation

ignores the central role of uncertainty. The uncertainty arises not only
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because we do not actually know what we have (much less what the enemy has)
or what 1s going to happen, but also because we cannot agree on what we are
trying to do.
In practice, three kinds of uncertainty can be distinguished.
1. Statistical Uncertainty
2. Real Uncertainty
3. Uncertainty About the Enemy's Actions.
We will mention each of these uncertainties in turn.

(1) Statistical Uncertainty. This is the kind of uncertainty that per-

tains to fluctuation phenomena and random variables. It is the uncertainty
associated with "honest" gambling devices. There are almost no conceptual

difficulties in treating it--it merely makes the problems computatiomally more

complicated. We discussed some aspects of this uncertainty in Chapter 2.

(2) Real Uncertainty. This is the uncertainty that arises from the fact

that people believe different assumptions, have different tastes (and therefore
objectives), and are (more often than not) ignorant. It has been argued by
scholars that any single individual cen, perhaps, treat this uncertainty as
being identical to the statistical uncertainty mentioned above, but it is in
general impossible for a group to do this in any satisfactory way. For

example it is possible for individuals to assign subjectively evaluated numbers
to such things as the probability of war or the probability of success of a
research program, but there is typically no way of getting a useful consensus
on these numbers. Usually, the best that can be done is to set limits between

which most reasonable pecple agree the probabilities lie.

lThe Foundations of Statistics, by L. J. Savage; Social Choice end
Individual Vilues, by K. J. Arrow.
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The fact that people have different objectives has almost the same
conceptual effect on the design of a socially satisfactory system as ‘the
disagreement about empirical assumptions. People velue differently, for
example, deterring a war as opposed to winning it or alleviating its
consequences, if deterrence fails; they ascribe different.values to human
lives (some even differentiate between different categories of human lives,
such as civilian and military, or friendly, neutral, and enemy), Ffuture
preparedness vs. present, preparedness vs. current standard of living,
asggressive vs. defensive policies, etc. Our categofy, “Real Unéertainty,“
covers differences in objJectives as well as differences in assumptions.

The treatment of real uncertainty 1s somewhat controversial, but we
believe actually fairly well understood practically. It is handled mainly
by what we call Contingency Design and is discussed in Chapter 3.

(3) Uncertainty Due to Enemy Reaction. This uncertainty is a curious

and baffling mixture of statistical and real uncertainty, complicated by
the fact t’3: we are playing a non-zero sum game.l It is often very
difficult to treat satisfactorily. A reasonable guiding principle seems

to be (at least for a rich country), to compromise designs so as to be pre-
pared for the possibility that the enemy is bright, knowledgeable, and

malevolent, and yet be able to exploit the situation if the enemy fails

in any of these qualities.

lAs explained in Chapter 10, the terminology "non-zero sum game,"
refers to any conflict situation where there are gains to be achieved if
the contenders cooperate. Among other things, this introduces the possi-
bilities of implicit or explicit bargaining between the two contenders,.
The whole concept of deterrence comes out of the notion that the game wve
are playing with Russia is non-zero sum. (See pages to )
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To be specific:

Assuming that the enemy is bright means giving him the freedom
(for the purpose of analysis) to use the resources he has in the
way that is best for him, even if you don't think he is smart

enough to do so.

Assuming -that he is knowledgeable means giving the enemy credit
for knowing your weaknesses if he could have found out about them
by using reasonable effort. You should be willing to do this even
though you yourself have just learned about these weaknesses.

Assuming that the enemy is malevolent means that you will at least
loock at the case where the enemy does what is worst for you--even
though it may not be rational for him to do this. This is sometimes
an awful prospect and, in addition, plainly pessimistic, so one may
wish to design against a "rational” rather than a malevolent enemy;
but as much as possible, one should carry some insurance against the

latter possibility.

Chapter 4 is mainly concerned with an over-idealized treatment of the two-

sided war. There is more discussion of the conceptual side of this in

Chapter 10 on Game Theory. In addition to the central ideas we have Jjust

mentioned, we discussed:

Why it is necessary to be precise, and why this ordinarily means
quantitative analysis. (pp. 1-10.) :

Examples of different kinds of models. (pp. 13-20; 46-49; and
76-79.)

How choosing a particular model automatically narrows the range of
circumstances heing considered and the corresponding dangers.

(pp. 21-23; 58; 59.)
How to manipulate the model to simplify calculations. (pp. 23-25.)
Expected value models. (pp. 26-30; 55-57.)

Why the performance of our system was insensitive to many important
paraneters and that this insensitivity was not accidental, but had
been achieved by proper design. (pp. 26-30.)

The Monte Carlo technique of calculation. (pp. 48-54.)



-161- T e

Examples of the ease with which models can be misused.
(pp. 57-60.)

Importance of different kinds of objectives and how they can
affect the design and operation of a system. (pp. 60-72.)

The notions of Low and High Confidence.

The impossibility with current computing techniques of per-

forming the necessary calculations in a routine way and the
corresponding necessity for skilled approximations. The whole

of this part of the book is supposed to illustrate how the analyst's
intuition can be trained so that he can make reasonable approxi-
mations and how these approximations are justified. Pages 127 to
128 summarize a typical set of approximations.






