
  
  

 
 

  
 



A note before we begin 

Blizzard Entertainment in no way endorses or condones 

reverse engineering of our properties. 

The exercises herein were conducted to understand the 

methods used to create unlicensed behaviors. 

 



About Me: Elias Bachaalany 

Anti-Cheat Engineer, Blizzard Entertainment 

Previously worked at Hex-Rays and Microsoft 

Technical writer: 

¢ Practical Reverse Engineering, Antivirus Hackers 

Handbook 

¢ Batchography 

Passionate about reverse engineering and low-level 

programming on MS-Windows 

Interested in debuggers, emulators, API hooking, 

dynamic binary instrumentation and virtualization 

technologies 

Contact 

¢ Email: 

¢ Twitter: @Oxeb  



Comrades on the adventure 

My colleagues 

¢ Guillaume Breuil, Yi Deng, Chris Genova, Mark 

Chandler, James Touton, Pete Stilwell, Zak Bennett and 

Grant Davies 

Tools 

¢ SCMDraft2 map editor - Henrik Arlinghaus 

¢ trek (Trigger King) - https://github.com/phu54321/ 

¢ MPQ tools — Ladislav Zezula 

¢ BWAPI - Adam Heinermann 

¢ IDA Pro - Hex-Rays 

¢ Diaphora —Joxean Koret 

e EUDEnabler and the EUDDB - Farty1Billion - 

http://farty1billion.dyndns.org/EUDDB/ 

  

  

South Korean map makers and tools community 

¢ Kongze1004 — Random Tower Defense map author 

¢ Sksljh2091 — Mario Exodus map author 

¢ Jacksell12, Deation, Sato 

Community Sites 

¢ TeamLiquid, StarEdit Network, Naver.com 
  

Sorry if | missed anyone!  



Backstory /1 

¢ StarCraft is a science fiction RTS (real-time strategy) 

e Released for PC and Mac on March 31, 1998 

¢ StarCraft: Brood War - Expansion pack released on 

November 30, 1998 

¢ Significant patches to this talk: 

¢ 1.16.1 - 01/21/2009 — Last patch for 8 years 

¢ 1.18.0 - 04/18/2017 — First modern patch 

¢ 1.20.0 — 08/14/2017 — StarCraft: Remastered 

¢ 1.21.0 — 12/07/2017 — EUD reintroduced via 

emulation 

 



Backstory /2 

StarCraft had various buffer overflow bugs, but one 

was related to a particular trigger condition and 

action: 

¢ The Extended Unit Death trigger 

>» Orsimply: EUD 

Blizzard did not update StarCraft between 2009 

and early 2017 

¢ The community re-enabled the bug with 

custom launchers and tools 

Patch 1.17 was slated for release but was held back 

because it would break mods, tools, and launchers: 

¢ wMode 

e wLauncher, ChaosLauncher 

¢ BWAPI — Plugin to write Al bots that play 

StarCraft  



Backstory /3 

¢ StarCraft maps based on EUD triggers thrived 

among the South Korean map makers community 

¢ The EUD triggers: 

e Are encoded in the map file 

¢ Allowed arbitrary memory read and write: 

¢ The majority of the public EUD maps in 

circulation have hardcoded addresses 

compatible with StarCraft 1.16.1 on 

Windows 

> |am not aware of any EUD maps for the 

MacOS version of the game 

The EUD exploit allowed modders to author maps 

that modify the game radically: 

¢ Random Tower Defense 

e Mario Exodus Map 

e Etc.  
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Random Tower Defense — EUD map  
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Bouncing Ball EUD map (SC 1.16.1)
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Bouncing Ball EUD map (SC:R w/ emulation)
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SEPA ARSE 2B [EUD] Mario EXODUS V0.4 (StarCraft Use map)



Pe Mri hada lett ed agi) (te 

File Edit ‘Selection Find View Goto Tools Project Preferences Help 

Fe] gce) attest sec oes Naa, - main.eps ImageControler.eps 

function Move(LocationNum, PosX, Posy) { 

SetMemoryEPD( LocationNum, Add, Posx); 

. SetMemoryEPD LocationNum, Add, Posx); 
¢ The Mario Exodus map ia y 

author created a level   

; STaleuCailelaat EPD( 5 | 8tA8 S-Ackmexomap - MarioExodusMapMaker Yer 0.6 

editor! SetMemoryEPD( 5 TSF) = eT) 

e =) sain [22 2 Ale 7) AS AOS 
The Map Was developed MoveLocation{ LocationNum, LT ln x = 

USINE trgk’s epscript i as Ser ot mer er ot mer Se ot ee or cot eer x Beer 

language and compiler function SetSize(iocationNum, = [20 
sees 

SetMemoryEPD( ore ee 1 
SetMemoryEPD( Saye au J = 
SetMemoryEPD( L_ 
SetMemoryEPD(   
MoveLocation({ LocationNum, 

hi 

=] function Set(LocationNum, PosXx 

i
 x 

e
e
 

SetMemoryEPD( ie) 
SetMemoryEPD( 

SetMemoryEPD( 
SetMemnoryEPD( 

MoveLocation({ LocationNum, » LocationNum) ; 

LJ Line &, Column 30  



StarCraft map Tile format 

¢ They are just MPQ archives 

¢ The MPQ format has been extensively reverse 

engineered and documented by the community 

¢ They contain various files: 

e¢ They contain custom WAV audio used by the 

map 

< The actual map chunk 

file 

¢ This file contains the triggers chunk 

¢ It contains strings table chunk 

e It contains a chunk describing buildings 

and units 

° Etc. 

 



Map file in MPQ Editor 

e Ladik’s MPQ editor can be used to 
  

  

  

view or modify the contents of an ay | = | @)Killing Fields,scm - Ladik's MPO Editor — O x 

MPQ map file a Operations View Toots Help 

http://zezula.net/en/mpg/download.html || * ie “ Sa —= 72 2 FD sp w 2A SD & 
MPQs Open Files. Copy Properties. SetMax Configure Add Sign Verify Compact 

=e rs a hha re File Count [attributes] Listfile Archive Signature Archive 

Extras Archive 

es (@}Rilling Fields.sem || File Name Type Locale Size Date/time 

~ASj staredit Pia asrelgtanal gi 9 ata aes cama de) fF 

  

    
  

: BS 

Note the chunk file: “staredit/scenario.chk” —_ jstaredit\scenario.chk     
 



Scenario chunk file /1 

¢ Made of one or more chunks: 

typedef struct ;{ 

union f{ 
BYTE FourCC[4]; 

DWORD ckID; 

3 
DWORD ckSize; 

} CK_HDR; 

static const CHUNKTABLE 

z {i > » | y Ry, "}s 

11 M’,'T','s', A’ ty, 

{{*T*, 'H', 'G','2'f, 

17, /°M',°A','S','ER' Fs 

41 U','N’,'I','K'F, 

{71 U','P’,'G','X'}, 

ii J’, E','€', K' Fy 

{{°P*,'U', NN’, I' tf, 

11 P’,'U','P’,'K' Fs; 

11 P’,'T','E', K Fy 

11 U','N','T',' Tf, 

41 U','P’,'R','P'#F, 

{{'M’,'R','G', Mt, 

ii TJ’, R','I','G'}, 

41 CC’, 'O','L’, R'}, 

Chunk header is followed by the chunk body 

The game parses each chunk based on its ID: 

Bwarl@@Pass? MapSettings[] = { 
maphdr_STR, 

maphdr_MTXM, 

maphdr_THG?, 

maphdr_MASKE, 

maphdr_UNIS Bwar, 

maphdr_UPGS Bwar, 

maphdr_TECS Bwar, 

maphdr_PUNI, 

maphdr_PUPG Bwar, 

maphdr_PTEC_Bwar, 

maphdr_UNIT, 

maphdr_UPRP, 

maphdr_MRGN Ext, 

maphdr_TRIG, 

maphdr_COLR, 

truer, 

trues, 

trues, 

true}, 

trues, 

truer, 

trues, 

truey, 

true}, 

trues, 

truer, 

trues, 

trues, 

true}, 

trues, 

ff 
ff 
ff 

ff 
ff 

ff 

Brood War 

Brood War 

Brood War 

Brood War 

Brood War 

new chunk 

handler 

handler 

handler 

handler 

handler



Scenario chunk file /2 

¢ Some chunks might have their own sub-headers 

¢ The strings chunk is such an example: 

typedef struct TStrTbl { 
UAORD wStrtCount:; ‘/ number of strings in table 
LWORD wStrOffsetsf[17]; ff Waelable number of «str pointers 
/f Variable length string data follows: pointers 

} TStrTbl, * TPStrTblPriv;: 

ff PEF S EES SESE SER SEES ES EASES ESET SS SES 

jf STR - MAP STRING TABLE 
oft FRR A EE A ES 

static BOOL CALLBACK maphdr_STR¢HcHunk hChunk, OWORD dwSize, LPARAM data) J 
gpoMopstrs = (TPSteTbl ALLOC(dwSize}: 
if ({!gpMapstrs | 

return talse; 

gdwiapstrsize = dwSize: 

if (|ReadChunk(hChunk, gpMapStrs) ) 
return false; 

return true 5 

|



Scenario chunk file /3 

¢ The strings chunk can be used to hide data not used by the game directly 

¢ When CK_HDR.ckSize > ( sizeof(the complete TStrTbl header) + >strlen(of all strings in the table) ) 

¢ The modders hide additional triggers in the cave area of the string chunk 
  

Hiew: scenario.chk — CO ~*~ 

ry scenario.chk +FRO -------- Ge8G0800|Hiew 8.66 (c)SEN 
<I eee ell a GOA STAY Partai Leseopre eer atari te eR eed elite) bee Pa eed ea ene Cee lsh 

Are ree ee eRe Aes Pee too) oh ee ONS ear Oc irpe mE er lr tear ete ar Aral Peete or Late le eR AME SALE SUR tg ile Bs | Leia 
eee ead Ges eo eee ee Sacre ete ard ELLLSLZLat ILwt é& AL» re ee CMC rat ieee ot sey tar 
ai imac Sek SE RE ae oe eRe OT Me arts Rene 10 ey el Grd (Oe 7p EDD Deo De bat lait Meat a Ra Ol ta a 
te oe ot ot er eet Rie ies eet eee a. redid CLT n adi CES ae SRE WES tel ed ctl EBD) ee) ae 

ee ce ere Ore ee et CY 2 $4 Ce ee eee Es ee ecb Pee LeRy Sam DTC be Casts: E12] aera Tae ane cael 
ieee oe |e Aran rertemelten eis cake teh Talore <Omre ley VOLO ]ss8 fe Oh Ol 0) 40 1 0) 01 n8):) Fa coos MP ae NEU OPAPBRYLelY] > CMe ne Lea me | 
XaXvxlXavEVBVKY“YqYaYGY2Y | Y=VYaYsVeZ9Z$Z1ZaZ$ZQ2~ZaZiiZyZ4Z] Z=Z¥[=[) [=[O[ d[w[é[a[z Reker e a Rae Sais oe ele) ST) 
Set Pas il aes ado phen ete eel Da fee lent ian Tole dkd£diid5 dyd Iidtd#ele*e=ePeceveéereFfofot7 az SRR einLeEE ore 
kl k/1Ail¢mrn mTnSn+o7020|oSpup|p-p=q¢q4 qna, rorer?r; Seeded aaa Ul Vtel ear ae Malt ae =Wiw esi kek oM AD ae ee 
=yW2rez )z<zO0zbzuzéz we ss Peete Theda be} coh cep ab este elif Mest eg 0a oe 0 ee] ee eee) o El opie a (ee) tele Geen Cott Pea) eee) tee i 
eer 0 eet Fatt tel we ee aeeea Mori reste Tent be ers ve act de) rae ee err Lear Se Rael ee OE Ttet ee =(WEn£ )£<fOFbE 
as ies nae eres re Chel he We Se Series ce Fo etc psi Mae a TT aad toe ee ON ea ae Se ey, =y 

Poa ah eet et yale ren ilps! rine aa Sottero apes YetAe a nae ihr onl ee 

ee ae ef al eet hake | headers fal ct Hf ne i Papers ee: a 
tik =e Li noes San eed nie = li 

meee: 
i ree pee ee 

-) = a) arti ] ra 

Ee ame eee ee a Pe ellen ae 

See SAC Seeger 
a) 
ite gt  aePe eel sls eee ee ee ee Te oh 0 1 at el ee =l 
staredit\wav\B0O551.wav staredit\wav\B0OS52.wav staredit\wav\B0553.wav staredit\wav\B0554.wav staredit\wav\B0555.wav st 

aredit\wav\BOSS6.wav staredit\wav\BOSS7.wav staredit\wav\BOS58.wav staredit\wav\Bonus.wav staredit\wav\Cancle.wav stare 
dit\wav\Card get.wav staredit\wav\Clear.wav staredit\wav\Extend.wav staredit\wav\Eye.wav staredit\wav\Gi.wav staredit\w 
-av\Graze.wav staredit\wav\Kira.wav staredit\wav\Kira2.wav staredit\wav\Laiser.wav staredit\wav\Magic.wav staredit\wav\M 
ease Spark.wav staredit\wav\Pause.wav 5 lear as wav as a ae eEhY staredit \wav\S ae wave a 

r Re Load sStringwyDirecthE Table ey  



Scenario chunk file /4 

rl 

This screenshot shows the last string in the strings table 

That’s not the chunk’s end though, it is just the string table’s end 

The remaining bytes are additional triggers inserted by the EUD trigger compiler 
Hiew: Random Tower Defense 1.24-HELL.chk 

yer ea Defense 1. 84 HELL.chk tFRO 

_ Be seo ee aD 
| 

Larne 
ae wre iH 

ara are Soa aCe Ce) ee a6 [Prairie 
that **** 1d ed D) 
rg Et Leas ad so 

staredit \wav\Q. wav Sarat Ce re 

ee “LLOL |F BEE =| ar eee pele eee LID) Cielo 

oer | 
a * bl Tce oe 

a ee) a ee) -B4 
f fit le 

to 78 ah) 

Alter) 5 eStrinemyDirect#Rilable Be 

G66100D9|Hiew 8.66 c)SEN 

  https://github.com/phu54321/



What are triggers? /1 

They are a set of conditions and actions that get 

evaluated during the game loop 

There are trigger conditions that tell you when: 

¢ Acertain time period has elapsed (timers) 

e Player resources reached a certain amount 

¢ Amap location has been reached 

e Etc. 

When all the trigger conditions are fulfilled, then 

you can do actions such as: 

e Play WAV file 

¢ Display a message 

¢ Create, kill, move a unit, etc. 

¢ Change unit owner and health points 

¢ Give player resources 

e Etc.  



What are triggers? /2 

Triggers are stored inside the map chunk 

file 

The triggers chunk is simply an array of 

_ trigger structs 

Each trigger has an array of the 

CONDITION and ACTION structures 

The dwPlayer and wType fields 

are user controlled 

» They are used to read/write 

out-of-bounds inside an 

array 

The bOpCode field dictates the 

trigger condition and action type 

typedef struct condition { 

DWORD 

ULONG 

UTYPE 

UBYTE 

UBYTE 

  

dwPlayer; 

lQuantity; 

wlhypes 

bQualifier; 
bOpCode: 

} CONDITION, *PCONDITION; 

Po struct action { 

  

dwPlayer; 

1Parm; 

wType; 

bOpCode ; 
bQualifier; 

} ACTION, *PACTION; 

ff 

fi 

if 
if 

if 
ff 

ff 

fi 
ff 

stores a player slot or a _player_codes value 

quantity of whatever -- units, kills, resources, time 

stores a unit type or a _unit_codes value 

specifies the comparison operation (less than, greater than, etc.) 
stores a _trigger_codes value 

a player slot or mission briefing portrait slot 

stores a switch #, timer modification/value 

stores a unit code, res code, score code 

stores a _action_codes value 
specifies the operation modifier 

jt fe ae oe oe ob oe oe ee op 

ff teigger struct 
(jot TE EE eae eae oe ee Ee 

typedef struct trigger { 
CONDITION 
ACTION 

ULONG 1Flags; 

UBYTE 
UBYTE bCurrAction; 

} TRIGGER, *PTRIGGER; 

tConditions[MAX_CONDITIONS]; 
tActions[MAX_ACTIONS]; 

ubPlayer[NUM_PLAYER_CODES]; 

NODEDECL(TRIGGERNODE) £ 
| TRIGGER t; 
} *PTRIGGERNODE ;



What are triggers? /3 

¢ The bOpCode field is used to select which condition or action to execute: 

ConditionFen sgConditionFcns[ HUM CONDITION-CODES] = {. ActionFcn sgActionFcns[NUM_ACTION_CODES] = { 
cond_always,| act_none, 

act_victory, 

cond timer, act_defeat, 

cond control, 

act_doodad, 

Cond onponeiits, act_invincible, 
sp cond deaths, act_create_unit, 

cond least control, ===> act set_deaths, 
cond least control atioc, 

cond least. kills, 
cond lowest_score, 

cond least. resource, j 
act_set_unit_res, 

cond score, act_set_hangar, 

cond always, act_stop_timer, 
cond never, act_start_timer, 

ta 
act_draw, 

act_alliance, 

act_disable_escape, 
act_enable_escape, 

}3



What are triggers? /4 

¢ ach trigger condition is evaluated, then the actions are performed if all conditions succeed: 

static void trigger_parse(.isterr(TRIGGERNODE) pTriglist) { 
ff parse the conditions for each trigger 
ITERATELISTPTR(TRIGGERNODE, pTrigList, pTrigger) { 

ff has this trigger already executed? 
if (pTrigger->t.1Flags & TF_COMPLETE) continue; 

sgpCurriTrigger = plrigger;: 
if (! (pTrigger->t.1Flags & TF_EXECUTING)) { 

ff if the trigger isn't already executing, parse the conditions 

(1) if (! trigger_cond_parse(pTrigger) ) 
continue; ff conditions were not met 

pTrigger->t.bCurrAction = @; ff start with action @ 

I 

2? /f execute the trigger's actions 
( } trigger_execute(pTrigger); 

t 
I



What are triggers? /5 

static int Trigger cond parse (PTRIGGERNODE pirigger) { 
POONDITION pond ; 

for (inti = 6) i-< MAX CONDITIONS: i++} + 
‘pond = &pTrigger->t.tConditions[1]; 

/é the map editor can be used to disable a condition 
if (pCond-sbFlags & CF OTSABLED) 

continue: 

ff MoO. condition indicates the end af the list 

if (pCond->bOpCede ==- COND NONE) 

break 4 

// call the function associated with the current condition 

app - poode < NUM _CENDITION COBES): 

if [pCond->boptode ](pCond) ) 
continue; 

// one condition failed -- no need to check the rest 
return FALSE; 

t 
?/ all conditions were met 

return TRUE; 
er hoe 5 = a “a5 } oo -end trigger _cond pars ai

 

static void Trigger execute (erRIcceRNove pTrigger) { 

if execute trigger actions until an action doesn't complete 

Ent resedt = 1: 

while (result 3& (pTrigger->t:bCurrAction < MAX ACTIONS )} 4 
pact = aplrigger-St.tActions[plrigger-*t.bCurrAction]; 

ff na action indicates the end of the Dist 
if (pAct->bOpCode == ACT _WONE) 4 

pirigger-st. bCuerAction: = MAX ACTIONS: 
break; 

f 

// Gall the action function 
app assert(pAct->bOpCode < NUM_ACTION CODES }5. 
result = sgActionfens{ pAct- sbOpCadel (pact): 
af (resulty “4 

aTiMigger- ob. bt orcich tones 

    

f 
t 

pow 2nd EPLeger execute: » =



What are triggers? /6 

¢ Classic (visual) trigger editor 

(SCMDraft 2.0 — by Henrik 

Arlinghaus) 

¢ Note the large values: 

¢ UnitID 

¢ Death table index 

° Etc. 

Filé “Edit Options 

Ci ce bl Bele os * | ab EER |: Zoom: | 100% ~ | |: Layer: /Tertain 

  

=) (ar i { = it t =m Lat-ane olay lexttstena fe FSP ol PV ocorrern tr F LIES i i 

¥ Options Scenario Advanced Triggers Windows Help 

EB Classic Trigedit (STINGRAY CONFIDENTIAL) 

Players with triggers: 

~| [Playert <] [Isometrical ~ | 01 

  

  

Overlay Settings 

tse Defaults 7 

Terrain: 

Showy Creep 

Invalid Resource 

Invalid Depot 

Microtle Gverlay: 

Nane 

Tile Overlay: 

None 

Units: 

Pal Radius 

Range Display: 

[_] All Players 

More 

Other: 

Loca tons 

Player 8 
ae 2 All Players 

  

    
196, 6 (6-0) 

Terrain Symmetry 

Mirror Symmetry wt 

[| Mirror—¥ 

Triggers 

CONDIFIONS: 

Fiayer 2 has suffered at most 5 deaths of Unitits 15575. 
Memory at Death Table + -122680 is exactly 2 
ACTIONS: 

Display for current player: =13>¢ 
Modify memory at Death Table + 1863877: Subtract 5 
Preserve trigger. 

CONDITIONS: 

Player 2 has suffered atleast 6 deaths of Unitibr 15573, 
Memory at Death Table + -122680 is exactly 2 
ACTIONS: 

Display for current player: <13>¢ 
Modify memory at Death Table + is6877! Add 6 
Preserve trigger. 

Switches 

  
  

Terrain Terran Force 1 (Tester) = lsometrical Terrain Badlands Maud



What are triggers? /7 

¢ Text trigger editor 

¢ A private build of SCMDraft 

shows the EUD overflow 

addresses 

  

Té Trigedit Alpha 1 *public release* 

File Edit View Help 

$Re|S? v 
Tree ibugay, dant use) x 
  

  

EL] Reot 
ag Player] 

ay Player2 

al Player? 

pa-4L_ Player 

a4") Players 

=] Player6 

4] Player? 

a-4_] PlayerS 

of] Player9 

le PlayerT0 

4] Playert1 

wd] Playert2 

{9 All 

(3 Farce 

wf) Force? 

4] Force? 

AY Force4   

‘Trigger | Switches | Pe Unit Properties: | 
  

    
    Current Line: 0 

Trigger("Al] players "j3{ #* Trigger: 1 
Conditions = 

Always( }; 

Actions: . 
Comment t"EUD CcIATE0UE® .@° Act AT? wWAMA"): 

  

  

  

  

  

  

Set Deaths( "Player 4". "Int:16929". Set To, OO): ## Addr = O=006509A0; Value = Ox000000 
set Deaths("Int;-111923", “Terran Marine", Set To, 1); ## Addr = Ox0051CE95; Yalue = 0 
Preserve Trigger(}: 

t 

ff ae 

Trigger ( "Player 1"34 we Trigger: z 
Conditions : 

Cy seat 2", “Intrl5573", At most, S):## Addr = Ox00040B50; Value = Ox00000005 
Memory(4294844616, Exactly. O):## Addr = O200512684; Value = Os00000000 

Actions : 
Display Test MessagelAlways Display, "Ss013¢ 
Set Deathst "Player 2". "Int s15573", Subtract, 53:44 Addr = O=00640B58: Value = O=0000 
Preserve Trigger(): 

} 

of oe 

Trigger( "Player 1"j)4 #«* Trigger: 3 
Conditions: ‘ 

Deaths ("Player 2". "Intrl5573". At least. 6) :## Addr = O=00640B5o:> Value = Os00000006 

© Memory(4294e44616. Exactly, O):## Addr = Ox00512684: Value = Oe0O000000 

Actions: 
Display Text Message(Always Display. "ssf1lie¢ 
Set Deatheat "Player 2", "Intv1T5573".. Add... 6) 744 Addr = Os 00640858: Value = O2O0000006 
Preserve Trigger ( }, 

t 

fe ee 

Trigger f"Plaver 2" yf #/ Troigaar: 4 

< > 
  

  

   



The buffer overflow /1 

e The buffer overflow bug in question is found in the “Extended Unit Death” trigger 

code: 

¢ The death_count() trigger condition 

¢ — Read anywhere primitive 

¢ The set/add/sub_death_count() trigger action 

¢ — Write anywhere primitive 

¢ Triggers are read as-is from the chunk file and stored in a doubly-linked list: 

static BOOL CALLBACK Maphdr_TRIG(HcCHUNK hChunk, OWORD dwSize, LPARAM data) { 

if (dwSize % sizeof(TRIGGER)) return false; 
PTRIGGER plrigbuf = (PTRIGGERJALLOCTEMP(dwSize): 

if (!ReadChunk(hthonk, plrigBut)) { 
FREE( oT rigbut); 
return false; 

t 

PTRIGGER plrigger = pTrigbuf; 

int niriggers = dwSize / sizeof( TRIGGER); 

ni nlriggers) t+, plriggers+) {    
   reak; 

L,
-1

 

FREE (oT eiebut i2 
retura true;



The buffer overflow /2 

¢ A death condition with out-of-bounds unit type (wType) or player number (dwPlayer) causes the read anywhere 

primitive 
ULONG Gea@th_ COUNT (oOWORD dwPlayer, UWORD wType, ULONG) 4 

app _assert(dwPlayer < NUM_PLAYER_ CODES). 

switch (dwPlayer) { 
case PLYR.THIS: 

dwPlayer = TriggerPlayer(): 

break: 

  

Case PLYR_ NAVE: 

case PLYR UNLSEDL: 
case PLYR UMUSES? : 

case PLYR UNMJSERS: 

case PLYR_ UNUSED: 
return 8; 

default: 
// dwPlaver as not a special code -- advance to next switch 

break ; 

t 

switch (wlype) + 
case UNITS: ALL: 

return 5. ¢1GameCounts[COU_LOST_MEN][dwPlayer] + s.glGametounts[COU_LOST_BLDGS][dwPlayer]; 

tase UNITS MEN: 

return s.glGameCounts(COU_LOST_MEN][dwPlayer]; 

case UNITS BLOGS: 

ee ee ee ee ee 90460446 loc 460446: 3 CODE XREF: death_count+21tj 
€ase UNITS. FACTORIES: 6b-460446 lea eax, [eaxteax*? | 
return s. g@ilGamecounts (COU LOST_FACTORIES:] [dwPlayer]; ee46e449 lea eCcx, [ecxteax*4] 

default: Bb46044C mov eax, (¢ 5.g¢lUnitCounts+8@48h)[ecx*4] 
———— oretura s.glUnitCounts [COU UNIT DEATH] [wlype][dwPlayery]; 664660453 

tt be earned 90460453 locret_460453: 
Bb-468453 retn 4



The buffer overflow /3 

¢ A set death action causes a write anywhere and provic 
  

the following primitives: 

¢ [mem] += lQuantity 

¢ [mem] -= [Quantity 

¢ [mem] = IQuantity 

static int act_set_deathsipaction pact) { 
! app assert(pAct->bGualifier < NUM GUALIFIER CODES): 

switch (pact-+bQ@ualifier) { 
case CRIAL SET: 

set deaths ( pAict-sdwPlayer, pAct->wlype, pAct->1Parm): 
break ; 

case QUAL ADD Ta; 

add deaths (pAct-sdwPlayer, pAct-swilype, pAct->lParm); 

break > 

case QUAL SUB FROM: 

sub deaths( pict->dwPlayer, pAct-Swlype, pAct->1Parm)4 
break ; 

} 

return 1, 

i 

@BG4C5EBD lea ecx, [ecxtecx*2] 

BE4C5EC8 lea edx, [eaxtecx*4] 

BB4C5EC3 mov eax, [ebpt+lQuantity ] 

BB405EC6 mov (¢ s.g¢lUnitCounts+8@46h)[edx*4], eax 

static ULONG set_deaths(oworp dwPlayer, UTYPE wlype, ULONG IQuantity} £ 

app_assert(dwPlayer < NUM.PLAYER-CODES}): 
switch (dwPlayer). { 

case PLYR NAVA: return nava_enum(dwelayer, wlype, lQuantity, set deaths); 
case PLYR_FOES: return foes_enum(dwPlayer, wlype, lQuantity, set _deaths); 
case PLYR_ALLIES: return allies_enum(dwPlayer, wiype, lQuantity, set_deaths); 
case PLYR_NEUTRALS: return neutrals.enum(dwPlayer, wlype, Quantity, set_deaths); 
case PLYR_ALL: return all_enum(dwPlayer, wlype, Quantity, set deaths): 
case PLYR_ GROUP A: 

case PLYR_GROUP_B: 
case PEYR GROUP TC: 

case PEYR_ GROUP OB: return group _enum(dwPlayer, wlype, lQuantity, set deaths); 
case PLYR_UNUSEDL ; 

case PLYR UNUSED?: 

case PLYR_UNISEDS: 

Case PLYR_UNUSED4S; return 8; 

case PLYR_THIS: 

dwPlayer = TriggerPlayer( }: 
break; 

default: 

f/ dwPlayer 1s not a special code -- advance to next switch 
break; 

eo BR Saitoh Gwrleyer 0 

// dwPlayer is valid -- give resource to specified player 
if (dwPlayer >= NET MAK NGDES) 

return 8} 

switch (wlype) ¢£ 

case UNITS BLOGS: 

§.el6GameCounts [COU _LOST_BLDOGS][dwPlayer] = 1lQuantity; 
break; 

tase UNITS FACTORIES: 
=, fl GameCounts[COU_LOST. FACTORIES ][dwPlayer] = LQuantity; 

break; 

default: 

Si. glUnitCounts[COU_UNI_BEATH] [wiype][dwPlayer] = lQuantity; 

break 5 SSI S>S>ESYH"=L_—EEELELELE=E>=>=>oEUEEEE——_—_—E——— 

4 es



The buffer overflow /4 

e An example of EUD triggers found inside an EUD map: 

Trigger("All players"){ // Trigger: 187 
Conditions: 

Deaths("Player 11", “Terran Marine", At least, 134217726):;## Addr = 8x@858438C; Value = @x8@8000000 

Actions: 
Set Deaths("Player 11", “Terran Marine", Subtract, 134217728);## Addr = @x@@5E438C; Value = 8x@s900000 

Set Deaths("Current Player", “Terran Marine", Add, 134217728);## Addr = @«88564398; Value = 8x85900000 

t 

f for r cr rrr ccc crc rrr crc rrr rrr crc crc rrr crc c cscs c rcs scree if 

Trigger("All players"){ // Trigger: 188 
Conditions: 

Deaths("Player 11", “Terran Marine", At least, 67198864);3#4 Addr = 8x@@58436C; Value = @x64000000 

Actions: 
Set Deaths("Player 11", “Terran Marine", Subtract, 67198864);## Addr = 8*@858438C; Value = 8848900000 
Set Deaths("Current Player", “Terran Marine", Add, 67188664);## Addr = 8x@85684398; Value = @x@4000000 

t 

| f------------- 22-222 - 22-222 2-2-2 oo 2-2-2 22-2 = ii 

Trigger("All players"){ // Trigger: 189 
Conditions: 

Deaths("Player 11", “Terran Marine", At least, 335544327):3## Addr = 8x@@58436C: Value = @x82800000 

Actions: 
Set Deaths("Player 11", “Terran Marine", Subtract, 33554432):;## Addr 
Set Deaths( "Current Player", “Terran Marine", Add, 335544327):;## Addr 

8x@958436C;, Value 

@x66564398; Value 
BxeZ2GG8888 
Axe 2GeGegee



EUD map emulation — Problem statement 

¢ Given a StarCraft map that contains malformed 

input that triggers a read/write anywhere: 

e Is there is a way to emulate the buffer overflow 

in a newer game version where: 

¢ The buffer overflow bug is fixed 

¢ Some addresses no longer exist in the 

new game version 

¢ Some addresses refer to new/different 

data structure format 

¢ Can the emulator work on different 

architectures and operating systems?  



Three steps solution 

1. Identify 

¢ Identify / trace all the addresses used by an 

EUD map 

¢ Build a table of the addresses and identify 

what they represent in the game source 

code 

2. Intercept 

¢ Intercept all out-of-bounds access 

¢ Redirect access using a translation table 

¢ Old address > New address 

3. Emulate 

1. Missing memory addresses should be 

handled by code 

2. Dangerous memory changes should be 

filtered / changed accordingly (pointers, 

function callbacks, etc.)  



Implementation challenges 

1. Identify 

¢ Unfortunately, we did not have private or 

public symbols for StarCraft 1.16.1. | had to 

start reversing the game executable from 

scratch 

¢ How can |tell what addresses the maps are 

accessing? 

¢ What is the goal/intent behind a memory 

access? 

2. Intercept 

1. No problems here. Luckily, we can funnel all 

the out-of-bounds read/writes to the 

emulation layer 

3. Emulate 

1. Handle basic memory access emulation 

2. Emulate addresses that are no longer present 

3. Emulate incompatible structure types  



Identify — Reversing the game /1 

1. Reverse engineering efforts were impeded by the 

lack of debugging symbols: 

e Reverse engineered the game client from 

scratch 

e Used the closest source code snapshot for 

1.16.1 

¢ Found the right compiler (VS 2003) and the 

approximate optimization switches 

> Now|have debugging symbols for a 

binary that is very close to the public 

build 

2. l|used binary diffing plugins for IDA Pro 

1. PatchDiff2 - Tenable Network Security, Inc 

2. Diaphora - http://diaphora.re/ 
   



Identify — Reversing the game /2 

¢ Binary diffing was limited: 

e Mismatched functions between the diffed 

binaries 

¢ Global variables were not identified 

¢ Optimized code and inlined functions made 

diffing harder 

e Resorted to manual reverse engineering to bridge 

the limitations from BinDiffing 

  
e Used scripting to automate the reversing task 

¢ Lots of IDAPython scripting was involved 
  

 



Source code vs Disassembly View _ 
ff returns TRUE if trigger is completed 

(Fgh ES a oe ee oe oe oe ee ee eo oe oe oe a oe oe oo oo oo 

static void trigger _ execute PTRIGGERNODE pirigger — a 

PACTION pAct; 

plrigger->t.1Flags |= TF_EXECUTING; 

ff if this is a victory trigger, there may be a del: 
if (pTrigger->t.1Flags & TF_VICTORY) 

sgbVictoryCodes [sgdwTriggerPLayer ] 

/f execute trigger actions until an action doesn't c 
int result = 1; 
while (result && (pTrigger->t.bCurrAction < MAX_ACT?~ 

= &pTrigger-+t.tActions[pTrigger->t.bCurrAc ~ pAct 

/f the map editor can be used to disable actions 
if (pAct->bFlags & AF_DISABLED) { 

ff skip this action 
plrigger->t.bCurrAction++; 
continue; 

t 

ff no action indicates the end of the list 

if (pAct->bOpCode == ACT_NONE) { 
plrigger->t.bCurrAction = MAX_ACTIONS; 
break; 

t 

ff call the action function 
app_assert(pAct->bOpCode < NUM_ACTION_CODES); 
result = sgActionFens[pAct-bOpCode](pAct); 
if (result) { 
plrigger- >t. bCurrAction++; 

} « end while result&&(pTrigger-»t.... » 

ff are we done with this trigger? 
if (pTrigger-3t.bCurrAction < MAX_ACTIONS) 

return; 

ff if this trigger paused the game, but never unpaus = 
if (pTrigger->t.1Flags & TF_PAUSED) 

sgActionFcns[ACT_UNPAUSE_GAME](NULL); 

ff pweset the trigger appropriately 
if (pTrigger->t.1Flags & TF_KEEP_TRIGGER) { 

plrigger->t.bCurrAction = 6; 
f/f fgp.patch 1.85 begin 

pTrigger->t.1Flags &= ~(TF_EXECUTING | TF_ABORTE 
f/f Fgp.patch 1.85 end 

} 
else { 

plrigger->t.1Flags |= TF_COMPLETE; 

} « end trigger_execute »       

= CODE_DELAYE = 

    

a x 

Symbol Marne ¥ 

Symbol 

ir TREPLAYI 
~iz TREPULSI 
BS TResNodi 
-og TResNodh 
op TResNodk 

sg TResNodi 
it TRIGGER 

HH _trigger 
coe _triggerck 

oa _trigger:| 

ae _trigger:t 

ooo triggerst 

ose triggercie 
J TriggerPI. 

Bs TriggerPli 
~og] trigger_al 

4 trigger_al 

~g] trigger_ce 

Z 
~E] trigger_fr 

EB  trigger_fri 

~ TRIGGER_ 

~z] trigger_pé 
2) TrimGam 
~—] TrimGam 

5 TrimGam 
~E] TrimGam 

TRUE 
TRUE 

~<a TRUE 
le TRY 

Ey TryAbortt 
5 TryAbortt 

~-fel TRYFREE 
Bs TryNextO 

AP Text     

  

  

    

|_| “bt = 6 1 | | mo 

I IDA View-A ao sg Recent scripts 8 
«text:66489130 ; void — usercall trigger_execute(z_TRIGGERNODE *pTriggerii<esi>) 

-text:80489130@ public trigger_execute 

-text:@048913@ trigger_execute proc near 

text:68489130 ; CODE MREF: trigger_parse:loc 4694881p 

.text:80459138 mov edx, [esitz_ TRIGGERNODE.t.1Flags ] 

text: 66459136 oar edx, TF_EXECUTING 

text: 66489139 mov eax, edx 

text: 66459136 

text @6459136 test al, TF_WICTORY 

text: 86459130 mov [esitz TRIGGERNODE.t.1Flags], edx 

text: 66459145 

-text: 08489143 jz short loc 489151 

text: 66-459145 

-text:80489145 mov eax, sedwlriggerPlayer 

text: G6459 144 

etext: 804859144 mov sgbVictoryCodes[eax], CODE DELAYED WICTORY 

text: 66469144 

text: 66459151 

«text:80489151 loc 489151:; CODE XREF: trigger_execute+l3tj 

«text: 66459151 mov eax, 1 

etext: 884859156 jmp short @i@loop start 

text: 66459156 

Text :@@489156 5 -------- 9-9-5 n nnn nnn nn nnn nn nn nn nn nn nn nn nn nn nn nn nn nnn nnn nnn nnn nanan n- 

text: 80469158 align 16h 

text: 66459168 

-text:60489160 fiiloop start:; CODE XMREF: trigger_execute+26Tj 

etext: 66459160 ; trigger _executet+791j 

.text:80459168 mov dl, [esitz_TRIGGERNODE.t.bCurrAction | 

text: 66459166 cmp d1, MAX_ACTIONS 

. text: 86459169 jnb short @iiret_z 

text: 66459169 

text: 06459168 movzx ecx, dl 

text: @@48916E shl ecx, 5 

«text: 804859171 test [ecxtesitz TRIGGERNODE.t.tActions.bFlags], AF DISABLED 

-text:@@489179 lea ecx, [ecxtesit+z_TRIGGERNODE.t.tActions]; act 

text: 88489188 jz short loc 48918C 

text: 66459168 

»text:@8489182 inc dl 

.text:80459184 mov [esit+z TRIGGERNODE.t.bCurrAction], dl 

-text:80489184 jmp short loc 489147 

text: 66459164 

»bext:@G48918C ; --------------------------- +--+ +5 o-oo en nn on enn ener n ree 

text: 6646918C 

etext: 88489180 loc _48918C:; CODE AREF: trigger_execute+Ssetj 

etext: 80459180 mov al, [ecx+_ action. bOpCode] 

text: @@48918F test al, al 

text: 88489191 jz short (fiino opcode



Source code vs Hex-Rays pseudo-code 
  

  

    

static void Trigger_execute(prricceanove pirigger) { == ; lwoid usercall trigger_execute(z_TRIGGERNODE *pTrigger@i<esi>) 
PACTION pAct; eee i alt 

Trigser->¢lFiags |= TE-EXECETING: : 3| unsigned _ int32 trig flag; // ea» 
— : 7 : 7 4| int-ok; // eax 

/f if this is a victory trigger, there may be a delayed victory whil == 5| unsigned _ int® bCurAction; // al 
if (pTrigger-+t.1lFlags & TF VICTORY) 6| int Actions. // ecx 

sgbVictoryCodes([sgdwlriggerPlayer] = CODE_DELAYED_VICTORY, 7] bool b disabled; // =7 

j x . = 
// execute trigger actions until an action doesn’ t complete 5 _ Sea mets i} sce 
int result = 1; 9} unsigned intS bOpCode; // a! 
while (result && (plrigger->t.bCurrAction < M4X_ACTIONS)) { 1@| unsigned int fl; // eax 

pact = &plTrigger->t.tActions[plrigger->t -bCurrAction]: It 

® 12) trigiflag = plrigger->t.IFlags | TFlEXECUTING; 
f/f the mapveditor can be used to disable-actions @ 13 Triewer—-st3Pisec: = trie fiaes sei 
if (pAct->bFlags & AF_DISABLED) { ed les 5 ee a eS 

// skip this action @14 sf '{ trig. tlag & TF_VICTORY ) 
plrigger->t.bCurrAction++; @ 15 sebVictoryCodes|[sedwiriggerPlayer] = CODE DELAYED VICTORY; 
continue; 16| jy 

¥ @ 1 erke ses 

¢? 0 action indicates the end of the list 18) do 
if (pAct->bOpCode == ACT LE HE i 

pTrigger->t.bCurrAction = MAX_ACTIONS; ® 24 bCurAction -=oTripeer-2t. bourraction; 

break; @ 21 if ( bCurAction $= (unsigned __ints)MAM ACTIONS ) 
+ ; = = a 
a @ 33 break: 

/f/ call the action function : 25 Af 
app_assert(pAct-sbOptode.< NUM ACTION CODES): jy @ 24 1Actiton:=: bEurAction; - 

fe tre = SEG SIE RENEE: Pee AARNE) ® 25 bakomytne = (pTrigger->t.tActions[iAction].bFlags:& AF DISABLED) == offsetof(z TRIGGERNODE, m_ link}; 
oe Noa. === fale 25] act = &pTrigger->t.tActions[iAction]}; Trigger->t.bCurrAction++; a iF iad 

en m ESE a a =|) @ 27 af’ { b disabled } 
% oe end while resulteetatriggercat.cccn aoe ie 28 t 

= =11@8 29 bhGplode = act-}bUptode; 
ff ate we done with this trigger? =a” = || @ 30 if { Pbopcode ) 

if (pTrigger—>t.bCurrAction < MAX ACTIONS) Sey 34 , 
return, == = - 

? Se. =. || @ 32 plrigser-3t. bturrAction = MAX ACTIONS; 

// if this trigger paused the game, but never unpaused, we want to b = >— =) 8 33 breaks 
if (pTirigger-=tllFlags & TF PAUSED) = w= fl } 

sgActionFens [ACT UMPAUSE GAME JT (NULL oy ==. @ 35 ok = spActionFens[bOpCode]()s 

7 5 . ‘ I ° 

// teset the trigger appropriately ae i © 36 if ( on ) 
if (pTrigger->t.lFlags & TF_KEEP_TRIGGER) { at ee 37 break; 

pTrigger->t.bCurrAction = 8; = jie @ 36 Hyp rigger- >t. bCurrAction; 
‘/ | eps patch 1,85 begin eee = 30 } 

plrigger-t.1Flags &= ~(TF_EXECUTING | TF _ABORTED | TF Ne _ABORT) =a i 
. i SE =| 48 else 

Jo) Tepe patch DO6S -end a 

} = =| 44 1 . 
else { =) @ 45 pTrigger->t.bCurrAction = bCurAction + 15 

plrigger->t.1Flags |= TF_COMPLETE) Lae 45 } 

i 5A   
    @45| while { ok }; 

@ 45) fh f atetecer- + -bturreaéttiron t= funstrened wnt WAAR TIONS 4



Automating data structure recovery 

   
= z = ae = a ~~ 

  

      
    

      
  

Bxecute script FS Wilh | b 

Snippet list Please enter script body ut LE IDA View-A B Pseudocode-A B S Ret 

Name names = ["“gubUnitFlingy", “guwAttachedUnit", ” ee ee racas ae a 
/ “suwDefaultPowerup", “guwinfestedType”, -data:@0513C24 byte_513C24 db 1, 3, 5, 6, 7, 8, 3 dup(9), 3 dup(@) 

*. all units natn woes. case eer Dump all uni wee . "oom * " .data:@9513C24 ; DATA XREF: sai_setup_ choke _points+1At # . guiUnitBuildimage", "gubUnitFaceAngle”, . — = — 
nitHasShields”, uwUnitEner > oe" . : 

» SHADOW: generate workspaces “chUnitHasShields”, “suwUnitE " data:@@513C3@ public gUNITSArrayDataTbl 
) cri § 5 BY data: 88513038 gUNITSArrayDataTbl TArrayDataTbl <offset gubUnitFlin 1, 228> ~ Snippet_1 "exUnitLife", "“gubUnitPriorityPlane", “ _. e vlaarray (pL ” eee _gubUns By» ly 

©) temp: addresses from the web “gubUnitMoveClass", “gubUnitBaseRank", . eee soa5ecse ; DATA XREF: brieTing_po t_init+eto un_slow_ait 
®) SHADOW: ate blod “gubUnitOrderAl", “gubUnitOrderInitialize”, .data:@@513C3@ TArrayDataTbl <offset guwAttachedUnit, 2, 228> 
- unit “gubUnitorderGuard”, .data:@8513C38 TArrayDataTbl <offset guwDefaultPowerup, 2, 228> 
© Dump selected unit types g " . aw .data:@8513C38 TArrayDataTbl <offset guwInfestedType, 2, 96> 
e test unpack gubUnitOrderAttackUnit", data: a 
2 inerals “gubUnitOrderAttackTile”, “gubUnitWeaponGnd", .data:@8@515C38 TArrayDataTbl <offset guilnitBuildimage, 4, 228> 
— Give miner " enUnitWeapGndL hes". “gubUinithe Air” »data:@@513C38 TArrayDataTbl <offset gubUnitFaceAngle, 1, 228> 
©) SHADOW: Dump cards to shadow anne nee e nec neen! we eetpareeeum data:@@513C3@ TArrayDataTbl <offset gbUnitHasShields, 1, 228> 2 “gnUnitWeapAirLaunches”, "“gubUnitAIData”, 7 . iy 5 C aly 
* > test: cards1 “gulUnitTypeflags", "gubUnitFindEnemy", .data:@8513C38 TArrayDataTbl <offset guwUnitEnergy, 2, 228> 
* gen dummy cards "gubUnitUnmaskTbl1", “gubUnitArmorType", -data:@@513C3@ TArrayDataTbl <offset gxUnitLife, 4, 228> 
®» Dump a string table “subUnitarmorClass", "gubUnitArmor” .data:@8513C3@ TArrayDataTbl <offset gubUnitPriorityPlane, 1, 228> 
®» Load shad meubRCLickaetiontype” a eunReadysnd” -data:@@513C30 TArrayDataTbl <offset gubUnitMoveClass, 1, 228> 

2 2 «= 
? yze tri “guwFirstihatSnd", "guwLastWwhatSnd", .data:@8513C38 TArrayDataTbl <offset gubUnitBaseRank, 1, 228> 

Analyze triggers " * . “om * " »data:@@513C38 TArrayDataTbl <offset gubUnitOrderAI, 1, 228> -_ TransWir guwFirstPissedSnd", "guwLastPissedSnd", 
Dump TransWire "cuwFirstackSnd", " ksnd" -data:@8513C38 TArrayDataTbl <offset gubUnitOrderInitialize, 1, 228> 

> Dump MultSelWires guwfirstacksnd’, “suwlastAcksnd’, data:@8513C3 bl <off bUnitord d “eUnitPlaceboxSize”, "gUnitAddOnOffset”, -data: ® TArrayDataTbl <offset gubUnitOrderGuard, 1, 225> 

e Dump triggers “gUnitBoundBox", “guwUnitPortrait” .data:@85135C38 TArrayDataTbl <offset gubUnitOrderAttackUnit, 1, 228> 

4 saat , : , data:@@513C30 TA DataTbl <offset gubUnitOrderAttackTile, 1, 2 xup stmts addresses “guwUnitMineralsCost", "“guwUJnitGasesCost™ lala rrayvata <offset gubUnitOrderAttackTile, 1, 228> 
- p we tas Sea two " .data:@8513C38 TArrayDataTbl <offset gubUnitWeaponGnd, 1, 228> © bpt: print storm opened file guwUnitTimeToBuild", “guwUnitDepIndex”", ¥ & po 

. : rt * 7 .data:@@513C38 TArrayDataTbl <offset gnUnitWeapGndLaunches, 1, 228> 
* Detect repeating enum gubUnitCountInfo", "“gubUnitFoodMade”, y' & . . 
2 j te 0 “gubUnitFoodUsed", “gubUnitVolume” -data:@@513C38 TArrayDataTbl <offset gubUnitWeaponAir, 1, 228> 

gers " . son . ee .data:@8513C38 TArrayDataTbl <offset gnUnitWeapAirLaunches, 1, 228> ®) func: is_trigger_addrO) gubUnitCargoHold", “guwUnitScoreMake”, y & 
@ = = “zuwUnitScoreKkill”, “guwUnitCustomlame” .data:@8@513C3@ TArrayDataTbl <offset gubUnitAlIData, 1, 228> 
> SetEnumComments "sbProduct” “efEditFlags"] , -data:@@513C38 TArrayDataTbl <offset gulUnitTypeFlags, 4, 228> 

 xrefs -bpt , .data:@@513C38 TArrayDataTbl <offset gubUnitFindEnemy, 1, 228> 
e Dump StatTol data:@@513C3@ TArrayDataTbl <offset gubUnitu kTbl, 1, 228> 

start = 6x513C30 Galas yi BE nitUnmas y ly 

®» CondTable overflow -data:@8513C38 TArrayDataTbl <offset gubUnitArmorType, 1, 228> rt iy" 5 YP 
e DumpLastTrigger def make_table(start): ~data:@@5135C38 TArrayDataTbl <offset gubUnitArmorClass, 1, 228> 

®, TArrayTbl i-@8 .data:@9513C38 TArrayDataTbl <offset gubUnitArmor, 1, 228> 
: : . .data:@8513C38 TArrayDataTbl <offset gubRClickActionType, 1, 228> 

*) QUNITSArrayDataTbl * while True: 
—_ _ os .data:@@513C38 TArrayDataTbl <offset guwReadyS5nd, 2, 166> rd ‘ArrayDataTbl ofs = idc.Dword(start) y euwheaay 
a gFLINGYArrayDa if ofs <2 0: -data:@8513C30 TArrayDataTbl <offset guwFirstWhatSnd, 2, 228> 
) gPORTDATAArrayDataTbl ° data:@@513C3@ TArrayDataTbl <offset guwLastWhatSnd, 2, 228> 

break oo y & + “fF 
e QvECHDATAArrayDiataThl .data:@8513C38 TArrayDataTbl <offset guwFirstPissedSnd, 2, 16> 

) gWEAPONSArrayDataTbl _s .data:@@513C38 TArrayDataTbl <offset guwLastPissedSnd, 2, 106> 9g yDa sz = idc.Dword(start + 4) y guWwla 
= _e data: @@513C38 TArrayDataTbl <offset puwFirstAckSnd, 2, 106> ©) gUPGRADESArrayDataTbl cnt = idc.Dword(start + 8) y & 
at Unit name = names[i] if i < len(names) .data:@8513C3@ TArrayDataTbl <offset guwLastAckSnd, 2, 166> 
@ Geir else 'x' »data:@8513C38 TArrayDataTbl <offset gUnitPlaceboxSize, 2, 456> 
* + print "[Md2d] ("%s' @ x, %d, %d)" % .data:@@515C38 TArrayDataTbl <offset gUnitAddOnOffset, 2, 192> 
2 Impor stubs (i, name, ofs, sz, cnt) .data:@8513C38 TArrayDataTbl <offset gUnitBoundBox, 2, 912> 
. flush triggers , , aoe .data:@@513C3@ TArrayDataTbl <offset guwUnitPortrait, 2, 228> 
~~ bpt: dump last_trigger idc.MakeUnknown(ofs, sz * cnt, .data:@8513C38 TArrayDataTbl <offset guwUnitMineralsCost, 2, 228> 

®> stormimports « -data:@@513C39 TArrayDataTbl <offset guwUnitGasesCost, 2, 228> ide. DOUNK_DELNAMES) y & 
© actionTable overflow - .data:@8513C38 TArrayDataTbl <offset guwUnitTimeToBuild, 2, 228> 

: oa. .data:@@513C38 TArrayDataTbl <offset guwUnitDepIndex, 2, 228> 
* make dec_test() routine if sz == 1: ¥ é P 
® Dump idc.MakeByte(ofs) .data:@8513C38 TArrayDataTbl <offset gubUnitCountInfo, 1, 228> 
< elif sz <= 2: .data:@@513C3@ TArrayDataTbl <offset gubUnitFoodMade, 1, 228> 

.data:@@513C3@ TArrayDataTbl <offset gubUnitFoodUsed, 1, 228> 
Line 31 of 45 Line:30 -Column:1 .data:@8@513C38 TArrayDataTbl <offset gubUnitVolume, 1, 228> iy" 5 
-_ edata:@@515C38 TArrayDataTbl <offset gubUnitCargoHold, 1, 228> 

Scripting language Python * Tab size »data:;@8513C38 TArrayDataTbl <offset guwUnitScoreMake, 2, 228> 
.data:@8513C38 TArrayDataTbl <offset guwUnitScoreKkill, 2, 228> 

Run .data:@8513C38 TArrayDataTbl <offset guwUnitCustomName, 2, 228> 

00113C30 00513C30: .data:gUNITSArrayDataTbl 

Ber Tee | ee ea Noa =  



Identify — Statically identify all addresses /1 

¢ StarCraft Remastered collects game telemetry (including map 

information, etc.) 

¢ As of October 2017, we had around ~603,773 total unique maps played 

¢ Of which 17,916 were EUD maps (i.e. contained out of bounds 

indices) 

e After | managed to reverse engineer enough of the game, | wrote a tool 

to process all the maps, identify EUD maps and dump the out-of-bounds 

EUD addresses 

Exe Command Shell O 

: ‘\A11-EUD-Maps>EUDDump. exe 
Oey t= 

Sette oe ae en T= Do not parse again, just read the cache file. 
--input map tile Specify the input map file 
--workdir Specity the work directory where caches and report files will be generated 
--hidden-triggers [hexots] Specity the hidden trigger offset within the strings table 

Pa Oe eee -lee  



Identify — Statically identify all addresses /2 

   (S:) > AlL-EUD-Maps * temp » S4d7/c3bf891e9e5956d13be350b4733.map 

   
Name ° Date modified Type Size 

| error. bet 1/9/2018 10:50 AM Text Docurnent O KB 

| scenario.chk 1/9/2018 10:50 AM —s Recovered File Fra... 14,632 KB 

| strimeps. tet 1/9/2018 10:50 AM Text Docurnent 44 6B 

| summary. tet 1/9/2018 10:50 AM = Text Docurment 7 KB 

| triggers. tet 1/9/2018 10:50 AM Text Document 251 KE 
  

[=] S:\Al-EUD-Maps\temp\94d77c3bf891e%e5956d 1 3be350b4733,map\summary.tet - Viewer 

File Edit Search View Convert Options Help 

Total EUD triggers: 2361 
Unique EUD triggers: 276 

—-> BOSSAS64 : 2 hit(s) 

-> BO58DC64 = 36 hits) 

—> BOS8DDBS =: 38 hit{s) 
-> BOS8DDBC = 36 hitf{s) 

-> BOS8DDDS = 36 hitf{s) 

—> BOS8DDDC =: 38 hits) 
-> BOS8DDFS = 36 hitf{s)  



Identify — Statically identify all addresses /3 

e After aggregating the unique EUD 

addresses across all of the 17k EUD 

maps, | ended up with around ~800 

variables used by popular EUD maps 

¢ | wrote an IDAPython script to emit a 

table for all the unique addresses, 

their names and sizes 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

{'addr': 

HxGGb618B9, 
AxGG6616E8, 
exeggool/ce, 
HxMegGb62169, 
AxGGb622766, 
exMGGbG2559, 
AxGGb62668, 
exeggoo2e96, 
exMgG661516, 
AaxGeGob47E9, 
exMGG65FC16, 
AaxeGG65FDe0, 
exeGo5FFRa, 
HxMGGbbE1/6, 
AxGGbb8268, 
HxMGGbbE426, 
AaxGeGb69606, 
exegooe/ca, 
HxMGGbHE956, 
AxXGGbHGA7S, 
exMGGb69C56, 
AXGGbHGESS, 
exegobeFce, 
exMgeobl44e, 
AxGG661EE6, 
HxGGb61FCa, 
AxGG6626E8, 
exegob2BFa, 
HxMEGbH3406, 
Axge6635D8, 
HxMGGGHIE66, 
AxXGG663B56, 
exeggo6scle, 
axGGb63009, 
AxX@G663EB6, 
exMegeob44i1e, 
AxGG6645E8, 
exeggob46ce, 
exMeGbH4960, 

‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 
‘size': 
‘size': 
‘size': 
'size': 
‘size': 

exMBeevesog, 
axBeeseee4 , 
exeesees29, 
exMBeGeveeGe4 , 
AxBeGeseee4 , 
exMBeevesog, 
axGeeesoa, 
oxGGBIGGE4 , 
exBeevelce, 
AxBeGeseee4 , 
exMBeeveeGe4 , 
exeeaeeelce, 
exegesegelcs, 
exMBeGeveeGe4 , 
axeegeegelce, 
exBeevelce, 
axBeeseee4 , 
exegesegelcs, 
exMBeGeveeGe4 , 
axeegeegelce, 
exBeevelce, 
exeeaeeelce, 
oxGGBIGGE4 , 
exBeeveeD4 , 
axed , 
exeeeveeD4 , 
exgeeeelad, 
exegesegelcs, 
exBeevelce, 
AxBeGeseee4 , 
exBeevelce, 
axeeeeeeD , 
oxegegeegD4 , 
exMBeGeveeGe4 , 
axeegeegelce, 
exMBeeveeGe4 , 
axBeeseee4 , 
oxGGBIGGE4 , 
exMBeeeeeca , 

‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 
‘ida_name': 

"“ouiUnitBuildimage", ‘flags': 8}, 
“gubUnitWeaponAir", ‘flags': @}, 
"eUnitBoundBox", '‘flags': @}, 

"“gubUnitArmorClass", ‘flags': 8}, 

"subUnitOrderInitialize", ‘flags': 8}, 
"oxUnitLife", 'flags': @}, 
"“gUnitPlaceboxSize", ‘flags': 8}, 
"subRClickActionType", ‘flags': 8}, 
“ofEditFlags", ‘flags': @}, 

‘gbUnitHasShields', 'flags': 4}, 
‘onUnitWeapAirLaunches', ‘flags': @}, 
‘guwUnitGasesCost', ‘flags': §}, 

‘guwFirstWhatSnd', 'flags': &}, 

‘gubUnitAlData', 'flags': @}, 

‘suwWUnitCustomName', 'flags': 8}, 

‘guwUnitTimeToBuild', 'flags': @}, 
‘ebProduct', ‘ftlags': 8}, 

‘guwAttachedUnit', 'flags': @}, 

‘gubUnitCargoHold', ‘flags': 8}, 

‘guwUnitDepIndex', 'flags': G&}, 

‘guwDetaultPowerup', '‘flags': @}, 

‘guwUnitEnergy', '‘flags': @}, 

‘gubUnitMoveClass', 'flags': 8}, 

"guwlastAckSnd', ‘tlags': @}, 

‘guwlastPissedSnd', 'flags': 4}, 

‘guwReadySnd', ‘tlags': +}, 

‘gUnitAddOnOffset', ‘flags': 4}, 

‘guwLlastWhatSnd', ‘flags’: d}, 

‘guwUnitScoreMake', ‘flags': 8}, 

‘gubUnitArmorType', ‘flags': 8}, 

‘guwUnitMineralsCost', ‘flags': 8}, 
‘guwFirstPissedSnd', ‘flags': 8}, 
‘guwFirstAckSnd', ‘flags': 8}, 

‘gubUnitBaseRank', ‘flags': @}, 

‘suwUnitScoreKkill', 'flags': 4}, 
‘gubUnitVolume', '‘flags': @}, 

‘enUnitWeapGndLaunches', ‘flags': @}, 

‘gubUnitFoodMade', 'flags': &}, 

‘guwintestedType', ‘tlags': @},



Identify — Statically identify all addresses /4 

¢ Static address discovery was not enough: 

¢ Some EUD maps were dereferencing 

pointers and reaching into the heap 

e Some structures are complicated and 

linked to other structures (linked lists, 

TCtrl*, TDialog*, etc.) 

¢ Need more tools: 

e¢ realized the need for a dynamic EUD 

address tracer 

¢ |also needed a way to single step / debug 

triggers 

¢ | developed an EUDTracer, a DLL that hooks the 

game and instruments all the relevant trigger 

handling code  



Identify — Dynamic tracer /1 

¢ The instrumented game binary calls into the tracer DLL upon each read/write 

-text:@@4C5EBC 98 nop text Oe408446 
~text:@B84C5EBD 8D OC 49 lea ecx, [ecxtecx*? text; 08460446 loc 460446: 3 CODE XREF: death cou 

text: @0450446 8D @4 46 lea eax, [eaxteax™2 | ; jumptable e@4603A7 d 

text: 60460449 8D @C 81 lea ecx, fecx+eax™4 ; bot cond deaths:addr 

     
      

  

.text:@G4C5EC3 8B 45°08 

         

  

    text: @H4C5EC6 

-Text: 664C5ECD text 00460453 
- text: @@4C5ECD loc. 4ACSECD: 3 CODE XREF:: set death é 
. text :@@4C5ECD 3 set_deathstEBty ... text: 00460453 .. Joc 460453: 
-text:@@4C5ECD ES FE 61 22 Be call hook set_deaths text Gb4604535 EG Fa BC 28 o6 call trace death count 

[ [e222 2222-22-22 2-22-22 + 2-2-2 222-222 2-2-2 <2 2-2 22-222 2-2-2 2-2-2 ---------- 
static void install_tracer_hooks:) 
1 

HOOK_PTR(EHI_COND_ PARSE) 
HOOK PTR(EHI TRIG EXEC) 
HOOK PTR EHI_SET DEATHS) 
HOOK PTR(EHI_ SUB DEATHS) 
HOOK PTR(EHI_ADD DEATHS) 
HOOK PTR(EHI_COND DEATH COUNT) 
HOOK PTR(EHI_ TRIGGERS LOOP) 

(DWORD)trigger_cond_parse; 
(DWORD)trigger_execute; 
(DWORD)Jeud_act_set_deaths; 
(DWORD)eud_act_sub deaths; 
(DWORD)Jeud_act_add deaths; 
(DWORD)eud_cond_deaths; 
(DWORD)eud_triggers_loop;



Identify — Dynamic tracer /2 

eud_itemdef_t eud_items[EUD_ITEM_COUNT] = 

1 
e The Python table containing EUD DEF_EUD_ITEM(@x@868C1F0, @x80000004, sgpStatDataDlg), 

DEF_EUD ITEM(@x@@68C234, @x@@990004, sppStatResD1g), 
addresses is passed to a source code DEF _EUD ITEM(@x@@59CB5C, @x8@@090004, sepMinimapD1g), 

, DEF_EUD ITEM(@x@@68C149, @x@@99@004, sepTextBoxD1g), 
generator to emit C code and tables DEF_EUD_ITEM(@x@@68C148, @x@9@99904, senStatCmdDlg), 

DEF_EUD_ITEM(@x@@68C224, @x@@900004, sepStatMiscDlg), 
DEF_EUD_ITEM(@x@@6G6570, @x@@900205, gubSpriteCanBeHit), 

e The tracer uses that table to account for DEF_EUD ITEM(@x@@628458, @x@@e@eG084, efpMtxSet), 
DEF_EUD_ITEM(@x@@6645E0, @x@@9@0GE4, enUnitWeapGndLaunches), 

memory access DEF_EUD_ITEM(@x@@65FC18, @x@@@000E4, enUnitWeapAirLaunches), 
DEF_EUD_ITEM(@x@@6CEFFS, @x@@9004B@, gbInvalMap), 
DEF_EUD_ITEM(@x@@601260, @x@@900004, gpSquareMap), 
DEF_EUD_ITEM(@x@@6CA24G, @x@@900001, gubFlingyMinBank), 
DEF_EUD_ITEM(@x@@6DSECB, @x@@900004, gpMtxInfo), 
DEF_EUD_ITEM(@x@0628444, @x@@900004, efpCellBuf), 
DEF_EUD_ITEM(@x@@628494, @x@@gga004, efpCellMap), 
DEF_EUD ITEM(Gx@@4FF9@0, @x@@G@08@C, szLastReplayDesc), 
DEF_EUD_ITEM(@x@@41E0Da, @x@@geeee4, addr_@@41E@De), 
DEF_EUD_ITEM(@x@@655C58, @x@@G0G1B8, gszFidgetSmk), 
DEF_EUD_ITEM(@x@@655E80, @x@@G001B8, gszTalkSmk),  



Identify — Dynamic tracer /3 

When the game loads an EUD map, the tracer 

DLL intercepts all out-of-bounds access 

Any unknown address triggers a breakpoint for 

further analysis and identification 

After | identify an unknown address, | add it to 

the Python table which is used to update the 

tracer’s EUD items table 

Wold = stdcall eud_act_set_deaths([ 
Uints3?_t val, 
Uints?_t idx) 

  

1 
inc_perf_counter(CT_SET_DEATH); 

DWORD addr = MAKE_EUD_ADDR_IDX(idx); 

auto eud = eud_get_item(addr, wal, 1); 

if (eud == nullptr) 

DBG_OUT("<Addr S@8x: set_deaths; val: S@8M>\n", addr, val); 

BPT_ONCE: 
t 

r 

Wold — stdcall eud_cond_deaths[ 
uint32_t val, 
uint32_t idx) 

inc_perf_counter(CT_COND_DEATHS); 

DWORD addr = MAKE_EUD_ ADDR_IDX(idx); 

auto eud = eud_get_item(addr, wal, -2); 

if feud == nullptr) 

1 
DBG_OUT("<Addr S@8x: cond_deaths; val: S@8M>\n", addr, val); 
BPT_ONCE;



Identify — Dynamic tracer /4 

e The tracer’s main role is to guarantee that all 

the addresses referred to from the EUD map 

are accounted for 

void eud_init_dynamic_items{ } 

t 

  

// Get Storm base 

@ storm_base = (uint32?_t)GetModuleHandleA( "storm.d1ll"); 

DBG_OUT("Initializing dynamic EUD items....\n"); 

void init_triggers_list{} 

1 
std: :set<TRIGGERNODE *> wisited; 
TSList_TRIGGERNODE *pTriggerList = sc_p sgTriggers; 
for (int iPlayer = 8; iPlayer < NET_MAX_NODES; ++iPlayer, ++pTriggerList} 

i 
DBG_OUT("trigger list %d: S@x\n", iPlayer, pTriggerLlist}; 

TRIGGERNODE *next = pTriggerList->m_terminator.m_next; 
for (int iTrig = 8;; ++iTrig) 

1 
uint3?_t trig_addr = uint32_t(next); 

ff Terminal? 

if ((trig_addr & @x1) != @) 
break; 

ff Detect circular 
if (visited.find(next) != std::end(visited) ) 

t 
DBG_OUT( "found circular dependency for Sp in %d.%d\n", next, iPlayer, iTrig); 
break; 

t 

// Format the trigger name 
char trig_str[98]; 
_snprintf#_s(trig_str, _countof(trig_str), “trigé@2d_%@5d", iPlayer, iTrig); 

— auto trig = FREE ¢ ie eccr., trig_str, sizeof(TRIGGERNODE) ); 
trig->flags ERS | EIF_IS DYNAMIC | EIF_DYNAMIC_NAME; 

visited.insert(next); 

next = next->m_link.m_next;  



Identity — More debugging tools 

¢ Having a way to record all accessed EUD addresses 

was not enough to understand the intent behind 

the access 

¢ |had no real way to debug an EUD map: 

¢ | needed a way to nicely represent an EUD 

address 

¢ | needed to single step after each trigger 

¢ | needed a way to convert a series of 

read/write primitives to pseudo-code 

 



Identify - EUD address to symbolic name /1 

¢ If! wanted to trace triggers, | needed to have a way to convert an address 

to a nice variable representation 9e000000 TCard struc ; (sizeot=@xC, align=@x4, mappedto 225) P , , align=@x4, mappedto_ 
¢ So what is the symbolic representation of: [Pe5e8808 ; XREF: .data:gCards/r 

ata i © Koe If 

e Ox5187E8 + (OxC * 3) + 4? BOBRREEE wEtTnCount dd : : base ‘LA 

> gCards[3].pBtns BGBGG884 pBtns dd ? ; offset 
‘P 99900808 wSecondaryCard dd ? 

BABRAROC TCard ends 

data: 

data: 

.data: 

data: 

.data: 

.data: 

data: 

.data: 

.data: 

data: 

data: 

.data: 

data: 

data: 

data: 

.data: 
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.data: 
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@6 
DS 
FF 
@9 
BS 
FF 
@6 
19 
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88 
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3 struct 

@G+eCards 

  
  

epCards[ 256] 

  
46, offset seTMarinetard, @FFFFH>; 

; DATA XREF: statecmd set_action_btns+1Dto 
; CUnit  SetOwner+91tr 

<9, 
<6, 
<5, 
<8, 
<7, 
<0, 
<9, 
<7, 
<B, 
<6, 
<7, 
<6, 
<8, 
<8, 
<5, 
<B, 

offset seTGhostCard, @FFFFH>; 1 

offset seTVultureCard, @FFFFh>; 

offset seCombatCard, @FFFFh>; 

@, @FFFFA>: 4 
offset seTTankCard, @FFFFh>; 5 

@, @OFFFFH>: 6 

seTSCVCard, @FFFFh>; 7 

seTWraithtCard, @FFFFh>; 

seTVesselCard, @FFFFh>; 

seTMarineCard, @FFFFh>; 

offset 

offset 

offset 

offset 

offset 

offset 

setransportCard, @FFFFh>; 11 

_ 

rm 

i 

=, 

< 

ba 
Ts)

 

"lca 

i 

seTCruisertard, @FFFFA>; 1 

@, @FFFFA>; 13 
@, @FFFFH>; 14 
offset seCombatCard, @FFFFh>; 15 

offset seTKerriganCard, 1>; 16 

=, 

<



Identify - EUD address to symbolic name /2 

address into a nice symbolic name 

> lf the array’s indices are 

based on enums, then “R” 

will properly show the 

enum name instead of a 

numeric index 

With the help of the Hex-Rays decompiler and other 

metadata, | wrote the function “R” to resolve an 

Please enter script body 

  

Output window 

  

  

print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print 
print   

R(@x@058C348)[1] 
R(@x@058C378)[1] 
R(@x@058C3A8)[1] 
R(@x@058C3D8) [1] 
R(@x@058C408)[1] 
R(@x@058C474)[1] 
R(@x@058C478)[1] 
R(@x@058C498)[1] 
R(@x@@58C4C8)[1] 
R(@x@058C4F8)[1] 
R(@x@058C528)[1] 
R(@x@058C558)[1] 
R(@x@@58C56C)[1] 
R(@x@058CE28)[1] 
R(@x@058D2B0)[1] 
R(@x@058D2B4)[1] 
R(@x@058D2B8)[1] 
R(@x@058D314)[1] 
R(@x@058D338)[1] 
R(@x@058D349)[1] 
R(@x@058D368)[1] 
R(@x@058D36C)[1] 
R(@x@058D370)[1] 
R(@x@058D394)[1] 
R(@x@@58D39C)[1] 
R(@x@@58D3CC)[1] 
R(@x@058D3F8)[1] 
R(@x@@58DC60) [1]   

&e s.glUnitCounts[COU_UNI_DEATH][UNI_P_TRIBUNAL][PLYR_TWO] 
&e s.g]UnitCounts[COU_UNI_DEATH][UNI_P ROBOTICS BAY][PLYR_TWO] 
&e s.glUnitCounts[COU_UNI_DEATH][UNI_P SHIELD BATTERY][PLYR_TWO] 
&e s.glUnitCounts[COU_UNI_DEATH][UNI_P_KHAY_FORMATION][PLYR_TWO] 
&e s.glUnitCounts[COU UNI _DEATH][UNI_P_TEMPLE][PLYR_TWO] 
&e s.g]UnitCounts[COU UNI _DEATH][UNI_MINE_V1][PLYR_FIVE] 
&e s.glUnitCounts[COU _UNI_DEATH][UNI_MINE_V1][PLYR_SIX] 
&e s.glUnitCounts[COU_UNI_DEATH][UNI_MINE_V2][PLYR_TWO] 
&g s.glUnitCounts[Cou | I_DEATH][UNI_MINE V3][PLYR_TWO] 
&g s.glUnitCounts[COU_UNI_DEATH][UNI_CAVE][PLYR_TWO] 
&e s.g1UnitCounts[COU_UNI_DEATH][UNI_CAVEIN][PLYR_TWO] 
&g s.glUnitCounts[COU_UNI_DEATH][UNI_CANTINA][PLYR_TWO] 
&e s.g1UnitCounts[COU_UNI_DEATH][UNT_CANTINA][PLYR_SEVEN] 
funsigned 
(unsigned 
funsigned 
(unsigned 
funsigned 
(unsigned 
funsigned 
(unsigned 
funsigned 
(unsigned 
funsigned 
(unsigned 
funsigned 
(unsigned 
(unsigned 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

int 

*\8e s.gubTechAllowed[@][4] 
*\e 5. gubUpgradeLevels 
*\8e s.gubUpgradeLevels[@][4] 
* ae 5. pubUpgradeLevels[@][8] 
*\8e s.gubUpgradeLevels[2][#8] 
*\ae 5. pubUpgradeLevels[2][44] 
*\8e s.gubUpgradeLevels[3][6] 
*\e 5. gubUpgradeLevels[4] 
*\8e s.gubUpgradeLevels[4][4] 
*\ae 5. pubUpgradeLevels[4][8] 
*\8e s.gubUpgradeLevels[4][44] 
* ae 5. pubUpgradeLevels[5][6] 
*\8e s.gubUpgradeLevels[6][#8] 
* ae 5. pubUpgradeLevels[7][6] 
*\e 5.gfExtMapRegions[®@] 

  

Python 
 



Identify — Static pseudocode generator /1 

¢ SCMDraft trigger editor textually represents the trigger script: 
  

Trigger {i Team a fie," ti Team 2 1:00 // Trieeer: 1022 
  

  
  

      
   

  

   

  

   

  

   

Conditions: 
Deaths [ » Exactly, 1):;4# Addr = 8x@@58CBS6; Value = 8x8@e000001 

Deaths » Exactly, 2);34' Addr = @“@@58C438; Value = @x@ene0ge2 

Deaths ( ,» Exactly, 11):;3# Addr = @«@858C498; Value = 888000006 

Bringt , At least, 1); 
Bringt , At least, 1); 

Actions: 
Set Deaths( , Set To, 8):3# Addr = 8«8855C948: Value = @x800000008 
Set Deaths ( » Set To, 108):## Addr = @«@858CBE6; Value = 8xe8e08054 
Set Deaths ( » SUbtract, 25);8## Addr = 8x8858CEB58; Value = @80080019 
Set Deaths( » Add, 50);34 Addr = @xO@@5EAE78; Value = @x80000032 
Set Deaths/( , Set To, @);34 Addr = @x@658CA38; Value = @xaagegeg8 
Set Deaths( , Set To, 144):8## Addr = 8«@858C3D68; Value = 8xeae0Re08 
   

    

   

   

      

Move Location( 
Remove Unit( 

  

    

    

» “Invalid Location"); 

Set Deaths( ,» Set To, 12);8# Addr = 8x@G5EB8CC; Value = 8x8000000C 
Set Deaths/( ,» Add, 28905984) ;4## Addr = @«80666298; Value = @x813Fa900a 
Set Deaths , Add, 1473):## Addr = @x@@6C9C98: Value = @x@@@085C1 
Set Deaths ( , Add, 1287):## Addr = @x@@6C9F28: Value = @xeeeea5e7 
Set Deaths( ; , Add, 4@):## Addr = @x@@6C9E2C; Value = @xaaaaae2s 
Create Unit with Properties( 1, “Invalid String", 3); 

     
    

    
   
  

Set Deaths( 
Set Deaths( 
Set Deaths( 

exeeeeescl 
Oxeeeeesey 

» Subtract, 1473):## Addr = 8x@86C9C98; Value 

» Subtract, 1287):;## Addr = 8x@86C9F26; Value 

Set Deaths/( , Subtract, 48);4## Addr = @«@@6C9E2C; Value = 8xeeegeg26 

Set Deaths( » Set To, 8):8# Addr = 8x@8568CBS8: Value 
Play WAVE 
Comment 
Preserve Trigger(); 

} « end Trigger » 

= = - 

» Subtract, 28995984) ;## Addr = 880666290; Value = 8x@13Fea00 

= Sxeeeee9s 

  
 



Identify — Static pseudocode generator /2 

| wrote a converter from the triggers text to C pseudo-code 
(convert triggers to an AST and then emit as C pseudo-code) 

def trig2cpp(fn, dbg_output_file=-False): 
try: 

# Check if IDA is running 
R 

# Convert a11 addresses to names 

out_fn = fn + '.tmp' 

trig_to_trigaddr( fn, out_fn) 

# Switch input file 
t= fn + *.cpp' 

fn = out_fn 

out_ftn = t 

except: 

# No address conversion 

out_fn = fn + ‘".cpp" 

f = open(fn, ‘r') 
lines = f.readlines(} 
F.close( } 

# Create a parser 

p = triglang.parser_t(lines, False) 

# Parse input file 
p.parse(dbg_output_file) 

f = open(out_fn, ‘w') 
for trigger in p.triggers: 

F.write(str(trigger) + "\n") 

F.close() 

# Expose the parsed triggers 

global ptriggers 
ptriggers = p.triggers 

class trigger_t object): 

det __ init__(self, expr = 

self.expr = expr 

‘', id = @, addr=@): 

self.addr = addr 
v'rTe?doger node address volue™"" 

self.id = id 
vwrTedgger serial number""™ 

self.conditions = [] 
self.actions = [] 
self.in_conditions = False 
self.in_actions = False 

self.raw_body = None 
arerer Pay trigger body""" 

self.obj_body = None 
‘'"Teigger body as o Python object""" 

class stmt_tiobject Ve 

def 

def 

__ init__(self, func, 

stmt='"', 
generic=True, addr=9, 

sym=None, compare=None, 
VWalue= 8, var=None, 
is _cond=False, 

eud idx=None, 
parent=None)}: 

  
  

  

self.func = func 
vrrstotement function nome 
self.stmt = stmt 

v'"Row statement''”™ 
self.addr = addr 
e'"Target or source address 

self.eud_idx = eud_idx 
vTrFUD index as captured by trocer 
selfT.sym = sym 
ceersymbol ot address" ™" 

self.compare = compare 
v''Comporator or operotoer 
self.value = value 

"'"Target or source value 
self. generic = generic 
ew Seneric statement"™™ 

self.var = var 
"Vor able name from stotement™™” 
self.is_cond = is_cond 

vrrTs this an action or condition" 

self.parent = parent 
ew rRorent. Usually the trigger""™ 

__str__(self): 
"''Render statement to string 

  

sym = self.sym if self.sym is not None else self.var 

stmt = self.stmt 

if (sym is not None) and (self.value is not None) and (self.compare is not None}: 
if sym.startswith('&"}: 

sym = *_ * + sym[1:] 

# Treat value as number or string 
try: 

stmt = "Ss %s @xeOSK" & (sym, self.compare, self.value) 
except: 

stmt = "Ss %5 %s" % (sym, self.compare, self.value) 

if self.is_cond: 

stmt = “(%s)" % (stmt.replace('s", "')) 
else: 

stmt = "Ss; /f S88x " % (stmt, self.addr) 

return stmt



Identify — Static pseudocode generator /3 

¢ Trigger text converted to C pseudo-code (trig2cpp()): 

ff" le Team 1 levy" te Team 2 fem 

void trigger_1022() 
{ 

if (((_ g s.glUnitCounts[COU_UNI_DEATH][UNI_STARTLOC][PLYR_TWO] == @x@e@e0G01)) Be 
((_ ¢ s.g1UnitCounts[COU_UNI_DEATH][UNI_INSTALL_ SPIKED DOOR1][PLYR_TWO] == @x@@egega7)) 2s 
(( ¢ s.glUnitCounts[COU_UNI_DEATH][UNI_MINE_V?2][PLYR_TWO] == @x@@@80@0B)) && 
(Being( "Current Player", "Terran Science Vessel", “Invalid Location", At least, 8x88900001)) && 
(Being( "Current Player", "Terran Science Vessel", “Invalid String", At least, 8809999001) )) 

_ g_s.g1UnitCounts[COU_UNI_DEATH][UNI_INSTALL_HATCH][PLYR_TWO] = @x@eeeeeee; // B858cSaB 
_ g s.g1lUnitCounts[COU_UNI_DEATH][UNI_STARTLOC][PLYR_TWO] = @x@eeegee64; // BE58cbae 
_ g s.g1UnitCounts[COU_UNI_DEATH][UNI_INSTALL_WALL_FLAMERF][PLYR_TWO] -= @@@@e9@19: // @B@58cb58 
_ g s.g1UnitCounts[COU_UNI_DEATH][UNI_Z COCOON][PLYR_TWO] += @x@@@egeas2: // @@58ae78 
_ g s.g1UnitCounts[COU_UNI_DEATH][UNI_INSTALL_SPIKED DOOR1][PLYR_TWO] = O@x@e@eeeeee; // BB58caZs 
_ g s.g1UnitCounts[COU_UNI_DEATH][UNI_P_KHAY_FORMATION][PLYR_TWO] = @x@e@@e@eac9: // BO58c3a8 
Move Location("Current Player", "Terran Sclence Vessel", “Invalid Location", "Invalid Location"); 
Remove Unit( "Current Player", “Terran Science Vessel"); 
_ g_s.g1UnitCounts[COU_UNI_DEATH][UNI_P_ARBITER][PLYR_ SEVEN] = @x@@@e@eaeC: // @O@58bGcc 
_ guwSpriteImage[SPR_Z MUTALID DEATH] += @x@13Fa00a: // @8666290 
_ gxFlingyAccelL[FLI_7 OVERLORD] += @x8@0005C1; // 8@6c9°98 
_ gxFlingyMaxVeL[FLI_Z OVERLORD] += @x@aee@esa7; // @@GcoF28 
— gubFlingyMaxTurn[FLI_Z OVERLORD] += @x8@0000278; // @86c9e2c 

Create Unit with Properties("Current Player", "Yggdrasill (Overlord)", 1, “Invalid String", 889800083); 
_ guWSpriteImage[SPR_Z MUTALID_DEATH] -= ®8x@135Fe@08; // 886662998 

_ gxFlingyAccelL[FLI_Z_ OVERLORD] -= @«8@0005C1; // 8@6c9°98 
_ gxFlingyMaxVeL[FLI_7 OVERLORD] -= @x@@@@@5e7; // B@Gc9F28 
— gubFlingyMaxTurn[FLI_Z OVERLORD] -= @“80000028. // @@6c9e2c 
_ g s.glUnitCounts[COU_UNI_DEATH][UNI_STARTLOC][PLYR_TWO] = @x@eegeeee; // BE58cbaE 
Play WAV("sound\\Bullet\\zdeAttee.wav", 8x8@8800800); 

Comment ( "+taxcx%AA" ); 
Preserve Trigger[ ); 

y « end if ((_¢ s.glUnitcounts[c... » 

y « end trigger_1@22 »



Identify — Dynamic pseudocode generator /1 

With IDA’s conditional breakpoints and the Appcall feature, 

| wrote a dynamic pseudocode generator: 

e It helps debug the map trigger logic during runtime 

e It helps in the discovery and understanding of 

dynamic triggers (generated by the EUD compiler 

from trgk) 

Conditional breakpoints are set at strategic entrypoints 

(pre, in and post trigger execution) 

Babs 0x42CB6C bpt_cond_deaths(stage=0) 
Boabs 0x42CB71 bpt_cond_deaths(stage=2) 
Babs 0x46044C bpt_cond_deaths(stage=1) 
Babs 0x4891E8 bpt_trigger_parse(stage=2) 
Babs 0x4891F2 bpt_trigger_parse(stage=2) 
Boabs 0x489478 bpt_trigger_parse{stage=0) 
Babs Ox4CS5BEC bpt_act_set_deaths(stage=1, reg= ‘ecx) 
Babs Ox4C5BFA bpt_act_set_deaths(stage=1, reg='ecx’) 
Babs Ox4C5D75 bpt_act_set_deaths{stage=1, reg='eax’) 
Babs Ox4CSECE bpt_act_set_deaths(stage=1, reg='edx’) 
Babs ox4Cécco bpt_act_set_deaths(stage=0) 
Babs Ox4C6CDF bpt_act_set_deaths{stage=2) 
Babs Ox4C6CF5 bpt_act_set_deaths(stage=2) 
B abs 0x4CéD0B bpt_act_set_deaths(stage=2) 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

Break 

cond_deaths: start 

bpt_cond_deaths:flush 

cond_deaths: symbols 

flush trig 
flush trig 
tigger: start one 

loc_4CSBFA 

act_set_deaths: capture 

act_set_deaths: flush (sub) 

act_set_deaths: flush (add) 

bpt_act_set_deaths: flush 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace 

EUD trace



Identify — Dynamic pseudocode generator /2 

¢ Conditional breakpoints dynamically build the AST on access 

def bpt_trigger_parse@(stage-0, reg-None): def Dpt_act_set_deaths(stage-9, reg-None): 
"""Called to handle o trigger Lifetime"™"" "Called to handle the set death oction Lifetime""" 
global last_trig global last_action 
bpt_ret = val_resume_bpt 

# Capture 

4 if stage == @ and last_trig: 

# Capture if not reg: 
if stage == @: reg = ‘Ecx' 

if not reg: 
reg = ‘esi! ok, _act = tp_action.retrieve(getattr(cpu, reg)) 

if not ok: 

trig_addr = getattr(cpu, reg) orint("Failed to deserialize condition!") 

last_trig = triglang.trigger_t( # Suspend 
id=len(triggers), return 1 

addr-trig_addr) value = _act.1Parm & OxfffFFFFF 

last_trig.expr = "Trigger address %x ; %5" % (trig_addr, get_symbol(trig_addr)) last_action = triglang.stmt_t( 

func = ‘Set Deaths’, 

# is_cond = False, 
# Flush stmt = 'Set Deaths(%@8X, %@8X, Sd, %O8X)' & (_act.dwPlayer, _act.wlype, _act.bQualifier, value), 
elif stage == 2 and last_trig: value = value, 

# Only remember non empty triggers compare = triglang.OPERATORS_TABLE[_act.bQualifier]) 
if not last_trig.empty(): # Extract address 

triggers .append(last_trig) elif stage == 1 and last_action: 
oo, . last_action.eud_idx = getattricpu, reg) 

if single_step_triggers > @: last_action.addr = = E(last_action.eud_idx) 
print triggers[-1] last_action.sym = get_symbol(last_action.addr} 
1f Single_step_ triggers == 1: # Flush 

bpt_ret = 1 elif stage == 2 and last_action: 
last_trig.add_stmt(last_action) 
last_action = None 

last_trig = None 

# Always resume 

return bpt_ret return val_resume_bpt



Demo — Dynamic pseudocode generator /1 

e The debug script has a ‘Single step’ switch to break after each trigger 

e¢ Pseudocode is emitted on the fly 
St e ¥ = = = = 

File Edit Jump Search View Debugger Options Windows Help 

   
    

fr GO) Remote windows debugger Tit 3 Om Bad: wr of of |: F1| 33 of | 5s 

te] =] IDA view-a EQ Fd | Breakpoints s Recent scripts General registers =] Output window E 
wt 89108 tf Reset A } Lora tei Tew LTT JABPR apo 20 T= Ooo, af esas os 

-text:@8489108 and eax, not (TF_EXECUTING or TF_ABOF } 
File Edit View WM Tabs Help | Ay .text:@84891DB mov [esitz_TRIGGERNODE.t.bCurrAction] 

«text: @84891E2 mov [esitz TRIGGERNODE.t.1Flags], ea   
ff Trigger address 7837ae8 ; (unsigned int *)&unk_7837AE8 

.text:08489168 retn; flush trig void trigger 19() 
» text: @84891E8 

» text: @84891E9 

[| Win?x86Pro 

" bext ,80489169 if (((_ g_s.glUnitCounts[COU_UNI_DEATH][UNI_T MARINE][PLYR_ NEUTRAL SLOT] >= @x@@010000))) 

eee es _ g_s.g]UnitCounts[COU UNI DEATH][UNI T MARINE][PLYR NEUTRAL SLOT] -= @x@ee@1@000; // @@58a390 
text: @8@4891E9 or eax, TF_COMPLETE : 5 
"tesct=@B4891EC mov [esi+948h] eax (unsigned int *)&gepMapStrs += @xeeeleeaa; // ee5993d4 

-text: @84691EC } i 

text: @84891F2 

-text:@04891F2 @iiret:; CODE MREF: trigger execute+sBtj 
ff Trigger address 7842558 ; (unsigned int *)&unk_7842558 
woid trigger_2@() 

  

» text: 664891F2 

-text:@04891F2 trigger_execute endp : ; 
i _ . = BxbebeB408 " bext @R4R9122 if (((_ g_s.glUnitCounts[COU_UNI_DEATH][UNI_T MARINE][PLYR_NEUTRAL SLOT] > yy) 

»text: @64891F2 

text: @84891F3 align 1@h 
- text: 66489268 

- text: 66489208 >UBROG NE i 

- text: 66489208 i 

text: 98489280 . . . kg 
-text:60489200 ; signed int usercall trigger_cond par: ofr amy 7849678 5 (unsigned int *)&unk_78496F8 
-text:60489200 public trigger_cond parse - 
.text:60489200 trigger_cond parse proc near 
-text: 00489200 ; CODE XREF: trigger_parse+28+p 

" .text: 00489208 push esl 
* »text: 06489281 push edi 

_ g s.g]UnitCounts[COU_UNI_DEATH][UNI_T MARINE][PLYR_NEUTRAL SLOT] -= @xe@e@easee; // ea58a390 
unsigned int * apstrs += @xeeeee4tee; // ee5993d4 16! Bp 

if (((_ g_s.glUnitCounts[COU_UNI_DEATH][UNI_T MARINE][PLYR_NEUTRAL_SLOT] >= @x@@e@a040))) 

_ g_s.glUnitCounts[COU_UNI_DEATH][UNI_T MARTNE][PLYR_NEUTRAL SLOT] -= @x@aneea4se; // @@58a390 
eee = —_— " tesct=@8489202 mov esi, eax (unsigned int *)&gpMapStrs += exeeeeeeda; // @@5993d4 

_— , .text:06489204 xor edi, edi i 

-text: 08489286 add esi, z_TRIGGERNODE.t.tConditions. i 
-text: 00489289 lea esp, [espt?] 

ff Trigger address 784b360 ; (unsigned int *)&unk_784B360 
woid trigger_22() 

«text:60489216 loc_489216:; CODE XREF: trigger_cond_par: “text :00489210 test [esi+( condition.bFlags-OFh)], 2 if (((_ g_s.glUnitCounts[COU_UNI_DEATH][UNI_T MARINE][PLYR_NEUTRAL_SLOT] >= @x@@@@0020))) 

fee ooaneela jnz eee _ g s.g1UnitCounts[COU UNI DEATH][UNI T MARINE][PLYR NEUTRAL SLOT] -= @x@ee@0@020; // @@58a390 
"text 90489216 mov pis (unsigned int *)&gpMapStrs += @xeeaeneze; // @a5993d4 

-text:06489218 test al, al } i       QOOSS1ES OO48S1ES: trigger _executet+Bs Ld 

< > Python        



Demo — Dynamic pseudocode generator /2 

¢ The “Single step” switch can be configured to print the pseudocode on the fly as the map triggers executes 

without suspending the game 
single step triggers 

a. e ¥ a = 

File Edit Jump Search View Debugger Options Windows Help 

    

  

  

& oO GF [Remote Wescarie-cetucue ial ler | 3 o @, fae (ta) Bal: al YF oF oi #1 = o 3 ; = 

ANG TT wT 00.0 AL: 
= = te} S}1ba view-a £3 ea i] Breakpoints {f| Ss Recent scripts [1] = General registers Es =] Output window 2 

= - = - = = . ; | Sos Ba eee not: (TF_EXECUTING sor =e 
File Edit View VM Tabs) Help | [J = | cu if ie tae |Feal| text :@848910B mow fesitz TRIGGERNODE.t. bCurraction’ 

— atest: 8489152 mov fesitz TRIGGERMODE.+. Flags], ea? 

(Sl Win7x86Pro. ° REELS retng flush trig 

OIC Re ne ee eee 

text: @G4891E9 

-text:@84591E9. loc 4891E9:) CODE MREF! trigger execute+s 
.text :O648S91E9 or @ax, TE COMPLETE 

-text :@84891EC mov pesit94ah], eax 
we ext: 84891 EC 

»text O04591F2 

text :@e4891F2 m@tret:; CODE XREF: trigger execute+setj 

  

- text 684891F2 

«text: @84891F2 trigger execute endp 
btext: O84591F2 

ee ee es 

-text:G04391F3 align 16h 
-text: 88489208 

-text 99489200 j ssescsessseee-= 5 UB ROU TIN & == 

text 60489200 
.text:68489280 
text: @0489200 ; sighed int usercall trigger.icond_pars: 
text :@048920@ public trigger_cond parse 
text 02489200 trigger cond parse proc near 
atext: 86489200 ; CODE XREF: trigger parse+28ép 
-text: 86489208 push esi 
-text:@8489261 push edi 
text: 68489202 mov esi, eax 
.text:60459204 xor edi, edi 

To | stext:@8489206 add esi, 2 TRIGGERNODE:t.tConditions: 

a «text: 60489209 lea esp, [esp+a] 

went  BB459209° 

text :86489216 
atext:@64892716 loc 4892161; CODE XBEF: trigger_cond_par: 
-text:08489210 test fesit(condition.bFlags-@Fh)],. 2 

To direct input to this VM, click inside or press Ctrl+6, = A fo 52) | Ge -text: 08489214 jnz short loc_489220 
s text: 88459214 

opCode cpu.Eax «text: @0489216 mov al, [esi] 
text: 08489218 test al, al   fatel@elet =) Appcall. Consts ma ESE glee ae   print ("Overflowing eo GOOSS1E8 OO4851ES: trigger execute+Bs i     | € > Python | [single set      



Intercept /1 

In the first step (identify): 

1. We built all the required static and dynamic tracers 

2. Wecreated the EUD table with all known addresses 

and their symbolic names 

3. We have enough tools to identify any address and 

trace where it came from 

Now we need to intercept the out-of-bounds access in 

the new code base 

 



Intercept /2 

Read primitives interception 
switch (wlype) 

t 
case UNITS_ALL: 

return bOverflow 

case UNITS_MEN: 

return bOverflow 

case UNITS_BLDGS: 

return bOverflow 

case UNITS FACTORIES: 

return bOverflow 

1 

dwPlayer., 

wiype, 
ptCond); 

Tt 

? a 

: s->¢l]lGameCounts[COU_LOST_MEN)][dwPlayer] + s->¢]lGameCounts[COU 

: 5->¢l]lGameCounts[COU_LOST_MEN][dwPlayer]; 

: 5->¢]loGameCounts[COU_LOST_BLDGS] [dwPlayer]; 

: s->g¢lGameCounts[COU_LOST_FACTORIES][dwPlayer]; 

)1Param; 

— RRGRESECECMIYPS MLE): co untstcOU_INT_DEATA}EwType]TeMPlayerd 
} «end switch wiype » 

ft « end death_count » 

Write primitives interception 

default: 

if (b evud_is_eud_map) 

1 
eud_set_deaths(dwPlayer, wlype, lQuantity, @); 
return @; 

t 
if (bOverflow || wlype >= NUM_UNITS) 

return 8; 

s->glUnitCounts[COU_UNI_DEATH][wlype][dwPlayer] = 

break; 

} «Lend switch wiype » 
return @; 

} « end set_deaths » 

lQuantity;



Intercept /3 

¢ From the emulator’s perspective, all EUD map logic boils down to two actions: 

1. Read anywhere > value = read_vmem(eud_addr) 

2. Write anywhere > write_vmem(eud_addr, value) 

// Base of the EUD overflow in SC 1.6.1 

#define EUD_OVERFLOW_BASE ‘\, 

(8582324 + (3 /*COU_UNI_DEATH*/ * 228 /*NUM_UNITS*/ * 123 /*MAX_PLAYER_SLOTS*/ * 4 /*sizeof(DWORD)*/)) 

// Helper macro to return a SC 1.6.1 address from dwPlayer and wiype 

#define EUD_MAKE_ADDRidwPlayer, wlype) \, 

(EUD_OVERFLOW_BASE + ((dwPlayer) + 12 * (uintl6é_t)(wType)) * 4) 
  

uints2_t eud_cond deaths: bool @ud set deaths: 
uint32_t dwPlayer, uint32_t dwPlayer, 
void’"peond) wiype, unsigned short wlype, 

f as uint32_t lQuantity, 
GET_EUD ADDR; . int q) 

{* i* 
sure s.g1UnitCounts[COU_UNT_DEATH][wType][dwPlayer]; s,glUnitCounts[COU_UNI_DEATH][wlype][dwPlayer] = lQuantity; 

*/f 
eud value_type value; 2 * 5 

bool ok = eud_emu->read_vmem(addr, value); a ( !eud_emu->write_vmem(addr, Quantity, q)) 

if (!ok) eud_fail(addri); 
i return false; 

eud_fail(addr); + 

: return ©; return true; 

return value; i 

} « end eud_cond deaths »



Emulate 

In basic scenarios, the emulation is very simple: 

1. Compute the full virtual address (EUD 

address) from the dwPlayer and wType 

indices 

2. From the EUD address, find the equivalent 

new address (backing data) in the current 

game version 

3. Compute the offset and read or write from/to 

the new address 

 



Emulate — Variables mapping /1 
  

# statport.cpp 

1 : 3 
: @x@e8684C74, : @x88009001, 

¢ Let’s extend the previous Python 

table and attach the source file src #3 

       

   

  

   

: @xG@6coR5ss, : @x8@9008D1, : : @},       

  

        

  

     

name were each variable is : @x8@6C9930, : exeoeees44, 
| d : 8xeeecCoc7s, : BxBeseel42, 

: @x@G6C9E24, : @x890000D1, : 8h, 
ocate : @x@Q6C9EFB, : @x9990e344, 8}, 

: @x@@6GCA318, : @x@aaee1a2, a}, 
: @x@@6CA24e, : @x@eaeeeen1, : @, 

¢ The table defines: virtual # Glues 
: : : { : 3 

address, item size, source file a: oepereteee ae : @xa99eeaa4, 

name, emulation flags, and 
# Repulse 

. . { : a * 4 

backing variable name gaa exeocoscoa, size" exo eveoboobes, ida-name' egpfotag™ “flags': ‘EIF_SRC_REPULSE_PTR | EIF_IS_PVOID' 
: ; : GEN_NO_SASSERT | GEN_FORCE EXTERN}, 

# Net_data 

1 

  

‘ida_name': ‘sgnPrevPalld', ‘flags’: 4}, 

  

  

    
” J 

: @x@O57EEE@, : @x890001B0, : ; : 
: @x@8512678, : @xegegaaad , : ; : 
: @x90512684, : @xegegaaad , : ; : 
: @x@@51267C, : @xeeegaaad , : ; : 
: @x@@57FGB4, : @x899ee8e1, : ; : 
: @x@e57Fage, : @xeeeeena., : ; : 

  

     



Emulate — Variables mapping /2 

Running the EUD table generation script patches the source code and exports all referenced variables: 

ese au) 

Pell 

  eee eae) 

sc eud gen.py 8 & sc_eud_data.py 

ae eee] e)el ee 

src_file, items source files.items(): 
patchin_eud_item(os.path.join(SOURCE processing 

(“[!] Failed to patch-in EUD 2d itProcessing 

Processing 
Processing 
Processing 

=e) mos Bs 
=e) mos Bs 
= [gels B 4 

os.path.join(SOURCE CODE BASE DIR, Lele ele =et mt 

eee Ss 
eee Ss 
Processing 

Gz) » Failed to create EUD extern J gelee-a 4 

src tile 

| eee = Ge 

Fiowrite("""// |! THIS FILE IS AUTOGENERATED. Tr ener 

Processing 
Processing 
Processing 
Processing 
Processing 
Processing 
Processing 
Processing 

=e) mos Bs 
=e) mos Bs 

#include <cstdint> 

cae 

a 

item FUD ITEMS TABLE: 

item should gen extern decl(item): 

ida name = item[ ‘ida name’ | 

D 
D 
D 
f 
f 

D 
D 
D 
D 
D 
D 
D 
D 
if 
if 
D 
D 
D 
D 
D 
D 
f 
f 

D 
f 

™ CAP ython2/\python.exe 

:\Projects\Blizzard\Games\game-starcratt\Starcratt\SWAR\RetailGenerated\ lang\TECHDATA.CPP 
:\Projects\Blizzard\Games\game-starcratt\Starcratt\SwWAR\lang\cellscrl.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcratt\SwWAR\lang\SAI Scripts.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcratt\SWAR\lang\select.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcratt\SWAR\lang\event.cpp 

:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\lang\CUnitCombat.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SwAR\lang\statdata.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\RetailGenerated\lang\SPRITES.CPP 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\lang\TechTree. cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\RetailGenerated\lang\IMAGES.CPP 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SwWAR\lang\net_time.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\lang\eud table.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SwWAR\lang\cheat.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\lang\statcmd.cpp 
eee 2 eee RT| et | el At] ede ee) 

:\Projects\Blizzard\Games\game-starcraft\Starcratt\SwWAR\lang\CUnitInit.cpp 
ee enn eee |e] | a AT) 

:\Projects\Blizzard\Games\game-starcratt\Starcratt\SWAR\lang\victory.cpp 
Nae cen es 8 eee] eT) eS | a | a el 0 do) ea 
:\Projects\Blizzard\Games\game-starcratt\Starcratt\SwWAR\RetailGenerated\ lang\UPGRADES.CPP 
:\Projects\Blizzard\Games\game-starcratt\Starcratt\SWAR\lang\gameloop.cpp 
:\Projects\Blizzard\Games\game-starcraft\Starcratt\SWAR\lang\TAI_AreaStrength.cpp 
:\Projects\Blizzard\Games\game-starcratt\Starcratt\SWAR\lang\repulse.cpp 

:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWAR\RetailGenerated\lang\ORDERS.CPP 
:\Projects\Blizzard\Games\game-starcraft\Starcraft\SWwAR\lang\Allowed.cpp 

ae a en ee ee ee) aS Pree any key to continue 

const size = item.get({ "const size", -1) 

const size != -1: 

er ad aces eh ee 

ee Pe ey ed ee eee es  



Emulate — Variables mapping /3 

Exported variables example: 
  

  

ff eee 

// data tables 
ff RE RE ee ee EEE EE 

UWORD guwFlingySprite[NUM_FLINGIES]; 
ULONG gxFlingyMaxVel[NUM_FLINGIES]; 
UWORD gxFlingyAccel[NUM_FLINGIES]; 
ULONG gxFlingySlow[NUM_FLINGIES]; 
UBYTE gubFlingyMaxTurn[NUM_FLINGIES]; 
UBYTE gubFlingyMinBank[NUM_FLINGIES]; 
UBYTE gubFlingyMoveType[NUM_FLINGIES]; 

‘f/f EUD EXTERNS - AUTOGENERATE BEGIN /// 

static_assert(sizeof(qubFlingyMoveType) == @xd1, 
void *eud_ptr_gubFlingyMoveType = reinterpret_cast<void*>(&qubFlingyMoveType );: 

static_assert(sizeof(gxFlingySiow) == @x344, 
void *eud_ptr_gxFlingySlow = reinterpret_cast<void*>(So9xFlingySlow); 

static_assert(sizeof(gxFlingyAccel) == @xla2, 
void *eud_ptr_gxFlingyAccel = reinterpret_cast<void*>(4&9xFlingyAccel ); 

static_assert(sizeof(gubFlingyMaxTurn) == @xd1, 
void *eud_ptr_gubFlingyMaxTurn = reinterpret_cast<void*>(SqubFlingyMoaxtTurn); 

static_assert(sizeof(gxFlingyMaxVeL) == @x344, 
void *eud_ptr_gxFlingyMaxVel = reinterpret_cast<vold*>(4gxFlingyMaxVel }; 

static_assert(sizeof(gquwFlingySprite) == @x1a2, 
void *eud_ptr_guwFlingySprite = reinterpret_cast¢void*>(SguwFlingySprite ); 

static_assert(sizeof(qubFlingyMinBank) == @xdl, 
vold *eud_ptr_gubFlingyMinBank = reinterpret_cast<vold*>({SgubFlingyMinBank ); 

    

    

   
   
   
   

  

)3 

)3 

)3 

)3 

)i   
)3 

   



Emulate — Variables mapping /4 

No need to make static variables global: 

¢ The generator has an option that lets you pick a name for the exported variable 

  

f EUD table.py 
CIimage 

     
   

     

  

   

     
= 

BxGeenede4 , 
BxGeeneee4 , 

Oxees/ERBGE, 
Oxees/ER Fa, 

  

1 
1 
1 ee

 
ee

 
& 

  

- 

- 

- 

- SRR) Ts 

// Cimage.cpp 

static CLists *sgpFreeHead; 
static CLlists *sgpFreeTail; 

f/f EUD EXTERNS - AUTOGENERATE BEGIN //s 
#1 EUD_ENABLED 

      

static_assert(sizeof(sgpFreeHead) == @x4, ); 

vold *eud_ptr_images sgpFreeHead = reinterpret_cast<void*>(&sgpFreeHead) ; 

static_assert(sizeot(sgpFreeTaiL) == @x4, ); 

void *eud_ptr_images sgpFreeTail = reéinterpret_cast<void*>(SsgpFreeTail }; 
#endif // (EUD_ENABLED) 
‘f/f EUD EXTERNS - AUTOGENERATE END /// 
       



Emulate — The EUD table /1 

e The “eud_table.cpp” is autogenerated from 

the Python table. It refers to all the 

exported variables from various source 

code files 

¢ Itis used to populate the emulator’s virtual 

memory layout 

e Items also have associated flags that 

instruct the emulator which EUD adapter 

handles which address 

¢ Note: the “g nothing” variables are 

alignment bytes in SC 1.16.1. The map 

makers use that space for storing variables 

© A “nullptr” backing data almost always 

indicates that the variable is to be handled 

purely by an adapter code 

eud_itemdef_t — static_euwd_items[_ STATIC_EUD_ITEMS_COUNT] = 

1 
DEF_EUD_ITEM(@«@868C14C, @x@0000002, eud_ptr_sgCord, 8xeeegegeaa), 
DEF_EUD_ITEM(®x@8513B868, @809008031, eud_ptr_sgnScrollRates, 880800000), 
DEF_EUD_ITEM(@x8@968C144, @x@8000001, eud_ptr_gbInMsgMode, 8x80000000), 
DEF_EUD_ITEM(®x@868C10C, @™00000032, eud_ptr_sgszToPLlayerPrompt, 880000000), 

DEF_EUD_ITEM(®x@85967F8, @@080008D, eud_ptr_gGomeHeoder, & 80800000), 
DEF_EUD_ITEM(@x@8597208, 8088000034, nullptr, EIF_SRC_STAT_UNITS), // gpStatUnits 
DEF_EUD_ITEM(@=@868A4C74, @x@0000001, eud_ptr_sgbStotPortUpdate, 8x8e000000), 
DEF_EUD_ITEM(®«@86C9858, @80000001, eud_ptr_gubFlingyMoveType, 888000008), 

DEF_EUD_ITEM(@«8@896C9938, @x080000344, eud_ptr_gxFlingySlow, 8xe9eg9aeaa), 
DEF_EUD ITEM(@x@@605CD8, @xee000004, eud_ptr_sqpRpMap, EIF_SRC_REPULSE_PTR | EIF_IS PVO 
DEF_EUD_ITEM(®x@89656248, @-@60000056, eud_ptr_guwlechStr, 888080000), 
DEF_EUD_ITEM(@x8@9656358, @x@800082C, eud_ptr_gubTechAlwoysALlowed, 899000008), 
DEF_EUD_ITEM(@=@0962843C, 880000004, eud_ptr_sgpFreeTail_CUnit, EIF_SRC_CUNIT_PTR), 
DEF_EUD _ITEM(®x@8626438, @80000004, eud_ptr_sgpFreeHeod_CUnit, EIF_SRC_CUNIT_PTR), 
DEF_EUD_ITEM(®x@8662BF8, @x@89091C8, eud_ptr_guwlastWhatSnd, 8xegeaeaeae), 
DEF_EUD_ITEM(@x@8515B668, @x@0000008, eud_ptr_MapHops, 888000000), 
DEF_EUD_ITEM(®x@86406868, @-@0800B12, eud_ptr_sgszMsgTbl, EIF_SRC_MSG_TBL}, 
DEF_EUD_ITEM(®x@9649658, 8x@0900001, eud_ptr_sgbNextMsg, 8xe9eg0g000), 
DEF_EUD_ITEM(@=@85142788, @@8@8@80C, nullptr, EIF_SRC_TRIGGERS LIST), // sgTriggersé@ 
DEF_EUD_ITEM(@x@851428C, @x@808080C, nullptr, EIF_SRC_TRIGGERS LIST), // sgTriggersl 
DEF_EUD_ITEM(@«89664894, @x@0000004, &9 nothing_19, 8x88800000), 
DEF_EUD_ITEM(@x@866497C, @x@0000004, &9 nothing_26, 8x88000000), 
DEF_EUD_ITEM(@x@86646C4, @x0@0000004, &9 nothing_21, 8x80000000),



Emulate — The EUD table /2 

¢ The “eud_extern.h” is autogenerated from the 

Python table 

e It exposes all the known EUD variables 

e Very handy for accessing static variables from 

anywhere in the code when needed 

ff vt THIS FILE IS AUTOGENERATED. MANUAL MODIFICATION WIL 

finclude <¢cstdint> 

foragma once 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

void 
void 
void 
void 
void 
void 
void 
void 
void 
void 
void 
void 
void 
void 
void 

*eud ptr_selard; 

*eud ptr_senScrollRates, 

*eud ptr_egbinksemMode; 

*eud ptr_seszToPlayerPrompt ; 

*eud ptr_gGameHeader ; 

*eud ptr_gplconsérp,; 

*eud ptr_sgbSelectionUpdate; 
*eud ptr_sebStatPortuUpdate, 

*eud ptr_gubFlingyMoveType; 
*eud ptr_gxFlingySlow; 
*eud ptr_gxFlingyAccel; 
*eud ptr_gubFlingyMaxTurn; 
*eud ptr_gxFlingyMaxVel; 
*eud ptr_guwFlingySprite; 
*eud ptr_gubFlingyMinBank; 

void *eud_ptr_sgnPrevPalld; 
void *eud_ptr_sgpRpMap; 
uint32_t eud_export_REPULSE_MAP SIZE: 
void *eud_ptr_g ActiveNationID; 
void *eud_ptr_g LocalNationID;



Emulator architecture /1 

StarCraft Remastered 

Real game memory 
7 ma ma ma ma ma a ma ma ma ma ma ma ma ma ma ma ma ma 

Virtual SC 1.16.1 memory 

  

EUD Emulator EUD Table 

{addr1, size1, backing data1, handler_flags1} 

{addr2, size2, backing data2, handler_flags2} 

Shadow table {addr3, size3, backing data3, handler_flags3} 

Virtual Memory EUD Adapters 

EUD address 

Data structure #1 Data structure #n 

Handlers mapping Cry adapter ... 

table   
Due to the nature of the overflow, the following restrictions apply: 

¢ An EUD address is always 4 bytes aligned 

¢ An EUD value is a 32bits integer



Emulator architecture /2 

Shadow table 

e It contains the needed memory contents 

from the SC 1.16.1 binary 

  

Virtual memory 

e lt uses the address-to-handlers lookup table 

¢ It maps an EUD address range to an EUD 

table entry > EUD handler/adapter 

  

¢ The table entry for an EUD item describes: 

¢ The backing data (the new variable 

address, if present) 

¢ The flags which tell the emulator which 

EUD adapter (handler) to use for 

emulation 

 



Emulator architecture /3 

A specialized EUD adapter is needed when: 
  

Handling non-standard data types 

When dealing with EUD addresses that no longer map 

to anything in the new game client 

The following 5 virtual methods are exposed 
  

read_vmem() 

write_vmem() 

backup() 

restore() 

deferred_write() 

> Return a 32bits value 

> Write a 32bits value 

> Item specific backup code 

> Item specific restore code 

> Invoked after all the triggers 

have executed. Gives a chance 

to batch process writes 

 



EUD adapters — Basic /1 

The basic EUD adapter (eud_vmemitem_t class) handles basic data types: 

1. The emulator computes the full EUD address 

2. Finds the new variable’s base address and converts the EUD address to an offset 

3. The appropriate adapter is then called with the desired offset to read/write from/to 

bool eud_emu_t:: read _vmem: 

eud_addr_type addr, 

eud_value_type &value) 

t 
| eud_vmemitem_t *vitem = find_range(vmem, addr); 

if (vitem == nullptr) 

t 
set_not_supported(false); 

return false, 

t 

| return vitem->read_vmem([ 
this, 
addr - vitem-addr, 
value); 

i 

bool eud_vmemitem_t:: read vmem 

eud emu_t *emu, 

void *backing data, 
eud addr_type offs, 

eud value_type &value) 

Value = *(eud_value_type *)( (char *)backing_data + offs); 

return true; 

This simple translation approach works nicely for basic types 

    
  

.data:@@6CA316 db 7 os 

.data:@@6CA317 db 7 3 1.16.1 

.data:@06CA318 tuWwF LingySprite[ 2@9 ] 

.data:@96CA318 @ ney’ te dw @D1h dup({?) 
data: @@6CA318 ; DATA XREF: CUnit  DisplayLandi 

.data:@06CA318 ; sub 468280+14Dtr ... 
d-6- . 808° AAA hh a   

data: 

data: 

.data: 

data: 

data: 

data: 
data" 

  

  

BBACB3S1B6 align 16h “ 

BBACS328 5 unsigned 1°35 RELAIS 202 New builds 

@@ACS32@ unsigned short * db ®D1h dup(®) 
BOACE320 ; DATA XREF: AllocFlingy/ 

BOACE320 » CFlingy::Init(ushort,sh 

BBACESFI1 db a 
AAACRIE? dh A



EUD adapters — Basic /2 

The basic (pass-thru) adapter is good for most cases: 

e¢ Byte, Word, Dword 

e The emulator can cross boundaries between two items 

¢ Basic types arrays are also supported 

UWORD a[2] UWORD b[4] 

 



Wait a minute, we need one more primitive! 

¢ We covered two primitives: 

1. *memasg op =const 

° asg op? +=,=,-= 

2. if(*memcmp_op const) { actions ... } 

* cmp_op > ==, >=, <= 

¢ How do we get the following primitive? 

¢ *memi1 asg op *mem2 

Using binary search! 

 



The *a = *b primitive 

¢ Trigger condition: 

1. Probes the value of src_var 

¢ Trigger action: 

1. Increments the value of dst_var 

2. Decrement the value of src_var 

3. src_var’s value eventually reaches 

Zero 

4. Backup changes into var_copy 

The same primitive is repeated to copy 

var_copy back to dst_var 

This primitive is expensive and generates 

lots of triggers 

void trigger_@:) 
1 

Var_copy = @; 

dst_var = @; 

t 
void trigger_1{) 

1 
if ((src_var >= 9x89800089) ) 

1 
src_var -= 8xse8000895 

dst_var += 8689099809; 

Var_copy += 8x88e00008; 

t 
t 
void trigger_?{) 

1 
if ((src_var >= @x49989000) ) 

1 
src_var -= @x4eeee009; 

dst_var += @x489099809; 

Var_copy += 8x48000000; 

t 
r 
void trigger_3{) 

if ((src_var >= @x20989000) ) 

1 
src_var -= @x28eeeo09 5 

dst_var += @x289099809; 

Var_copy += 828009900; 

t 
i   

void trigger_...{) 

1 
if ((src_var >= @~@8900189) ) 

1 
src_var -= 8x@eee0100; 

dst_var += @x88909190,; 

Var_copy += 98x8e090198; 

t 
t 
void trigger_...() 

1 
if ((src_var >= 9x89990004) ) 
1 

src_Var -= @xeeeeeee4; 
dst_var += @xeseaeee4; 
Var_copy += 8x@e@eeae4, 

t 
t 
void trigger_...() 

if ((src_var >= @x6@9000872) ) 

1 
src_var -= 8x@eee0ee? 5 

dst_var += @x88909082; 

Var_copy += 8x8e8ea008aga2 ; 

t 
t 
void trigger_...() 

if ((src_var >= @x@9989081)) 

1 
src_var -= @xeeeeeeel; 

dst_var += 888909981; 

Var_copy += 8xe8eaee0qel; 

i 
} « end trigger_@ »



EUD adapters — Pointers /1 

Pointers are 32bits in SC 1.16.1 

Obviously, we cannot just use the pass- 

thru basic emulation 

¢ Pointers have to be translated from 

EUD virtual addresses to real 

addresses 

The primitive “*ptr1 = *ptr2” invoked from 

the EUD triggers will spoil the pointer 

value until the binary search is over 

¢ What to do with incomplete pointer 

values? 

 



EUD adapters — Pointers /2 

Changes to a physical pointer value should not take effect unless the 

virtual pointer value passes a “pointer validity check function” 

> Does the virtual pointer have a proper real pointer equivalent? 

Rely on the shadow pointer value when working with incomplete 

virtual pointer values for future reads / writes: 

Real memory EUD virtual memory 
  

void *game_ptr; | uint32_t game_ptr; 

uint32_t game_ptr_shadow; 

bool game_ptr_dirty; 

 



EUD adapters — Pointers /3 

¢ The eud_cobject_ptr_ adapter tis constructed with backing data pointing to a 

reference to a real pointer that we want to expose to the EUD emulator 

template <class T> 

class eud_cobject_ptr_adapter_t: public cud_vmemitemt 
i 
protected: 

@€ud _addr_type shadow_ptr; 

public: 

| T -aptr() const { return *(T **)backing_ data; } 

| ff Convert an physical pointer to an EUD pointer 

eud_value_type physical to eudaddr (euc_em_t *emu ) 

t 
ff Read the live value... 

auto obj = (I *)ptr(); 
ff ...and translate it to a virtual address 

return obj == nullptr ? @ : emu->get_cobject_vptri(obj); 

t 

virtual bool read_vmem 
eud_emu_t *emu, 

@ud_addr_type offs, 

eud_value_type &value) override 

  

  

i 
ff When not dirty, read the live value 

if (!is_dirty()) 
| shadow_ptr = physical_to_eudaddr(emu); 

| value = shadow_ptr; 
return true; 

t 

virtual bool write _vmem: 

eud_emu_t *emu, 

eéud_ addr_type offs, 

eud value type value, 

int q) override 

  

  

{ 
if (!is_dirty()) 
{ 

shadow _ptr = get_vptr(emu); 
set_dirty(}; 

} 

f/f Update the shadow value 
set_pval(&shadow_ptr, value, gq); 

f/f Allow nullptr assignment 
if (shadow_ptr == @) 

ptr{}) = nullptr; 

t 
else 

t 1 1 1 

ff Update the real pointer only 1f it gets translated 

// Feom an EUD addr to a physical pointer 
T *unit; 
emu->get_cobject_ptr(shadow_ptr, true, Sunit); 
if (unit != nullptr} 

ptr(}) = unit; 
clear_dirty(); 

t 
t 
return true; 

} « end write_vmem » 
} « end eud_cobject_ptr_adapter_t » ;



EUD adapters — Function pointers /1 

// “Player 6" 

void trigger_497() 
T 

if ((Always();)) 
t 

_ sgTEngineeringtord[5].pfBtnAction += 8xeeeeeecea; // 805184ec 

  

: 60515456 

760515486 

public sgTEngineeringCard 
; TButton sgTEngineeringCard| 7? |   790518450 seTEngineeringCard dw 1; [@].wLocation 

-@051848@ ; DATA XREF: .data:gCardsto 

768518450 dw @E4h; [@].wPortrait text: 

728518450 dd offset bf_is ship; [@].pfCanDisplay text: 
720518450 dd offset order_move; [@].pfBtnAction text: 
720518480 db @; [@].bCanDisplayParm text: 

60518480 db @; @ text: 

720518450 dw @; [@].BtnActionParm text: 
720518480 dw 664; [@].wStrIndex text: 
720518450 dw @; [@].wRegStr text: 

768518480 dw 1; [1].wLocation text: 

text: 

728518450 dw @; [4].wRegStr »text: 
798518450 dw 9; [5].wLlocation -text: 
790518450 dw 11Ah; [5].wPortrait -text: 
720518480 dd offset bf liftoff_ok; [5].pfCanDisplay »text: 

text: 

: 665164868 @; -text: 

885184808 db @; 5 text: 

720518450 dw @; [5].BtnActionParm »text: 
:@0518450 dw 671; [5].wStrIndex text: 

760518450 dw @; [5].wRegStr -text: 

text: 

text: 

GEEREERE 

BEEEEEEE 

GEERE EEE 

BEERREE 2 

eReRRee-4 

BEERREEE 

BERR BEET 

BEEGHEG8D 

GEEEEERE 

GAG88816 

BEGEBE1 2 

bEeeba 14 

GB4252F@ 

@642352F@ 

@842352F@ 

@B42352F@ 

@64232F@ 

@842352F@ 

@842352F@ 

664252F@ 

@842352F@ 

@842352F@ 

@G4252F@ 

@642352F@ 

@84232F1 

BB42352F3 

@b42352F4 

@84232F9 

@B4232FC 

6642353508 

6642353508 

68423305 

@6425307 

66423308 

What about EUD logic that does function pointer arithmetic? 
TButten struc ; (sizeot=@x14, align=@x4, mappedto 224) 
; XREF: .data:sgReplayPlayCard/r .data:sgReplayPausetCard/r 

wLocation dw ? 

wPortrait dw ? 

pfCanDisplay dd ?; offset 

pTBtnAction dd ?; offset 
bCanDisplayParm db ? 

db ? ; undefined 

BtnActionParm dw ? 

wStrindex dw ?; XREF: statemd_ 

wRegStr dw ? 

TButten ends 

et_ctrl+6D/r; base 16 La
 

; =====SSS=S=SS=S==== 5 U B R 0 U T I i E 

; Attributes: bp-based frame 
  

? Evaluate expression ublic 

proc near 
  

; CODE XREF: statdata slot_cmd+ 

  

tia 
  ; DATA XREF: .data:sgZ7LairCardt 

Hex: 42 3230 (order_bldg_liftoff) 

    
Cmd= byte ptr -1 

Decimal: 4 338 224 

push ebp Octal: 20 431060 

push Epp FSP Binary: 0000 0000 01000010 00110010 00110000 

mov edx, 1; dwBytes Character: ‘028.’ 
lea ecx, [ebp+Cmd]; lpcCmd [ ox | Cancel 
mov [ebp+Cmd], 33h 

call netmger_queue_cmd 

mov esp, ebp 

pop ebp 
retn



EUD adapters — Function pointers /2 

¢ Pointer arithmetic make sense only in the EUD virtual memory addressing space 

¢ For the real pointer addressing we have to translate to proper pointers and account for 

function prototype compatibility 

¢ Basic implementation idea: 

1. vaddr += voffs 

2. paddr=find_real_fptr(vaddr, function_prototype_id) 

3. if (paddr != nullptr) > struct.pFn = paddr; 

  

° In the emulator, such cases are handled with the eud_struct_with_ptr_adapter t 

Virtual function pointers and their prototypes table 
  

# TButtons function pointers: pfCanDisplay and pFBtnAction 
{'sre_file': r'SWAR\lang\statbtn.cpp', ‘group’: 'Card/Buttons function pointers’ 3 

‘addr': @x8@42762d8, 'size': @x@aeneaed, ‘ida_ name’: ‘bF_always' 3 a ‘pF_always', 'flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr': 880424446, 'size': @x@80890004, ‘ida_name': ‘order_move', ‘name’ ‘order_move', ‘flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr’: @x@@4233f0, ‘size’: @xegeneaed, ‘ida _name': ‘order_stop', “name” : ‘order_stop', ‘'flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr': @x@042838, ‘size’: @x@ee0e004, ‘ida_name': ‘bf_can_attack', ‘name': ‘bf_can_attack', ‘flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr': @x80424388, 'size': @x@@@00004, ‘ida_name': ‘order_attack', ‘name': ‘order_attack', ‘flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr': @x80424148, 'size': @x@@@00004, ‘ida_name': ‘order_patrol', 'name': ‘order_patrol', ‘flags': 'EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, 
‘addr': @*@@423376, ‘size’: @x@8080004, ‘ida_name': ‘order_hold_pos', ‘name': ‘order_hold_pos', ‘flags': "EIF_FUNC_PTR | EIF_SRC_TBUTTON'?, te

 
ty

 
ty
 
et
y 

et
y 

it
y



EUD adapters — Incompatible structures /1 

1 

Various data structures have changed between SC 1.16.1 and SC:R 

Pass-thru adapters are not helpful in this case 
struct eud CUnit 

int unit_id: 
char unit_name[é9]; 
eud CUnit *linked_unit; 
eud CImage *linked_Sprite; 

A specialized adapter is needed to convert between both structures: 

/* 8x68 ° 
/* @x64 ° 
f* @x54 ° 
/* @x56 ° 

struct CUnit 

1 
char unit_name[s9); 
int field1; 
int field?; 
int unit_id; 
eud CUnit *linked_unit; 
eud CImage *linked_Sprite; 

Read operation: translates from physical structure to virtual 
  

structure 

Write operation: translates from virtual structure to physical 
  

structure 

if 

if 

if 

if 

if 

if 

Axe 
AxSe 
Ax Sf 
Ax5Se 
AxSt 
Axbe



EUD adapters — Incompatible structures /2 

bool eud_csprite_adapter_t::fea d_vmem 

eud_emu_t *emu, 

eud_addr_type offs, 

eud value_type &value) 

  
  

switch (offs) 

{ 
// @xeee 
case offsetof(eud_CSprite, ptr_CSprite_pPrevNode): 

t 
EUD_FIELD_READ_VPTR({ 

CSprite, 
pPrevNode, 

csprite()->prop_Clists_PrevNode(), 

emu->sprites->get_addr); 
break; 

Tt 
// @x8e4 
case offsetofleud_CSprite, ptr_CSprite_pNextNode): 

EUD_FIELD_READ_VPTR( 
CSprite, 
pNextNode, 

csprite()->prop_Clists_NextNode(), 

emu->sprites->get_addr); 
break; 

Tt 
// @x808 
case offsetofleud_CSprite, uwlype): 

i 
uwlype_ubCreator_union_t u; 

u.uUbSelectedNdx = csprite()->prop_ubSelectedNdx(}; 

EUD_FIELD_READ_PARTIAL_VAL( 

unType, 

csprite( )->prop_uwType(), 

u.UWTYpe ) ; 

EUD_FIELD_READ PARTIAL_VAL( 
ubCreator, 

csprite( )->prop_ubCreator(), 

u.ubCreator); 

Value = u.wal; 

break; 

t 
default: 

return false; 

} «end switch offs » 

return true; 

} «= end read_vmem » 

bool eud_csprite_adapter_t::writ € vmem( 

eud_emu_t *emu, 

eud_addr_type offs, 

eud_value_type value, 

int q)} 

  

switch (offs) 

1 
// @x8ee8 

case offsetof(eud_CSsprite, ptr_CSprite_pPrevNode): 

EUD_FIELD UPDATE_VPTR ( 

CSprite, 

pPrevNode, 

csprite()-*prop_CLists_PrevNode(), 

emu->sprites->get_addr, 

emu->sprites-*get_ptr); 
break ; 

T 
// @x8e4 

case offsetof(eud_CSprite, ptr_CSprite_pNextNode): 

EUD_FIELD UPDATE_VPTR { 

CSprite, 

pNextNode, 

csprite()-*prop_CLists_NextNode(), 

emu->sprites-*get_addr, 
emu->sprites->get_ptr); 

break; 

} 
ff @x808 
case offsetof(eud_CSprite, uwlype): 

EUD_FIELD_UPDATE_BATCH( 
uwlype_ubCreator_union_t, 

csprite()->prop_ubSelectedNdx(}) = u.ubSelectedNdx); 

EUD_FIELD_UPDATE_PARTIAL_VAL( 

ubCreator, 

u.ubCreator, 

csprite()-*prop_ubCreator(), 

check_owner_bounds); 

EUD_FIELD_UPDATE_PARTIAL_VAL{ 
unType, 

u.uwlype, 

csprite()-+prop_uwType(), 

check_utype_bounds); 

break; 

t 
default: 

return false; 

} «end switch offs » 

return true; 
} « end write_vmem »



EUD adapters — Linked lists 

¢ InSC 1.16.1 

¢ Triggers were stored in a Storm linked 

list data structure 

e Storm isa library that provides 

containers and platform independent 

functionality 

¢ InSC:R 

¢ Triggers are stored as blz::list<_trigger> 

¢ ‘blz’ is the equivalent of STL’s std 

namespace 

¢ Other structures in the old game also use 

Storm lists while the new game uses 

different containers  



EUD adapters — Triggers /1 

Because triggers are hard to program, the South 

Korean hacker (nicknamed Trigger King / trgk) wrote 

a trigger compiler: 
  

1. You write proper logicina 

JavaScript/Python like language called 

epScript 

2. The epScript gets compiled into a bunch of 

triggers and is then injected into the 

appropriate map chunks 

3. Map containing triggers compiled with 

epScript can be identified using the 

bootstrap code that links regular triggers 

into the dynamic triggers (inside the strings 

table)  



EUD adapters — Triggers /2 

¢ epScript is a very powerful language: 

¢ The Mario Exodus EUD map was written 

in that language 

¢ Its compiler hides additional triggers in the 

cave area of the strings chunk: 

> Making it hard to reverse-engineer 

compiled triggers 

> One needs to write a triggers 

decompiler to recover the logic 

¢ Compiled triggers are self-modifying and 

very optimized: 

> Loops, function calls and other 

control flow related functionality 

are implement using self-modifying 

triggers that change the trigger 

node links (next and prev links)  



EUD adapters — Triggers /3 

EUD maps locate the pointer to the string table (goMapStr) 

and adds a constant offset pointing to the additional 

dynamic triggers inside the string table (see slide 17) 

EUD maps then patch the m_prevlink and m_next links as 

needed to introduce as many triggers as needed 

e Inserting new triggers dynamically was never 

supported in StarCraft. Only the EUD emulator allows 

such activity. 

Compiled/dynamic triggers are the basis of complex and 

elaborate EUD maps 

¢ Therefore, supporting dynamic triggers was the first 

thing added to the EUD emulator 

struct TSLink TRIGGERNODE 

‘ 
TSLink_TRIGGERNODE *m_prevlink; 
TRIGGERNODE *m_next; 

rs 

struct trigger 

1 
condition tConditions[16]; 
_action tActions[64]; 
unsigned int l1Flags; 
char ubPlayer[2/]; 

char bCurrAction; 

TS 

struct TRIGGERNODE 

1 
TSLink_TRIGGERNODE m_link; 
trigger t: 

a



EUD adapters — Triggers /4 

¢ From the emulator’s perspective, there are two kinds of triggers: 

¢ Initial triggers originating from the triggers chunk 

¢ Dynamic triggers linked to the triggers list by patching their node links 

e When StarCraft needs to execute triggers after each game loop: 

e The emulator knows how to serve both static triggers and dynamic EUD triggers 

¢ The emulator does not replicate the backing data (the trigger node data) whenever 

  

  
  

    

                
    
                        

  

  
    

possible 

SC:R > blz::list< trigger> : _triggerO _trigger1 .. || _triggerN 

S$C1.16: stormlist< trigger> : _triggerO _trigger1 .. || _triggerN 

shadow: prev|next shadow: prev| next shadow: prev | next 

String table: Strings chunk data / 

Vv 

(Dynamic triggers inserted at Actual string table (TStrTbl) Extra chunk data: dynamic triggers           
the end of the strings table) \J \J \J



EUD adapters — Triggers /5 

The Storm node EUD adapter hosts the node links as shadow variables 

template <class T> 

class eud_storm_node adapter_t: public eud_vmemitem_t 
1 

template <class TT> 
friend class eud_storm_list_adapter_t; 

private: 
eud_STORM_TSLink shadow_link; 

ff Returns nullptr if offset is outside the shadow link bounds, the caller 
ff then knows how to read the node data in that case 

eud_value_type *get_pva l (eud_addr_type offs) 

t 
if (offs == offsetof(eud_STORM_TSLink, m_prevlink) ) 

return &shadow_link.m_prevlink; 

else if (offs == offsetof(eud_STORM_TSLink, m_next)) 
return &shadow_link.m_next; 

else 
return nullptr; 

t 

public: 
enum 7 

NODE SIZE = sizeof{eud_STORM_TSLink) + sizeof(T} 
rs 

static eud_storm_node_adapter_t *€ reate( 

eud_ emu_t *emu, 
T *data) 

auto vitem = new e@ud_storm_node_adapter_t(}; 
vitem-?addr = emu-+reserve_addr(NODE_SIZE); 
vitem->flags = EIF_DYNAMIC | EIF_IS STORM _LIST_NODE; 
vitem->size = NODE_SIZE; 
vitem->backing_data = data; 

emu->set_item(vitem); 
return vitem; 

virtual bool write _vmem: 
eud emu_t *emu, 
eud_addr_type offs, 

eud value type value, 

int gq = @) override 

  

ff Accessing node link structure? 
eud_addr_type *pwal = get_pval(offs); 
if €pval != nuliptr) 

ff Update node structure 

set_pval(pval, value, qj; 
return true; 

t 

return eud_vmemitem_t::write_vmem( 

emu, 
offs - sizeof(shadow_link), 
walue, 

qa); 
} « end write_ywmem » 

virtual bool read_vmem: 
eud emu_t *emu, 
eud_addr_type offs, 

eud value_type &value) override 

  
  

t 
eud_addr_type *pwal = get_pval(offs); 
if (pval != nullptr) 

i 
vWalue = *pval; 

return true; 

t 

return eud_vmemitem_t::read_vmem( 

emu, 
offs - sizeof(shadow_link), 

value); 
}



EUD adapters — Triggers /6 

¢ The Storm list adapter 

implements an STL compatible 

iterator 

¢ From the iterator’s perspective, 

any node pointers outside the 

list has their node links and data 

in the virtual memory 

iterator zoperator++_) 
i 

eud addr_type next = m_cur + of fsetofleud_STORM_TSLink, m_nexti; 

Yf Return a terminal iterator if it is not possible to read the next link 
/f oor the link 15 negative (terminal by nature) 
if ( !container->emu->read_vmem(next, m_cur) || finished()) 

*this = container-+rend( ); 

return *this; 

t 

iterator Ope rator++ Cint) 

t 
iterator tmp = *¥this; 
+4+* this; 
return tmp; 

t 

reference Operator *:) 
t 

dress 

if ¢€vwitem == nullptr) 

i 
EUD_ASSERT( ("Failed to dereference storm list iterator!", false)); 
static auto empty_node = value _type(l); 
return empty node; 

t 

Yf Ts that an adapted trigger node? 

+ 
ff Is that another host types 

ose 

ff This trigger node exists in arbitrary memory, 

operat 
a Péerat 

pointer Operator ->_) 
{ 

¥ 
return &**this;



EUD adapters — Partial butters 

¢ Partial buffers adapters are used whenever the virtual item size is greater than the physical item size: 

SC 1.16.1 item (virtual): data 

ee or eee ele unmapped 

e The adapter serves the mapped data when the access offset is within the mapped range 

  

    SC:R item (physical): 

e It will serve zeros w/o failing when the unmapped area is accessed



EUD adapters — Deferred writes /1 

1. Certain adapters resort to using deferred writes as 

means to speed-up the emulation 

2. The EUD map writes in chunks of 4 bytes at a time 

>» We don’t want to re-construct real game data 

while the EUD map is still writing the changes 

3. Instead, a write handler simply passes-thru the writes 

to a temporary buffer and marks the adapter as dirty 

e (Reads from dirty offsets are served from the 

temporary buffer for consistency) 

4. After all triggers are executed in that game loop, the 

emulator invokes all the dirty adapters’ deferred write 

callbacks 

5. Inside the deferred write callback, the temporary buffer 

is then used to reconstruct the real structures used by 

the game. The adapter dirty flag is then cleared.  



EUD adapters — Deferred writes /2 

Deferred write example adapter: 
  

1. The status text adapter lets the 

EUD maps write to a temporary 

buffer 

Afterwards, the adapter re- 

constructs the proper status text 

structures that are compatible with 

the new game (SC:R) code 

class eud_stattxt_adapter_t: public eud_vmemitem_t 

t 

} « 

size_t orig_tbl_size; 

UWORD orig_str_count; 

blz:istring prev_hotkey_profile; 

ff This function updates the encoding format of stat text 

bool Fix_hotkeys(voic *buf, uint32_t tbl_size); 

virtual bool write_vmem 
eud_emu_t *emu, 

eud_addr_type offs, 

eéud_ value_type value, 

int q) override 

  

i 

T 

virtual bool deferred_write_vmem: 

t 

t 

eéud_emu_t *emu, 

eud_addr_type offs, 

eud value_type value, 

int q) override 

else 

clear_dirty(); 

  
  

f/f Fix the hotkeys from 1.16.1 EVD map to work with SCR 

if (\fix_hotkeys(backing_data, size)) 
return false; 

if (str_tbl == nullptr) 
return false; 

str_allow_kr_cp_conv({str_tbhl, true); 

extern StringTable gpStatStrs;: 

Lon) using the extended size fand not the original size) 

ff Let's patch existing strings and add new ones (if EUD string count is bigger than original string table contents} 

for (UWORD istr = 6, c = MIN(orig_str_count, str_tbl->priv->wStrCount); 
istr < c; 

++istr) 

f/f Update the string table from the TStrTblPriv (and convert to UTF-8) 

auto str = str_get_string_kor_ewd(str_tbl, istr + 1); 
eud_dbgprint("S@4d - Ss\n", istr, str}; 
gpstatstrs .Updatestring(istr, strj: 

Tt 

str_unload_table_from_memory(str_tbl1)}; 

ff Select the no hotkeys profile for this map 
prev_hotkey_profile = CHotkeyManager::Get().SetNoHotkeysProfile(}; 

return true; 

« end deferred_write_vmem » 
1 Pod TATLEL adanter T w . d eud_stattxt_adapter_t » ;



EUD adapters — Bounded array elements /1 

e Various game data variables are integer arrays 

¢ Sometimes, the elements in the array must have 

bounded values 

¢ Naturally, the pass-thru (basic) adapter is not 

suitable (because no validation takes place) 

¢ The bounded array adapter also leverage a 

shadow array table for all the elements that have 

incomplete / invalid values 

¢ Only after the written values are valid (within the 

specified bounds) then changes are reflected into 

the backing data  



EUD adapters — Bounded array elements /2 

¢ The Unit Flingy array’s values have an upper bound of 209 
else if (src_id == EIF_SRC_UNIT_FLINGY) 
t 

vitem = new eud_number_array_adapter_t¢sizeof(UBYTE}, EUD_NUM_FLINGIES=>( 
this, 
item); 

t 

template <int WIDTH, uint32_t MAM_VAL> 

class @ud_number_array_adapter_t: public eud_vmemitem_t 
t 
protected: 

struct shadow vals t 

uint3?_t val; 
bool dirty; 

shadow_vals_t(): dirty(false), val(@) { } 
I 

blz::vector<shadow_vals_t> shadow_vals; 

public: 

eud_number_array_adapter_t 
eud_emu_t *emu, 

const eud_itemdef_t *item): eud_vmemitem_t(emu, item) 

flags |= EIF_BACKUP_DATA; 

size_t arr_size = item-*+size / sizeof(eud_value_type); 

if ((item->size % sizeof(eud_value_type)) != @) 
++arr_sizre; 

/f Create a parallel shadow table 

shadow_vals.resize(arr_size); 

t 

virtual bool read_vmem 
eud_emu_t *emu, 

eud_addr_type offs, 

eud_ value_type &value} 

  
  

size_t idx = offs / sizeofleud_ value_type); 

EUD_ASSERT( ("Reading out of bounds!", idx < shadow_vals.size())); 

value 

return eud_vmemitem_t::read_vmem(emu, offs, value); 

/f Read the shadow value when dirty 

value = shadow_vals[idx].wal; 

return true; 

virtual bool write_vmem( 
eud_emu_t *emu, 
eud_addr_type offs, 
@éud value type value, 

int gq = 9) 

  

size_t idw = offs / sizeof(eud_value_type); 

EUD_ASSERT( ("Writing out of bounds!", idx < shadow_vals.size(})); 

ff Still not dirty at the first write, read the live value first 
if (!shadow_vals[id«].dirty) 

i 
ff Read the live value directly into the shadow value 

if (!eud_vmemitem_t::read_vmem(emu, offs, shadow_vals[idx].val)) 

return false; 

ff Mark as dirty 
shadow_vals[idx].dirty = true; 

+ 

f/f Compute the final value 
set_pval(Sshadow_vals[idx].wal, value, g); 

f/f On overflow, just update the shadow value 
uin ew Val = shadow_vals[idx].val; 

(WIDTH == 1) 

if ( = (new_val & @xff) >= MAX_VAL 
|| ((new_val >> 8) & @xff) >= MAX_VAL 
|| ({new_val >> 16) & @xff) >= MAX_VAL 

|| ((mew_val >> 24) & Oxf) >= MAX_VAL) 

return true; 

Clear dirty and update real backing data 
5 ms ,dirty = false; 

return eud_vmemitem_t::write_vmem(emu, offs, new_val, 
} « end write_vmem » a



EUD adapters — Full adapters list /1 

Throughout the creation of the EUD emulator, various 

adapters were devised whenever a new problem is 

encountered: 

e eud_adapter_cards 

¢ Supports total customization of units 

command cards 

¢ eud_adapter_csprites and eud_adapter_cunit 

¢ Allows controlled modifications into the 

CSprite and CUnit structures 

¢ eud_adapter_group 

e Allows bitmap shuffling inside certain game 

animation frames 

¢ eud_adapter_keytable 

e¢ Allows EUD maps to intercept key presses (‘a’, 
(J @,,,) 

s’, ‘w’, ‘d’, key up and key down for example)  



EUD adapters — Full adapters list /2 

e Allows support for protected maps. 

¢ Refer to MPQ frozen maps: 

https://github.com/phu54321/euddraft/tree/ 

master/freeze 
  

¢ Read access into the in-game chat messages 

(“Chatting War” EUD maps) 

e Various non-emulated or no longer existent 

variables are handled with this adapter 

e Lets EUD maps read player information 

(name, race, color, etc.)  



EUD adapters — Full adapters list /3 

¢ eud_adapter_pointers 

¢ All pointer related adaption code 

¢ Supports partial pointers (backed by shadow 

values) 

¢ eud_adapter_stattxt 

e Unit status text and hotkeys manipulation 

¢ eud_adapter_stormlist 

¢ Allows high-level emulation of Storm lists 

¢ eud_adapter_structwithptr 

e Used to emulate structures that contain a mix of 

basic types (pass-thru) and pointers (incomplete 

pointers + virtual <-> physical conversion) 

¢ eud_adapter_triggers 

e Supports dynamic triggers emulation  



  

  

     


