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To: Krickbaum, Marc (USAILN) (Marc.Krickbaum2@usdoj.gov)[Marc.Krickbaum2@usdoj.gov]

From: DerYeghiayan, Jared

Sent: Wed 5/29/2013 3:57:51 PM

Importance: Normal

Sensitivity: None

Subject: Affdavit draft May 29, 2013

Categories: 1I=01CE5CAF2DA9930B1C889DB344A0B14C5FE45E53EF8B;Version=Version

14.2 (Build 328.0), Stage=H4

Affidavit draft SR may 29 2013.doc

Marc,

| added two paragraphs to the affidavit at the bottom referencing the MSB charges and
relations to the emails we’re wanting to search.

Take a look and let me know if you need anything else.

Thanks,

Jared

3505-00013
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AFFIDAVIT

I, Jared D. Der-Yeghiayan, first being duly sworn, state the following under oath:

1. I am a Special Agent for United States Immigration and Customs Enforcement
(“ICE”) Homeland Security Investigations (“HSI”), and have been employed as such for
approximately 2 years and 8 months. During my time as a Special Agent | have been assigned to
the HSI Chicago O’Hare International Airport office, in Des Plaines, Illinois, and to the
Electronic Crimes Task Force located at Oakbrook Tower office, in Chicago, Illinois. My
responsibilities include investigating crimes relating to the United States border, including
offenses involving the illegal importation of narcotics, and investigations associated to
cybercrimes. Prior to serving as a HSI Special Agent, | served for approximately seven years as a
Customs and Border Protection Officer at Chicago O’Hare International Airport in Chicago,
Illinois. Since July of 2011, | have been the lead Special Agent for an HSI investigation
associated to the illicit and anonymous illegal drug market website referred to as the “Silk Road.”

2. The information contained in this affidavit is based on my personal knowledge, as
well as information provided to me by other law enforcement officers. Because this affidavit is
submitted for the limited purpose of establishing probable cause in support of the attached
complaint, this affidavit does not set forth each and every fact that | have learned during this
investigation.

3. In March of 2011, an anonymous black-market website named the Silk Road was
established for the purpose of offering illegal items. The illegal items include such merchandise
as illegal controlled substances, weapons and false identification documents, and weapons. The

Silk Road currently consists of two individual websites, its marketplace where all the black-

3505-00014
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market items can be purchased, and an online chat forum associated to topics related to
marketplace. Both the marketplace and online forum are operated by the same administer.

4. The Silk Road protects the physical location of the marketplace and online forum
as well as its user’s identities using sophisticated publicly available software referred to as The
Onion Router (“TOR”). Using a complex network comprised of computers located all over the
world, TOR can make it appear as if a user is located in completely different country than their
current location. The software accomplishes anonymity by using this worldwide network that
will encrypt and decrypt all its internet traffic to protect its user’s location. The Silk Road
marketplace and online forum can only be accessed using the TOR software.

5. All payments on the Silk Road are handled using a decentralized form of
electronic based currency called bitcoins. The concept of a bitcoin was first proposed by
anonymous hacker sometime in 2008. According to a confidential source, in approximately
2009, bitcoins came into existence when the first bitcoin was generated using publically
accessible software. A bitcoin can be created or also referred to as “mined” by using a
computer’s computing power to solve an algorithm. Anyone can openly buy, sell or trade
bitcoins on a variety of open online markets. The value of a bitcoin fluctuates constantly, and
has remained unstable since its creation. For the first time since its creation, in April of 2013, the
bitcoin market volume topped over 1 billion dollars. Bitcoins popularity has been mostly due to
its exclusive usage on the Silk Road.

6. Once a user is able to access the Silk Road marketplace they can set up a free
buyers account. Once logged into the website they can navigate through a variety of categories

such as Drugs, Apparel, Erotica, Forgeries, Money and Services for example. In the Drugs

3505-00015
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category items are further broken down by sections for Cannabis, Dissociates, Ecstasy, Opioids,
Other, Precursors, Prescription, Psychedelics and Stimulants. The administrators of the Silk
Road openly advertise that the only things that are not allowed on the marketplace are counterfeit
currencies, child pornography, and most weapons including weapons of mass destruction.

7. For a small fee any user can become a vendor on the Silk Road. HSI has
identified vendors who advertise their shipping location in over 40 countries. Most of the
products being listed on the Silk Road are controlled substances. Most of the quantities being
offered for sale are small and are considered personal use in size. As the marketplace has
expanded the number of vendors offering larger quantities have increased substantially, and
multiple vendors offer bulk quantities of controlled substances.

8. The Silk Road administrators provide the infrastructure and base that supports all
the illegal transactions. The administrators also provide guidance and direction to the vendors on
how they should handle their transactions, from the method and means of shipping their
products, to the steps they should take to avoid detection by law enforcement. In general, a
computer administrator can control all aspects of a website to include all of its content,
functionality, usage, imagery and accessibility.

9. The Silk Road administrators have publically advertised on their marketplace and
on their online forum that they take a percentage from every transaction that occurs on the
marketplace. The commission schedule includes percentages of 8-15% based upon the total
value of the transaction. The higher the transaction is, the lower the commission rate. In
September of 2012, HSI was able to verify that a commission rate exists on the Silk Road by

using a Silk Road vendor account and setting a price on a product for sale on the Silk Road

3505-00016
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marketplace. HSI then logged in to the Silk Road using a different account and observed the
same product offered for sale at a higher price than what was set by the vendor. The difference
in price matched the advertised commission rates from the Silk Road administrator.

10. Since November of 2011, HSI has made over 70 individual purchases of
controlled substances that came from various vendors on the Silk Road. The orders have varied
from various Schedule I and Il drugs, such as Ecstasy, cocaine, heroin, LSD and others. As of
April of 2013, 54 of the 56 samples that have been tested and returned by a laboratory have
resulted in high purity levels of drug being advertised on the Silk Road. Two of the samples
showed no controlled substance. These purchases were made from vendors located in over 10
different countries including the United States.

11. The Silk Road first became known through an online user by the name of
“Silkroad” who created an account on February 28, 2011, on an online bitcoin talk forum. On
June 11, 2011, there was an article written on trefor.net (http://www.trefor.net/2011/06/13/psst-
wanna-buy-a-racehorse-silkroad-bitcoin-torproject/) that user posted a message on those forums
introducing the website and looking for feedback from other users on how the website should be
handled. That user identified themselves at the end of the message as “Silk Road staff” and
provided www.silkroadmarket.org as their website in their profile.

12. On June 01, 2011, on the Silk Road forums, the administrator under the username
“Silkroad” posted a message stating the following,

“Hey gang,

Really sorry for the dead time there. Hopefully most of you got the message on the bitcoin forum

3505-00017
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or at silkroadmarket.org. The only major change is this forum. We have it running on a separate
server with it's own url so if the main site ever goes down again, first check here for updates.

Unfortunately this means we have separate logins for the main site and the forum.

As we mentioned before, everything was backed up and totally restored, but if for some reason a
deposit didn't make it in to your account or something like that, just let us know and we'll track it
down and credit you. Also, we're giving everyone a 4 day grace period on taking orders to the
resolution center before they are auto-resolved, so sellers, you may see some orders past due for a

few days.

Thanks everyone for hanging in there with us. This work is scary and exciting all at the same

time, and I'm really very happy to be on this journey with all of you.

Cheers,

Silk Road staff”

13. In order to redirect users who might be searching for the Silk Road marketplace
without knowing about TOR, the Silk Road administrators created www.silkroadmarket.org on
the open internet that provided specific instructions on how to access the marketplace. From the
website archive.org that crawls/ captures websites March 04, 2011, the following message was
posted on the silkroadmarket.org,

“This is not the Silk Road, but you are close...
The Silk Road is an anonymous online market. Current offerings include Marijuana, Hash,
Shrooms, LSD, Ecstacy, DMT, Mescaline, and more. The site uses the Tor anonymity network,

which anonymizes all traffic to and from the site, so no one can find out who you are or who runs

5

3505-00018



Case 15-1815, Document 34, ﬂvﬁ?@om, 1682742, Pagel9 of 293

Case 1:14-cr-00068-KBF Document 232-1 Filed 04/16/15 Page 8 of 11

Silk Road. For money, we use Bitcoin, an anonymous digital currency.

Accessing the site is easy:

Download and install the Tor browser bundle (Click here for instructions and non-windows users)
Open your new Tor browser

Go to: http://ianxz6zefk72ulzz.onion

Once inside, you will find a homepage that looks something like this:

* it takes about a minute for you to make the initial anonymous connection to the site, but
afterward you should be able to browse more quickly.

So what are you waiting for? Get Tor and get to Silk Road! We'll see you inside :)

-Silk Road staff “*

The website was visually identical to the TOR based Silk Road marketplace except no
products were advertised for sale there. The website was mainly used to redirect users to the
actual marketplace and to provide updates to users when the marketplace went down for service.

Eventually the Silk Road administrators created another website on TOR that was set up as an
online forum to provide a more secure venue for their users to view updates and discussions
associated to the marketplace.

14.  According to the website domaintools.com the www.silkroadmarket.org was
created on March 01, 2011, and all of its public WHOIS information registered with non-existent
user information. The name, address, telephone number, and email address on the public
registered information did not exist in open source or law enforcement databases. WHOIS is an
internet directory service that records public records for owners of servers as well as owners of
domain names, and Internet Protocol (“IP”) addresses.

15.  An IP address is a unique series of numbers that identifies the network location of

3505-00019
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a computer. These addresses allow computers to locate and connect to one another.

According to domaintools.com historical hosting history the domain
www.silkroadmarket.org was maintained at the domain name server XTA.net from March 01,
2011 through April 13, 2012. Domaintools.com’s historical server records also showed that the
IP address for the silkroadmarket.org as 174.120.185.75. The IP was registered at that address
from March 01, 2011 through March 30, 2011.

16. A domain name server is what translates the domain name and redirects the user
to the IP address. When using the internet a computer can only find a website using a specific
numerical location that is identified by the IP address. Without a domain name server, the
domain name in and of itself would not direct a user to the desired website.

17. According to Domaintools.com, on January 13, 2010, the domain name and server
XTA.net was registered to the company Mutum Sigillum LLC, and the administrative and
technical contact for the domain was Mark Karpeles (hereafter known as KARPELES). The
email address associated to the account and KARPELES at the time of acquisition was
magicaltux@gmail.com. According to records from Google the owner of the email address is
KARPELES. According to Domaintools.com’s Historical WHOIS records for XTA.net,
KARPELES has maintained administrative control over the website since he acquired it in 2010.

18. Subpoena records returned from the Internet Service Provider (“ISP) for the IP
address 174.120.185.75 shows it was owned by KARPELES from December 18, 2009 through
April 01, 2011. KARPELES provided the email address of mark@tibanne.com in his profile for
the account. According to records from Google, KARPELES is the registered owner of

mark@tibanne.com since September 10, 2011. As of April 05, 2013, Google records show the
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email account is active and over 234 logins on April 04, 2013. Google records also showed that
KARPELES is the registered owner of magicaltux@gmail.com since September 09, 2004. As of
April 05, 2013, Google records show the email account is active and over 211 logins on April 04,
2013.

19.  Additional research into KARPELES shows that in February of 2011, he
purchased the bitcoin marketplace Mt. Gox. As of April of 2013, the Mt. Gox bitcoin market is
largest bitcoin marketplace on the internet, and advertises that they handle over 80% of all
bitcoin trade. KARPELES also owns and operates and administers hundreds of online websites
and is a self-proclaimed computer hacker.

20. In May of 2013, the Department of Homeland Security seized over 5 million US
dollars from a Wells Fargo bank account and an online Dwolla account belonging to
KARPELES. The funds were seized as a violation of operating as an unlicensed money service
business, a violation of Title 18, USC section 1960. According to FinCen database records,
KARPELES has never registered any of the companies he owns as a money service business.

21. In an email dated May 29, 2012, sent and signed by KARPELES to Dwolla from
his email address mark@tibanne.com he states, “Whilst Mt. Gox K.K. is not currently licensed as
a Money Service Business, it is regulated in several jurisdictions internationally as a corporation
providing Bitcoin exchange services and the possibility of needing to be regulated under FInNCEN
and various state-level authorities is being investigated jointly by our legal team and financial
regulation authorities.”

22. Based on the above information, | believe there is probable cause that the email

address magicaltux@gmail.com and the email address mark@tibanne.com will contain
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information and evidence related to the distribution can of controlled substances and conspiracy
to distribute a controlled substance as well as additional evidence of KARPELES operating as an
unlicensed money service business. Based on my training and experience | am aware that people
use their email address when registering with other companies. Also based on my training and
experience internet provider companies that register websites will usually send email receipts to
their customers notifying them of purchases they made. Based on my training and experience |
am also aware that when someone uses one email to register with an internet company they will
more than likely use the same address to register with other internet companies. | believe since
KARPELES has used his magicaltux@gmail.com and mark@tibanne.com email address to
register with a few internet companies that he may have received record of registering, paying for
or owning certain aspects of the www.silkroadmarket.org website. | also believe there may be
correspondence of communications related to registering, owning and operating the website

www.silkroadmarket.org.

Jared D. Der-Yeghiayan, Special Agent
United States Immigration and Customs Enforcement
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To: Osborn, Phillip L[Phillip.L.Osborn@ice.dhs.gov]
Cc: '‘Boutros, Andrew (USAILN)[Andrew.Boutros@usdoj.gov]

From: DerYeghiayan, Jared
Sent: Thur 8/15/2013 9:18:19 AM
Importance: Normal

Sensitivity: None

Subject: FW: Email SW
Categories: vpaccept

Karpeles Email SW - draft to J Ellis.pdf

FYI, preparing to swear this out today.

Jared

Jared Der-Yeghiayan
Special Agent

HSI Chicago

Office- 630-574-4167
Mobile- 630-532-3253

From: Turner, Serrin (USANYS) [Serrin.Turner@usdoj.gov]

Sent: Thursday, August 15, 2013 09:47 AM Eastern Standard Time
To: michael_brantley@nysd.uscourts.gov

Cc: DerYeghiayan, Jared; Tarbell, Christopher W. (FBI)

Subject: Email SW

Michael ...

As discussedH please find attached an email SW application. | can be reached at J4JKJJOK481L or
serrin.turner@usdoj.gov whenever the judge is ready to see us. Thanks very much.

Serrin Turner

Assistant United States Attorney

U.S. AttorneyNs OfficeH Southern Pistrict of Qew York
1 St. AndrewNs Rlaza

Qew YorkH Qew York 10007

Rhone: 212KJ37K1V4J

Xax: 212KJ37K242V

Zmail:serrin.turner@usdoj.gov
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93 (Rev. 01/09) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and address)

)
) C
No.
T[Z ZMAI\ A]JOUQTS “magicaltux@gmail.com” and g ase No
)
)

"mark@tibanne.com™ MAIQTAIQZP _Y "OO\ZH IQ

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Qorthern District of California
(identify the person or describe the property to be searched and give its location):

T[Z ZMAI\ A]JOUQTS "“magicaltux@gmail.com” ahndark@tibanne.com™ MAIQTAIQZP _Y "OO\ZH

1Q].

The person or property to be searched, described above, is believed to conceal (identify the person or describe the property to
be seized):

SzZ ATTA][ZP qIPZq.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before August 1JH 2013
(not to exceed 10 days)
in the daytime 6:00 a.m. to 10 p.m. at any time in the day or night as | find reasonable cause has been

established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken
to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where
the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.
USMJ initials

I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box)  for ___ days (not to exceed 30).
until, the facts justifying, the later specific date of

Date and time issued:

Judgerssignature

City and state: _Qew YorkH QY s AR AR s

Printed name and title
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of:

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officeres signature

Printed name and title

3505-00207
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AO 106 (Rev. 06/09) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York
In the Matter of the Search of )
(Briefly describe the property to be searched )
or identify the person by name and address) Case No

T[Z ZMAI\ AJJOUQTS “magicaltux@gmail.com’ g
and “mark@tibanne.com™ MAIQTAIQZP _Y )
"OO"\ZH 1Q]. )

APPLICATION FOR A SEARCH WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that | have reason to believe that on the following person or property (identify the person or describe the property to
be searched and give its location):

located in the Northern District of California , there is now concealed (identify the
person or describe the property to be seized):

SZzZ ATTA][ZP qlPZg.
The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):

evidence of a crime;
contraband, fruits of crime, or other items illegally possessed;
property designed for use, intended for use, or used in committing a crime;

a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Code Section Offense Description
21U.S.]. 88841 |84J} 18 U.S.]. 88 narcotics conspiracyH moneyridaringH operating unlicensed
1VLJIH 1VJOH | 2 money transmitting business

The application is based on these facts:
SZZ ATTA][ZP qlPZq

Continued on the attached sheet.

Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 3103a, the basis of which is set forth on the attached sheet.

Applicantes signature

~arel PerYeghiayanH Special Agenithigration and Justoms

R R TR AT R eyl Investigatons

Printed name and title

Sworn to before me and signed in my presence.

Date: August 1LH 2013

Judgerssignature

City and state: _Qew YorkH QY R AR RS

Printed name and title

3505-00208
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF THE APPLICATION :

OF THE UNITED STATES OF AMERICA : TO BE FILED UNDER SEAL
FOR A SEARCH WARRANT FOR THE :

PREMISES KNOWN AND DESCRIBED AS : AFFIDAVIT IN SUPPORT
THE EMAIL ACCOUNTS : OF A SEARCH WARRANT
"magicaltux@gmail.com” and :

"mark@tibanne.com" MAINTAINED BY :

GOOGLE, INC. X

SOUTHERN DISTRICT OF NEW YORK, ss.:

Jared DerYeghiayan, being duly sworn, deposes and says:

1. | am a Special Agent at Immigration and Customs
Enforcement-Homeland Security Investigations («ICE-HSIZ). |
have been a Special Agent with ICE-HSI for over two years. | am
presently assigned to the ICE-HSI Electronic Crimes Task Force
in Chicago, lllinois. My responsibilities include investigating
offenses involving, among other things, narcotics trafficking
and cybercrime.

2. I make this affidavit in support of an application for
a warrant to search the e-mail accounts "magicaltux@gmail.com”
(*SUBJECT ACCOUNT-17) and "mark@tibanne.com” (+<SUBJECT ACCOUNT-
27) (collectively, the *<SUBJECT ACCOUNTSZ) maintained by Google,
Inc. (the ProviderZ).

3. For the reasons detailed below, there is probable
cause to believe that the SUBJECT ACCOUNTS contain evidence,

fruits, and instrumentalities of narcotics trafficking and money
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laundering, in violation of Title 21, United States Code,

Sections 841 and 846, and Title 18, United States Code, Sections
1956, 1960, and 2 (the *SUBJECT OFFENSESZ), as described in
Attachment A to this Affidavit.

4. This affidavit is based upon my personal knowledge, my
review of documents and other evidence, and my conversations
with other law enforcement officers and civilian witnesses.
Because this affidavit is being submitted for the limited
purpose of establishing probable cause, it does not include all
the facts that | have learned during the course of my
investigation. Where the contents of documents and the actions,
statements, and conversations of others are reported herein,
they are reported in substance and in part, except where
otherwise indicated.

BACKGROUND ON THE PROVIDER

5. Based on my training and experience, | have learned
the following about the Provider:

a. The Provider offers e-mail services available
free of charge to Internet users, under the domain name
egmail.com.Z The Provider also offers paid services through
which users can obtain e-mail accounts that are hosted by the
Provider but that can be associated with any domain name that

the user controls ... e.g., sjohndoe@myowndomain.com.Z
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b. The Provider maintains electronic records
pertaining to the individuals and companies for which they
maintain subscriber accounts. These records include account
access information, e-mail transaction information, and account
application information.

C. Subscribers may access their accounts on servers
maintained or owned by the Provider from any computer connected
to the Internet located anywhere in the world.

d. Any e-mail that is sent to or from a subscriber
is stored in the subscriberes *mail boxZ on the Providerss
servers until the subscriber deletes the e-mail or the
subscriberes mailbox exceeds the storage limits preset by the
Provider. If the message is not deleted by the subscriber, the
account is below the maximum limit, and the subscriber accesses
the account periodically, that message can remain on the
Provideres servers indefinitely. Such stored messages can
include attachments such as documents, images, and videos.

e. Computers located at the Provider contain
information and other stored electronic communications belonging
to unrelated third parties. Accordingly, this affidavit and
application for search warrants seek authorization solely to
search the SUBJECT ACCOUNTS, following the procedures described

herein and in Attachment A.
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STATUTORY PROVISIONS

6. 18 U.S.C. § 2703(b)(1)(A) allows the government to
compel disclosure of all stored content and records or other
information pertaining to a subscriber of an electronic
communications service provider (such as the Provider) ... without
notice to the subscriber - pursuant to a search warrant issued
using the procedures described in the Federal Rules of Criminal
Procedure. Such an order may be issued by sany district court
of the United States (including a magistrate judge of such a
court)Z that <has jurisdiction over the offense being
investigated.Z 18 U.S.C. § 2711(3)(A)(i).

THE INVESTIGATION

Background on the Silk Road Underground Website

7. This application stems from an ongoing investigation
into an underground website used to sell illegal drugs known as
«Silk RoadZ (the *Silk Road Underground WebsiteZ). The Silk
Road Underground Website provides an infrastructure similar to
well-known online marketplaces such as Amazon Marketplace or
eBay, allowing sellers and buyers to conduct transactions
online. However, unlike such legitimate websites, the Silk Road
Underground Website is designed to facilitate illegal commerce
by ensuring absolute anonymity on the part of both buyers and

sellers.
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8. The primary means by which the Silk Road Underground
Website protects the anonymity of its users is by operating on
the sTORZ network. The TOR network is a special network of
computers distributed around the world designed to conceal the
true Internet Protocol (+IPZ) addresses of the users of the
network. ' Every communication sent through the TOR network is
bounced through numerous relays within the network, and wrapped
in a layer of encryption at each relay, such that the end
recipient of the communication has no way of tracing the
communication back to its true originating IP address. In a
similar fashion, the TOR network also enables websites to
operate on the network in a manner that conceals the true IP
address of the computer server hosting the website.

9. Another means by which the Silk Road Underground
Website protects the anonymity of its users is by requiring all
transactions to be paid for through the use of Bitcoins.Z
Bitcoins are a virtually untraceable, decentralized, peer-to-
peer form of electronic currency having no association with
banks or governments. In order to acquire Bitcoins in the first

instance, a user typically must purchase them from a Bitcoin

! Every computer attached to the Internet is assigned a unique
numerical identifier known as an Internet protocol or «IPZ
address. A computeres IP address can be used to determine its
physical location and, in turn, to identify the user of the
computer.
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eexchanger.Z Bitcoin exchangers accept payments of currency in
some conventional form (cash, wire transfer, etc.) and exchange
the money for a corresponding amount of Bitcoins (based on a
fluctuating exchange rate); and, similarly, they will accept
payments of Bitcoin and exchange the Bitcoins for conventional
currency. Once a user acquires Bitcoins from an exchanger, the
Bitcoins are kept in an anonymous swalletZ controlled by the
user, designated simply by a string of letters and numbers. The
user can then use the Bitcoins to conduct anonymous financial
transactions by transferring Bitcoins from his or her wallet to

the wallet of another Bitcoin user. All Bitcoin transactions

are recorded on a public ledger known as the *BlockchainZ;
however, the ledger only reflects the movement of funds between
anonymous wallets and therefore cannot by itself be used to
determine the identities of the persons involved in the
transactions.

10. Those operating Silk Road charge a commission, in the
form of Bitcoins, for all sales conducted through the site. The
commission varies between 8 to 15 percent, depending on the
total value of the transaction. (The higher the value of the
transaction, the lower the commission.)

11.  Since November of 2011, ICE-HSI has made over 70

individual purchases of controlled substances from various
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vendors on the Silk Road Underground Website. The substances
purchased have been various Schedule | and Il drugs, including
ecstasy, cocaine, heroin, LSD, and others. As of April 2013, 56
samples of these purchases have been laboratory-tested, and, of
these, 54 have shown high purity levels of the drug the item was
advertised to be on Silk Road. (Two of the samples tested
negative for any controlled substance.) Based on the postal
markings on the packages in which the drugs arrived, these
purchases appear to have been filled by vendors located in over
ten different countries, including the United States.

12. | have traced the Bitcoins that were used in these
undercover purchases through the Blockchain, the public ledger
reflecting the transfer of Bitcoins from one Bitcoin wallet to
another. In doing so, | have found that Silk Road Underground
Website appears to use a highly complicated system of Bitcoin
wallets to control the movement of Bitcoins in and out of the
website. In particular, the website uses a stumblerZ that mixes
the funds from various wallets together, so as to make it very
difficult to trace the funds from a particular transaction to a
particular Bitcoin wallet. Based on my training and experience,
this system was likely designed by someone with a high level of

technical expertise concerning the operation of Bitcoins.
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Background on Mark Karpeles and
His Suspected Role in Establishing Silk Road

13. Based on Internet searches | have conducted, the Silk
Road Underground Website appears to have been established in
early 2011. In particular, from visiting an online discussion
forum about Bitcoins, located at bitcointalk.org, | know that on
February 28, 2011, a user account was created on the
bitcointalk.org forum under the username esilkroad.Z The
postings made by this user are no longer accessible on
bitcointalk.org. However, | have reviewed media articles from
mid-2011 which report that, on March 1, 2011, the esilkroadZ
user posted the following message on the forum:

Hi everyone, Silk Road is into its third week after launch
and | am very pleased with the results. There are several
sellers and buyers finding mutually agreeable prices, and
as of today, 28 transactions have been made!

For those who don't know, Silk Road is an anonymous online
market.

Of course, it is in its infant stages and | have many ideas
about where to go with it. But | am turning to you, the
community, to give me your input and to have a say in what
direction it takes.

What is missing? What works? What do you want to see
created? What obstacles do you see for the future of Silk
Road? What opportunities?

The general mood of this community is that we are up to

something big, something that can really shake things up.
Bitcoin and Tor are revolutionary and sites like Silk Road

are just the beginning.
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| don't want to put anyone in a box with my ideas, so |
will let you take it from here ...

- Silk Road staff
14.  The esilkroadZ useres account at the bitcointalk.org
forum includes a signature block, which contains a hyperlink to
the website esilkroadmarket.org.Z This is not the address of
the Silk Road Underground Website, but rather is the address of
a site on the ordinary Internet. (Websites operating on TOR
have complex domain names ending in +.onionZ and can only be
accessed through TOR browser software.) However, from reviewing
archived versions of the silkroadmarket.org website, 2 | know that
in early 2011 this website was used to publicize the Silk Road
Underground Website and to explain how it could be accessed
through TOR. For example, an archived capture of the
silkroadmarket.org homepage from March 4, 2011 reflects that, at
the time, the website stated as follows:
This is not the Silk Road, but you are close...
The Silk Road is an anonymous online market. Current
offerings include Marijuana, Hash, Shrooms, LSD, Ecstacy,
DMT, Mescaline, and more. The site uses the Tor anonymity
network, which anonymizes all traffic to and from the site,
so no one can find out who you are or who runs Silk Road.

For money, we use Bitcoin, an anonymous digital currency.

Accessing the site is easy:

2 The archived material is available at www.archive.org, a non-
profit digital library of archived websites.
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1. Download and install the Tor browser bundle
(Click here for instructions and non-windows
users)

2. Open your new Tor browser

3. Go to: http:/lianxz6zefk72ulzz.onion

* it takes about a minute for you to make the initial
anonymous connection to the site, but afterward you should
be able to browse more quickly.

So what are you waiting for? Get Tor and get to Silk Road!
We'll see you inside :)

-Silk Road staff
15. Later archived captures from the silkroadmarket.org
website reflect that the site continued to be used by the
administrators of the Silk Road Underground Website to inform
Silk Road users of service outages and otherwise to provide
updates on the status of the service. For example:
a. On June 5, 2011, the silkroadmarket.org website
posted a message stating: *The Silk Road is currently closed to
new visitors. This will be reviewed on July 1 st and the site
will possibly be reopened. Sorry for the inconvenience : (.Z
b. On June 18, 2011, the silkroadmarket.org website
posted a message stating: "So the server went down unexpectedly
today. This was very unnerving because we thought it had somehow
been seized or something terrible like that. Fortunately it was
just some kind of glitch and we were able to reboot. Everything

has been backed up and is totally current, but we are not going
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to turn the site back on for a couple of days while we work out
a way to prevent such problems."

16.  Archived captures of the silkroadmarket.org website
show that it ceased operating as an outlet for information about
the Silk Road Underground Website in or about April 2012.

17. Based on publicly accessible information from
domaintools.com, 3 | have learned the following:

a. The esilkroadmarket.orgZ domain name was
registered on March 1, 2011 by a *Richard PageZ at 11640 Gary
Street, Garden Grove, California. This contact information
appears to be entirely fictitious, as | have been unable to find
any information on a *Richard PageZ associated with this address
in any law-enforcement or open-source databases. Based on my
training and experience, | believe that whoever registered the
esilkroadmarket.orgZ domain name used false identification
information in order to conceal his association with the
website.

b. From March 1, 2011 through April 13, 2012, the

ssilkroadmarket.orgZ domain name was controlled through the

3 Whenever a domain name or IP address is registered so that it
can be accessed through the Internet, the registrant must
provide certain information to Internet governance authorities,
including the registrantes contact information (which is not
verified, however). This registration information is stored in
what is known as the *\WHOISZ database and can be searched
through various websites, including domaintools.com.
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domain name server «xta.net.Z A domain name server is a server
responsible for translating a domain name (e.g., *abc.com2) to

an IP address (e.g., *198.199.200.2012) and redirecting users

who type in the domain name to the computer with the
corresponding IP address. The exta.netZ domain name server used
to control the esilkroadmarket.orgZ domain name has, since
January 13, 2010, been registered to the company sMutum Sigillum
LLC.Z The administrative and technical contact person listed

for the company in the domain name registration information is
Mark Karpeles (*\KARPELESZ), with an e-mail address of

emagicaltux@gmail.comZ ... i.e., SUBJECT ACCOUNT-1.

C. From March 1, 2011 through March 30, 2011, the

silkkroadmarket.org domain name resolved to the IP address
174.120.185.75 (sIP Address-1Z). That is, traffic to the

website was directed during this time, through the xta.net

domain name server, to IP Address-1, where the content of the
silkroadmarket.org website was hosted. Based on records
subpoenaed from a server-hosting company that maintains IP
Address-1, | have learned that IP Address-1 was leased to
KARPELES from December 18, 2009 through April 1, 2011. The
records list KARPELESes e-mail address as *mark@tibanne.comZ ...

i.e., SUBJECT ACCOUNT-2.
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d. In searching registration records for other
websites hosted at IP Address-1 in 2011, | discovered that the
website tuxtelecom.comZ was also hosted at IP Address-1 from
March 1, 2011 through March 30, 2011. The stuxtelecom.comZ
domain name is registered to KARPELES in his own name.

e. The websites for both silkroadmarket.org and
tuxtelecom.com were subsequently moved ... repeatedly and
simultaneously ... to different IP addresses. Specifically, on
March 30, 2011, the IP addresses for both silkroadmarket.org and
tuxtelecom.com changed to 173.224.127.76 (sIP Address-27). Both
websites remained at that address until April 21, 2011, when
they were both moved to the IP address 173.224.119.60 (sIP
Address-37). | believe this evidence shows that KARPELES
controlled the silkroadmarket.org website along with the
tuxtelecom.com website, and that he hosted them both at IP
addresses he controlled.

18.  According to KARPELESes publicly accessible page on
sLinkedInZ ... a professional networking site where users can post

their resumes and other career information ... KARPELES is an

experienced computer programmer. KARPELESes resume on LinkedIn

indicates that, from 2003 to 2010, he worked as a software
developer at various companies, specializing in developing e-

commerce websites. Based on my training and experience, | know
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that this type of background would make KARPELES well-suited to
operating an e-commerce site such as the Silk Road Underground
Website.

19. Based on media articles and Japanese incorporation
records, | know that, by at least early 2011, KARPELES acquired
a Bitcoin exchanger service based in Japan known as *Mt. Gox.Z
KARPELES continues to own Mt. Gox to this day and serves as its
Chief Executive Officer. According to its website, Mt. Gox is
the sworld's largest and oldest Bitcoin exchangeZ and handles
over 80% of all Bitcoin trade.Z Based on my own familiarity
with the market for Bitcoins, | know that Mt. Gox is in fact one
of the largest Bitcoin exchangers in operation at the present
time, if not the largest.

20. | have spoken with a confidential informant («Cl-12)
who has worked for KARPELES within the past two years.
According to CI-1, KARPELES operates bitcointalk.org ... the same
discussion forum where Silk Road was first publicized by the
user esilkroadZ in late February 2011. From visiting the forum,
| know that the forum operates on a software platform known as
Simple Machines.Z From visiting the Silk Road Underground
Website on TOR, | know that this same software platform is used
to operate the discussion forums included on the Silk Road

Underground Website itself. Based on my training and
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experience, the Simple Machines forum software is not widely
used by forum administrators. Thus, the fact that the software
is used to operate both the discussion forum on bitcointalk.org
and the discussion forum on Silk Road indicates that the forums
were likely set up by the same administrator ... that is,
KARPELES.

21.  Similarly, from visiting the tuxtelecom.com website ...
publicly registered to KARPELES, as described above ... | know
that the website includes a webpage containing a tutorial about
how to make phone calls over the Internet. From reviewing the
source code for the webpage, | know that it was constructed
using wikiZ software ... a type of software commonly used to
create tutorials, frequently asked questionsZ or «FAQZ pages,
and similar content on websites. More specifically, the source
code reflects that the webpage was constructed using a specific
swikiZ software called *Mediawiki,Z and a specific version of
this software, version 1.17. 4 From reviewing the
silkroadmarket.org website and the Silk Road Underground
Website, | know that these websites also contain pages

constructed using swikiZ software (such as FAQ pages). The

4 Software vendors commonly update their software in order to fix
bugs and to add new features. Each version of the software is
denoted by a higher version number, with larger decimal places
representing more significant revisions. (E.g., version 2.34
would be a minor revision to version 2.33, while version 3.0
would be a major revision to any version in the 2.xx series.)
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source code for these pages reflects that they were constructed
using the same version of the same software used to create the
swikiZ page on the tuxtelecom.com website ... Mediawiki version
1.17. From reviewing the Mediawiki website, | know that the
Mediawiki software is regularly updated and that many versions
have been released over time. Thus, the fact that the exact
same version of the software was used to create the swikiZ page
on tuxtelecom.com and the swikiZ pages on silkroadmarket.org and
the Silk Road Underground Website indicates, again, that the
same administrator ... KARPELES ... was responsible for creating all
three of these sites.

22. Based on the foregoing, | believe that KARPELES has
been involved in establishing and operating the Silk Road
website. In summary, the evidence shows that:

a. KARPELES controlled the domain name server and
the IP addresses used to host the silkroadmarket.org website on
the ordinary Internet. This website was used by the «Silk Road
StaffZ to publicize the existence of the Silk Road Underground
Website on TOR and later to provide information to users about
the status of the website.

b. Moreover, in early 2011, around the same time
that Silk Road began operating, KARPELES acquired Mt. Gox.

Given his ownership of this Bitcoin exchange business, KARPELES
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had a strong motive to create a large underground marketplace
where Bitcoins would be in high demand. The Silk Road website
was uniquely well suited to this purpose, as it has generated a
huge source of demand for Bitcoins. Indeed, as of April 2013,
the total value of Bitcoins in circulation topped 1 billion

dollars. Because there are few legitimate vendors who accept
Bitcoins as payment, it is widely believed that the rise of

Bitcoins has been driven in large part by their use on Silk

Road.

C. KARPELES has the technical expertise and
experience necessary in order to establish and operate a large
commercial website such as the Silk Road Underground Website.
The fact that the Silk Road website utilizes the exact same
forum software as bitcointalk.org and the exact same swikiZ
software as tuxtelecom.com ... both websites directly linked to
KARPELES ... provides further evidence of KARPELESes involvement
in administering Silk Road. Finally, the fact that the Silk
Road Underground Website relies on a highly complex system for
processing Bitcoins strongly suggests that it was designed by
someone with extensive technical expertise related to Bitcoins ...
which KARPELES, being the owner and operator of a major Bitcoin

exchange and Bitcoin discussion forum, clearly has.
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23.  Accordingly, | respectfully submit there is probable
cause to believe that KARPELES has engaged in the SUBJECT
OFFENSES. Specifically:

a. By establishing and helping to operate Silk Road,
an underground narcotics-trafficking website, KARPELES has
participated in a conspiracy to distribute narcotics and has
aided and abetted the distribution of narcotics, in violation of
Title 21, United States Code, Sections 841 and 846 and Title 18,
United States Code, Section 2.

b. Further, by operating a Bitcoin exchanger
service, Mt. Gox, while knowing that a large volume of its
business derives from narcotics trafficking activity conducted
through Silk Road, KARPELES has violated U.S. money-laundering
laws. Specifically, KARPELES has violated Title 18, United
States Code, Section 1956, which prohibits, among other things,
knowingly transferring the proceeds of narcotics trafficking
activity with the intent to promote the carrying on of such
unlawful activity. See 18 U.S.C. § 1956(a)(1)(A) & (c)(3).
KARPELES has also violated Title 18, United States Code, Section
1960, which prohibits a person from operating a money
transmitting business that involves the transmission of funds

the person knows to have been derived from a criminal offense or
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are intended to be used to promote or support unlawful activity.
See 18 U.S.C. § 1960(b)(1)(C).

Request to Search the Subject Accounts

24.  As described above, KARPELES used SUBJECT ACCOUNT-1 to
register the domain name server used to route Internet traffic
to the silkroadmarket.org website, and he used SUBJECT ACCOUNT-2
to lease the IP address where the silkroadmarket.org website was
initially hosted. Based on records subpoenaed from Google, |
have learned the following:
a. Both of the SUBJECT ACCOUNTS are maintained by
Google. The subscriber listed for both accounts is KARPELES.
b. Both of the SUBJECT ACCOUNTS were active as of
the date of the subpoena return, April 5, 2013. Indeed, on
April 4, 2013 alone, the Google records reflect 234 logins to
SUBJECT ACCOUNT-1 and 211 logins to SUBJECT ACCOUNT-2.
25. Based on my training and experience, | know that, when
a user is required to provide an e-mail address to register an
account with an electronic communications service provider, the
provider typically sends the user a receipt at the e-mail
address provided. Accordingly, | believe that, at a minimum,
the SUBJECT ACCOUNTS will contain records of KARPELES
registering the accounts associated with the domain name server

and an IP address used to host the silkroadmarket.org website.
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By tying KARPELES to Silk Road, these records would provide
evidence of KARPELESe involvement in the SUBJECT OFFENSES.

26. By the same token, | believe that KARPELES has also
used the SUBJECT ACCOUNTS to register other accounts he has used
in connection with the SUBJECT OFFENSES. For example, the
SUBJECT ACCOUNTS likely contain communications reflecting
KARPELES- registration of IP Address-2 and IP-Address-3, where
the silkroadmarket.org website was moved after initially being
hosted at IP-Address-1.

27.  Finally, based on my training and experience, |

believe it is likely that KARPELES has worked with others in
establishing and operating the Silk Road Underground Website.
Indeed, the postings on the silkroadmarket.org site that
KARPELES controlled are signed «The Silk Road StaffZ and are
written in the plural first person. Based on my training and
experience, | know that those involved in cybercrime often
communicate with their co-conspirators over e-mail.
Accordingly, | believe it is likely that the SUBJECT ACCOUNTS
will contain communications between KARPELES and the co-
conspirators involved with him in committing the SUBJECT
OFFENSES.

28.  Accordingly, | respectfully submit that there is

probable cause to believe that the SUBJECT ACCOUNTS will contain
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evidence, fruits, and instrumentalities of the SUBJECT OFFENSES,
as described more fully in Section Il of Attachment A.

SEARCH PROCEDURE

29. In order to ensure that agents search only the SUBJECT
ACCOUNTS, the search warrant requested herein will be
transmitted to the Provideres personnel who will be directed to
produce the information described in Section Il of Attachment A.
Based on my training and experience with executing email search
warrants, | know that, for practical and logistical reasons,
service providers typically produce all stored emails associated
with an email account for which a search has been authorized.
Upon receiving a digital copy of all stored email and stored
content associated with a given email account, law enforcement
personnel will review this content information using various
techniques, including but not limited to performing keyword
searches and undertaking a cursory inspection of all information
from the SUBJECT ACCOUNTS (analogous to searching file cabinets
in an office to determine which paper evidence is subject to
seizure), to determine which information, including emails,
contains evidence or fruits of the SUBJECT OFFENSES, as

specified in Section Il of Attachment A. >

® | know from my training and experience that keyword searches
alone are typically inadequate to detect all information subject
to seizure. For one thing, keyword searches work only for text
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CONCLUSION
30. Based on the foregoing, | respectfully request that
the Search Warrant sought herein issue pursuant to Rule 41 of
the Federal Rules of Criminal Procedure.

Dated: New York, New York
August 15, 2013

Jared DerYeghiayan

Special Agent

Immigration and Customs Enforcement-
Homeland Security Investigations

Sworn to before me on
August 15, 2013

HON. RONALD L. ELLIS
UNITED STATES MAGISTRATE JUDGE

data, yet many types of files commonly associated with emails
(including attachments such as images and videos) do not store
data as searchable text. Moreover, even as to text data, there
may be information properly subject to seizure but that is not
captured by a keyword search merely because the information
fortuitously does not contain the keywords being searched.
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Attachment A

Property to Be Searched

This warrant applies to information associated with the
following e-mail accounts:

magicaltux@gmail.com
mark@tibanne.com

(the «SUBJECT ACCOUNTS?Z) stored at a premises owned, maintained,
controlled, or operated by Google, Inc., which is headquartered

at 1600 Amphitheatre Parkway, Mountain View, CA 94043 (sthe
ProviderZ).

Particular Things to Be Seized

. Search Procedure

This warrant will be faxed or e-mailed to the Provideres
personnel, who will be directed to produce the information
described in Section Il below. Upon receipt of the production,
law enforcement personnel will review the information to locate
the items described in Section Il below.

[I. Information to be Produced by the Provider

The Provider is required to disclose the following
information for each of the SUBJECT ACCOUNTS, to the extent that
the information is within the Provideres possession, custody, or
control:

a. All stored e-mail and other stored content information
presently maintained in, or on behalf of, the SUBJECT ACCOUNTS,
and all existing printouts from original storage of e-mail
associated with the SUBJECT ACCOUNTS, including all header
information associated with such e-mails;

b. All histories, profiles, and contact lists (or sbuddyZ
lists, sFriendsZ lists, or similar lists), including e-mail
addresses, screen names, and user IDs, associated with the
SUBJECT ACCOUNTS;

C. All transactional information concerning activity

associated with the SUBJECT ACCOUNTS, including internet
protocol address logs;
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d. All business records and subscriber information, in
any form kept, concerning the SUBJECT ACCOUNTS, including
applications, account creation date and time, all full names,
screen names, and account names associated with the subscribers,
methods of payment, telephone numbers, addresses, and detailed
billing records; and

e. All records indicating the services available to
subscribers of the SUBJECT ACCOUNTS.

[ll. Information to Be Seized by the Government

The information to be seized by the Government includes all
information described above in Section Il that contains or
constitutes evidence, fruits, and instrumentalities of narcotics
trafficking and money laundering, in violation of Title 21,

United States Code, Sections 841 and 846, and Title 18, United
States Code, Sections 1956, 1960, and 2 (the «SUBJECT
OFFENSES?Z), including any evidence concerning the following:

a. The identity and location of the user of the SUBJECT
ACCOUNTS (the *User2);

b. Any phone numbers, e-mail accounts, computer servers,
IP addresses, domain names, or other electronic communications
facilities or accounts maintained or controlled by the User;

C. The Useres training, experience, and expertise
concerning computers, the Internet, digital currency, the TOR
network, and encryption;

d. The Useres involvement in operating a Bitcoin
exchanger service;

e. The Useres involvement in narcotics trafficking;

f. The Useres intent to promote narcotics trafficking
through operating a Bitcoin exchanger service or knowledge that
the exchanger service is facilitating narcotics trafficking;

g. The Useres awareness of anti-money laundering laws and
any efforts to comply with or evade such laws;

h. Communications with co-conspirators;
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i. Passwords, encryption keys, and other access devices
that may be necessary to access any of the Useres communications
or data; and

J. Any other evidence of the SUBJECT OFFENSES.
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SEALING ORDER

SERRIN TURNER affirms as follows:

1. | am an Assistant United States Attorney in the Office
of Preet Bharara, United States Attorney for the Southern
District of New York, and, as such, | am familiar with this
matter and the instant application for a warrant under 18 U.S.C.
§ 2703 to obtain certain stored electronic communications and
related records kept at premises owned, maintained, controlled,
or operated by Google, Inc. (the «ProviderZ).

2. In light of the confidential nature of this continuing
criminal investigation, the Government respectfully requests
that this affidavit and all papers submitted herewith be
maintained under seal until the Court orders otherwise, in order
to avoid premature disclosure of the investigation which could
inform potential criminal targets of law enforcement interest,
resulting in the endangerment of law enforcement agents and
others, except that the Government may without further Order of
this Court provide copies of the warrant and affidavit as needed
to personnel assisting it in the investigation and prosecution
of this matter, and may disclose these materials as necessary to
comply with discovery and disclosure obligations in any

prosecutions related to this matter.
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3. With respect to the return of the warrant and
inventory to the Clerk of Court, the Government further requests
the return be sealed as the target of the present investigation
has not yet been charged and public filing of the return at this
time would compromise an ongoing investigation into violations
of criminal law.

4. In addition, because notification of the existence of
this order will seriously jeopardize an investigation, | request
that, pursuant to 18 U.S.C. Section 2705(b), the Court order the
Provider not to notify any person of the existence of the
warrant.

Dated: New York, New York

August 15, 2013
PREET BHARARA

United States  Attorney

Southern District of New York
By:

SERRIN TURNER

Assistant United States Attorney
Southern District of New York

SO ORDERED:

HON. RONALD L. ELLIS
UNITED STATES MAGISTRATE JUDGE
SOUTHERN DISTRICT OF NEW YORK
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Anand Nathan ATHAVALE
Canadian citizen, DOHJp1. 1975.

Lived in New Zealand during their early teens
Education: Dropped out ofCollege, degree in BComm
Height: 5¢57

Weight 300 Pounds

Addresses:

@autodeleteprdifs @2dpmods.com

Sister: Anita Genevieve ATHAVALE, Canadian citizen, Djjjjjje 21. 1978,
Father: Indian heritage
Mother: German/Czech Heritage

Handles:

Liberty Student (mises.org)
Dixieflatline (Twitter, Notreason.com)
Roscoe36 (pistonsforum.com)
Guerrilla (namecheap.com)

U.S. Crossings (1997 and up)

August 11, 2005 crossed the Ambassador Bridge

June 03, 1998 Crossed at the Sumas POE

January 11, 1997 Arrived inbound on New Zealand flight 10 from Auckland, NZ into
Honolulu, HI using @nadian Passpor |4

Domains owned by ATHAVALE:
adp-servers.info
adpmods.com
anitaathavale.com
ariacom.net
autodeletepro.com
badboysummercamp.com
crashevent.com
dawgswap.com
dyenchir.net

dziho.com
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faafan.com
freeculturefoundation.org
griefandgrace.com
harvestreport.net
humanvictorycigar.com
ksgovernor.com
liftupthelid.com
mahcuz.com
okanaganproperty.org
oviwebportal.com
pachay.com
pistonforum.com
salmonarmproperty.com
salmonarmrealestate.org
shopgpsandsave.com
shuswapproperty.net
shuswaprealestate.org
smilequilts.com
studioprimer.com
technoarena.net
todlokey.com
tv-valjevo.com
tvi-web.com
unifyyoga.com
unifyyoga.net
unifyyoga.org
vegasjunky.com
yogafrogcaps.com
ronpauldonors.com
notreason.com
highdefinition1080i.info
highdefinition1080p.info
glitchproject.com
astroteacher.net
teenbloggersintl.org
unifiedunionworkers.org
pistonsforum.com
email4seniors.org
ceapseap.info
conficker-worm-removal.com
confickervirusremoval.com
libertyseo.com
libertyseo.net
libertyseo.org
consolegamecheater.com
reviewmobilephones.com
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laptopbuyer.info
luckygenerics.info
junksilverauctions.com
tramadolhcl.info
bupropiononline.info
buyorlistat.info
diclofenacgel.info
genericcarisoprodol.info
genericphentermine.info
rimonabantonline.info
vardenafilhcl.info
clomiphenecitrate.info
libertydoubleeagle.com
laptopsforstudents.info
usedlaptopsforsale.info
survivingbraininjury.info
buspironehcl.info
buytadalafil.info
genericsildenafil.info
achatmedicament.info
achattadalafil.info
fastprescriptions.info
secureonlinerx.info
euromedsonline.info
buyoseltamivir.info
Ifeusers.com
impotencehelp.org
prescriptionrefill.info
drinkmagician.com
notjustprescriptions.com
onlineinsurancedealers.com
airtechaviation.com
facilcobro.com
szetoshuiki.com
chemicalsafetybook.com
doubleolsens.com
webautomationlab.com
brainclub.net
bubblesphere.org
devbridge.org
fivebox.org
planoodle.net
blogify.org

blogtune.net
dazzlepedia.org
zhaotongok.com
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connectorz.com
thyroidsupplement.net
ceapseap.info
fadeo.org

fivecast.org
fivefish.org
fivepath.org
jumpcast.org
pixotri.org
misosouprecipes.org
acetazolamide.net
clindamycin.me
cabergoline.me
clozapine.me
cyclosporine.me
minocycline.me
asthmainhalers.info
buyazithromycin.me
fluoxetinehcl.info
paroxetinehcl.info
venlafaxinehcl.info
buydoxycycline.info
cephalexinonline.info
lisinoprilhctz.info
majordepressivedisorder.info
orderamoxicillin.info
superfoodslist.info
bupropionhcl.info
swissballs.org
kettlebellweights.info
petmedsrx.info
athaananda.com
auction-market.com
atenolol.me
tramadol50mg.me
tadalafil20mg.me
sildenafil100mg.info
bupropiononline.info
buyorlistat.info
buytadalafil.info
clomiphenecitrate.info
diclofenacgel.info
genericcarisoprodol.info
genericphentermine.info
genericsildenafil.info
rimonabantonline.info
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survivingbraininjury.info
vardenafilhcl.info
buspironehcl.info
crashassets.com
backlinkgarden.com
backlinkgarden.me
backlinkgarden.net
backlinkgarden.org
backlinkgarden.info
sociallinkoptimization.net
sociallinkoptimization.com
sociallinkoptimization.info
sociallinkoptimization.org
shuswaprealestate.org
salmonarmproperty.com
salmonarmrealestate.org
shuswapproperty.net
okanaganproperty.org
getinception.com
getinception.info
getinception.net
getinception.org
fortunepasseseverywhere.com
cseo.bz

communityseo.co
luckydragonconvenience.com

Known/Current IP Addresses:

139.142.249.112 (First used 05/04/2012, last used to log in to namecheap.com,
11/09/2012)

119.152.223.137 (used on 02/02/2012 to log into namecheap)
119.152.21.138 (used on 01/17/2012 to log into namecheap)
216.8.170.40 (used on 04/17/2012)

216.8.163.222 (used from 12/30/2010 to 04/12/2012)

96.30.11.236 (owns/administers) (multiple we bsites listed above in blue)
96.30.11.237 (owns/administers) (pistonsforum.com)

96.30.11.238 (owns/administers) (teenbloggersintl.org)

96.30.11.239 (owns/administers) (unifiedunionworkers.org)
184.173.203.97 (yogafrogcaps.com, ronpauldonors.com, notreason.com,
highdefinition1080i.info, highdefinition1080p.info, glitchproject.com,
astroteacher.net)

64.74.223.30 (used for multiple websites)
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Observations of ATHAVALE:

-Every website has their whois informationprotected. Many of which became
protected in mid to late 2011

-Subject is a ghost- little to no pesonal information anywhere on the internet

-Never uses his own name on any of his websites

-Hasnet traveled to the U.S. since 2005

-Knowledge of linux and servers

-Has administered numerous websites ioluding the Mises.org Forums, Pistons
Forum, and his own website notreason.com.

-Stopped actively posting on Mises.org on May 11, 2011. Last post on July 03, 2011.
-Majority of his websites are no longer active

-In March of 2011 moved from Ontario to B@nd registered his address as a PO Box.

Writing analysis (similarities between  Liberty Student/ATHAVALE on Mises
and Dread Pirate Roberts on Silk Road/UC chats)

-Both use the same writing style when addressing others and when replying
(condescending, Etc)

-Both spells Labor as sLabourZ occasially, and as sLaborZ other times

-Both use and spell the word ereal-timeZ

-Both use the word slemmeZ

-Both end sentences with e, right?Z

-Both spell route as sroutZ

-Both use the term eintellectual lazinessZ

-Both use the term and actively discuss #hconcept of agorism and the sagoristZ
-Both use and spell the work scounter-economicsZ in this manner

-Both use the term the latterZ

-Both quite often capitalize smallewords they want to emphasize

-Neither uses hyphens to space out sentences or thoughts

-Both start sentences with ~AdZ and *ButZ quite often.

-Both will commonly not capitalize the first word in a sentence when replying short
and quick

-Both use the term sthe heart of the matterZ

-Both quite often will use a backslash (/) to split words with similar meaning, and
the second word never had a space after the slash.

-Both use the term ealtruisticZ

-Both use the term spalZ

-Both use the term swar mongeringZ

-Both use the term sphoneyZ

-Both discuss and mention the authors Rothbard and Konkin

-Both commonly end sentences with a smiliéace or with the wink smilie face
-Both sometimes end sentences with the word samigoZ

-Both use the term eanarcho-capitalistZ

-Both misspell the word «alotZ

-Both have discussed the paleo human

-Both use the word <bullshitZ
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-Both use similar sayings about *hedge your betZ or shedge our betsZ
-Both use the cliché of not touchingomething with a <10 foot poleZ
-Both commonly use the word <kindaZ

-Both say they are knowledgeable and use *UbuntuZ

-Both actively have discussions on bitcoins

-Both have extremely similar political views
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Immigration and Customs Enforcement (ICE) Homeland Security
Investigations (HSI) Chicago O'Hare office is conducting an investigation
into the seizures of small quantities of drugs being made at the Customs
and Border Protection (CBP) International Mail Branch (IMB) at Chicago
O'Hare Airport. These seizures have been linked to anonymous online
marketplace called the Silk Road. This investigation is focused on
identifying and dismantling the Silk Road website as well as identifying
the sellers and recipients of the Scheduled Controlled Substances, as
well as the anabolic and synthetic drugs being sold on the website.

HSI O’Hare is respectfully requesting a collateral investigation by HSI
Vancouver on the Canadian citizen Anand ATHAVALE.

DETAILS OF INVESTIGATION:

Immigration and Customs Enforcement (ICE) Homeland Security
Investigations (HSI) Chicago O'Hare office is investigating multiple
seizures of various drugs being seized by Customs and Border Protection
(CBP) at the International Mail Branch (IMB). The investigation has led
to identifying the anonymous online market place referred to as "the Silk
Road" (SR) as the purchase location for the majority of the seized
controlled substances.

HSI O’Hare is respectfully requesting the assistance of HSI Vancouver to
coordinate a collateral investigation on the Canadian citizen Anand

Nathan ATHAVALE, date of birth (DOB) November 01, 1975. ATHAVALE is
suspected of operating as the main administrator under the username Dread
Pirate Roberts on the SR and SR forum.

HSI O’Hare has identified ATHAVALE as the likely identity behind the SR
administrator username Dread Pirate Roberts by using the posts on the SR
Forum, and using the chat sessions recorded by HSI Baltimore. There has
been extensive analysis of distinct writing styles, sayings, spelling
mistakes, cliches and specific nuances, which have led to determining
ATHAVALE as a highly likeable target.

The following is what identifying information is currently known about
ATHAVALE:

Anand Nathan ATHAVALE

Canadian citizen, DOB: -

Lived in New Zealand during their early teens
Education: Dropped out of College, degree in BComm
Height: 5’5"

Weight 300 Pounds
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Canadian PP#'s:

Canadian DL's/ID
Telephone # (519)
addresses:
@adpmods.co

epro.com,

Sister: Anita Genevieve ATHAVALE, Canadian citizen, DOB: 197
Father: Indian heritage -
Mother: German/Czech Heritage

Handles:

Liberty Student (mises.org)
Dixieflatline (Twitter, Notreason.com)
Roscoe36 (pistonsforum.com)
Guerrilla (hamecheap.com)

U.S. Crossings (1997 and up)

August 11, 2005 crossed the Ambassador Bridge

June 03, 1998 Crossed at the Sumas POE

January 11, 1997 Arrived inbound on New Zeala t 10 from Auckland,
NZ into Honolulu, HI using Canadian Passport

Domains owned by ATHAVALE:

adp-servers.info, adpmods.com, anitaathavale.com, ariacom.net,
autodeletepro.com, badboysummercamp.com, crashevent.com, dawgswap.com,
dyenchir.net, dziho.com, faafan.com, freeculturefoundation.org,
griefandgrace.com, harvestreport.net, humanvictorycigar.com,
ksgovernor.com, liftupthelid.com, mahcuz.com, okanaganproperty.org,
oviwebportal.com, pachay.com, pistonforum.com, salmonarmproperty.com,
salmonarmrealestate.org, shopgpsandsave.com,
shuswapproperty.net,shuswaprealestate.org, smilequilts.com,
studioprimer.com, technoarena.net, todlokey.com, tv-valjevo.com, tvi-
web.com, unifyyoga.com, unifyyoga.net, unifyyoga.org, vegasjunky.com,
yogafrogcaps.com, ronpauldonors.com, notreason.com,
highdefinition1080i.info, highdefinition1080p.info, glitchproject.com,
astroteacher.net, teenbloggersintl.org, unifiedunionworkers.org,
pistonsforum.com, email4seniors.org, ceapseap.info, conficker-worm-
removal.com, confickervirusremoval.com, libertyseo.com, libertyseo.net,
libertyseo.org, consolegamecheater.com, reviewmobilephones.com,
laptopbuyer.info, luckygenerics.info, junksilverauctions.com,
tramadolhcl.info, bupropiononline.info, buyorlistat.info,
diclofenacgel.info, genericcarisoprodol.info, genericphentermine.info,
rimonabantonline.info, vardenafilhcl.info, clomiphenecitrate.info,
libertydoubleeagle.com, laptopsforstudents.info, usedlaptopsforsale.info,
survivingbraininjury.info, buspironehcl.info, buytadalafil.info,
genericsildenafil.info, achatmedicament.info, achattadalafil.info,
fastprescriptions.info, secureonlinerx.info, euromedsonline.info,
buyoseltamivir.info, Ifeusers.com, impotencehelp.org,
prescriptionrefill.info, drinkmagician.com, notjustprescriptions.com,
onlineinsurancedealers.com, airtechaviation.com, facilcobro.com,
szetoshuiki.com, chemicalsafetybook.com, doubleolsens.com,
webautomationlab.com, brainclub.net, bubblesphere.org,

devbridge.org, fivebox.org, planoodle.net, blogify.org,

blogtune.net, dazzlepedia.org, zhaotongok.com, connectorz.com,
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thyroidsupplement.net, ceapseap.info, fadeo.org, fivecast.org,

fivefish.org, fivepath.org, jumpcast.org, pixotri.org,

misosouprecipes.org, acetazolamide.net, clindamycin.me, cabergoline.me,
clozapine.me, cyclosporine.me, minocycline.me, asthmainhalers.info,
buyazithromycin.me, fluoxetinehcl.info, paroxetinehcl.info,
venlafaxinehcl.info, buydoxycycline.info, cephalexinonline.info,
lisinoprilhctz.info, majordepressivedisorder.info, orderamoxicillin.info,
superfoodslist.info, bupropionhcl.info, swissballs.org,
kettlebellweights.info, petmedsrx.info, athaananda.com, auction-
market.com, atenolol.me, tramadol50mg.me, tadalafil20mg.me,
sildenafilL00mg.info, bupropiononline.info, buyorlistat.info,
buytadalafil.info, clomiphenecitrate.info, diclofenacgel.info,
genericcarisoprodol.info, genericphentermine.info,

genericsildenafil.info, rimonabantonline.info, survivingbraininjury.info,
vardenafilhcl.info, buspironehcl.info, crashassets.com,
backlinkgarden.com, backlinkgarden.me, backlinkgarden.net,
backlinkgarden.org, backlinkgarden.info, sociallinkoptimization.net,
sociallinkoptimization.com, sociallinkoptimization.info,
sociallinkoptimization.org, shuswaprealestate.org, salmonarmproperty.com,
salmonarmrealestate.org, shuswapproperty.net, okanaganproperty.org,
getinception.com, getinception.info, getinception.net,

getinception.org, fortunepasseseverywhere.com, cseo.bz, communityseo.co,
luckydragonconvenience.com,

Known/Current IP Addresses:

139.142.249.112 (First used 05/04/2012, last used to log in to
namecheap.com, 11/09/2012)

119.152.223.137 (used on 02/02/2012 to log into namecheap)
119.152.21.138 (used on 01/17/2012 to log into namecheap)
216.8.170.40 (used on 04/17/2012)

216.8.163.222 (used from 12/30/2010 to 04/12/2012)

96.30.11.236 (owns/administers) (multiple websites listed above in blue)
96.30.11.237 (owns/administers) (pistonsforum.com)

96.30.11.238 (owns/administers) (teenbloggersintl.org)

96.30.11.239 (owns/administers) (unifiedunionworkers.org)
184.173.203.97 (yogafrogcaps.com, ronpauldonors.com, notreason.com,
highdefinition1080i.info, highdefinition1080p.info, glitchproject.com,
astroteacher.net)

64.74.223.30 (used for multiple websites)

HSI O’Hare respectfully requests that HSI Vancouver open a collateral
case in order to work in conjunction with Canadian law enforcement to
pursue all available information on ATHAVALE. This will include possible
requests for surveillance, wire taps, personal identification records,
search warrants for email, household utility records, as well as

household energy consumption, internet use, internet connection IP
records, etc.

The HSI Chicago O’Hare investigation continues.
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Immigration and Customs Enforcement (ICE) Homeland Security
Investigations (HSI) Chicago Electronic Crimes Task Force (ECTF) is
conducting an investigation into the seizures of small quantities of

drugs being made at the Customs and Border Protection (CBP) International
Mail Branch (IMB) at Chicago O'Hare Airport. These seizures have been
linked to anonymous online marketplace called the Silk Road. This
investigation is focused on identifying and dismantling the Silk Road

website as well as identifying the sellers and recipients of the

Scheduled Controlled Substances, as well as the anabolic and synthetic
drugs being sold on the website.

This report contains information pertaining to Anand ATHAVALE'’s suspected
role as the Silk Road Administrator the Dread Pirate Roberts.

DETAILS OF INVESTIGATION:

Since September of 2011, Immigration and Customs Enforcement (ICE)
Homeland Security Investigations (HSI) Chicago Electronic Crimes Task
Force (ECTF) has been investigation the anonymous online black market
referred to as the Silk Road. Since March of 2011, the Silk Road has
hosted users that are able to buy and sell illegal drugs, counterfeit
commercial merchandise, false identification documents and other illegal
goods from destinations all over the world.  Since early 2012, the
operator and main administrator of the Silk Road website has utilized the
screen name the “Dread Pirate Roberts”; prior to that the administrator
used the screen name “Silk Road.”

Since June of 2011, the Silk Road has maintained two independent
websites. The first is its marketplace where it sells all of the illicit

goods. The other is an online forum where the users can openly discuss
anything related to the marketplace as well as receive updates from the
Silk Road administrators concerning outages or maintenance on the
marketplace website.

The Silk Road administrator has remained active on the Silk Road forum
since its creation by posting messages to its other members.

On June 18, 2011, the Silk Road administrator posted their first message
that stated the following.

“Hey gang,

Really sorry for the dead time there. Hopefully most of you got the
message on the bitcoin forum or at silkroadmarket.org. The only major
change is this forum. We have it running on a separate server with it's
own url so if the main site ever goes down again, first check here for
updates. Unfortunately this means we have separate logins for the main
site and the forum.

As we mentioned before, everything was backed up and totally restored,
but if for some reason a deposit didn't make it in to your account or
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something like that, just let us know and we'll track it down and credit
you. Also, we're giving everyone a 4 day grace period on taking orders
to the resolution center before they are auto-resolved, so sellers, you
may see some orders past due for a few days.

Thanks everyone for hanging in there with us. This work is scary and
exciting all at the same time, and I'm really very happy to be on this
journey with all of you.

Cheers,
Silk Road staff”

On February 05, 2012, the Silk Road administrator changed their screen
name to the Dread Pirate Roberts (DPR) as a result of a contest held on
the forum. The message of the change read as follows, “technically
noisebrO was the last poster, but who is noisebr0??? Most likely a
profile made by a cheating bot! The winner is MagicMan!!! Congrats MM!
Thanks everyone else for playing. | hope you like my new name )
Messages - Dread Pirate Roberts”

On March 20, 2012, DPR posted a message on the forum that gave some
insight into their motivations. The message read as follows.

“Hey gang,

| read more than | post in the forum, and my posts are rarely of a

personal nature. For some reason the mood struck me just now to put the
revolution down for a minute and just express a few things. There is a
curtain of anonymity and secrecy that covers everything that goes on
behind the scenes here. It is often fast paced and stressful behind this
curtain and | rarely lift my head long enough to take in just how amazing
all of this is. But when | do | am filled with inspiration and hope for

the future. Here's a little story about what inspires me:

For years | was frustrated and defeated by what seemed to be
insurmountable barriers between the world today and the world | wanted.
| searched long and hard for the truth about what is right and wrong and
good for humanity. | argued with, learned from, and read the works of
brilliant people in search of the truth. It's a damn hard thing to do

too with all of the misinformation and distractions in the sea of opinion
we live in.

But eventually | found something | could agree with whole heartedly.
Something that made sense, was simple, elegant and consistent in all
cases. I'm talking about the Austrian Economic theory, voluntaryism,
anarcho-capitalism, agorism etc. espoused by the likes of Mises and
Rothbard before their deaths, and Salerno and Rockwell today.

From their works, | understood the mechanics of liberty, and the effects
of tyranny. But such vision was a curse. Everywhere | looked | saw the
State, and the horrible withering effects it had on the human spirit. It
was horribly depressing. Like waking from a restless dream to find
yourself in a cage with no way out. But | also saw free spirits trying

to break free of their chains, doing everything they could to serve their
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fellow man and provide for themselves and their loved ones. | saw the
magical and powerful wealth creating effect of the market, the way it
fostered cooperation, civility and tolerance. How it made trading

partners out of strangers or even enemies. How it coordinates the
actions of every person on the planet in ways too complex for any one
mind to fathom to produce an overflowing abundance of wealth, where
nothing is wasted and where power and responsibility are directed to
those most deserving and able. | saw a better way, but knew of no way to
get there.

| read everything | could to deepen my understanding of economics and
liberty, but it was all intellectual, there was no call to action except

to tell the people around me what | had learned and hopefully get them to
see the light. That was until | read “Alongside night” and the works of
Samuel Edward Konkin IIl.

At last the missing puzzle piece! All of the sudden it was so clear:

every action you take outside the scope of government control strengthens
the market and weakens the state. | saw how the state lives

parasitically off the productive people of the world, and how quickly it
would crumble if it didn't have it's tax revenues. No soldiers if you

can't pay them. No drug war without billions of dollars being siphoned

off the very people you are oppressing.

For the first time | saw the drug cartels and the dealers, and every
person in the whole damn supply chain in a different light. Some,
especially the cartels, are basically a defacto violent power hungry

state, and surely would love nothing more than to take control of a
national government, but you average joe pot dealer, who wouldn't hurt a
fly, that guy became my hero. By making his living outside the purview
of the state, he was depriving it of his precious life force, the product

of his efforts. He was free. People like him, little by little, weakened

the state and strengthened the market.

It wasn't long, maybe a year or two after this realization that the

pieces started coming together for the Silk Road, and what a ride it has
been. No longer do | feel ANY frustration. In fact | am at peace in the
knowledge that every day | have more | can do to breath life into a truly
revolutionary and free market than | have hours in the day. | walk tall,
proud and free, knowing that the actions | take eat away at the
infrastructure that keeps oppression alive.

We are like a little seed in a big jungle that has just broken the

surface of the forest floor. It's a big scary jungle with lots of

dangerous creatures, each honed by evolution to survive in the hostile
environment known as human society. All manner of corporation,
government agency, small family businesses, anything that can gain a
foothold and survive.

But the environment is rapidly changing and the jungle has never seen a
species quite like the Silk Road. You can see it, but you can't touch

it. Itis elusive, yet powerful, and we are evolving at a rapid clip,
experimenting, trying to find sturdy ground we can put roots down in.
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Will we and others like us someday grow to be tall hardwoods? Will we
reshape the landscape of society as we know it? What if one day we had
enough power to maintain a physical presence on the globe, where we
shunned the parasites and upheld the rule of law, where the right to
privacy and property was unquestioned and enshrined in the very structure
of society. Where police are our servants and protectors beholden to

their customers, the people. Where our leaders earn their power and
responsibility in the harsh and unforgiving furnace of the free market

and not from behind a gun, where the opportunities to create and enjoy
wealth are as boundless as one's imagination.

Some day, we could be a shining beacon of hope for the oppressed people
of the world just as so many oppressed and violated souls have found
refuge here already. Will it happen overnight? No. Will it happen in a
lifetime? | don't know. Is it worth fighting for until my last breath.

Of course. Once you've seen what's possible, how can you do otherwise?
How can you plug yourself into the tax eating, life sucking, violent,

sadistic, war mongering, oppressive machine ever again? How can you
kneel when you've felt the power of your own legs?

Felt them stretch and flex as you learn to walk and think as a free

person? | would rather live my life in rags now than in golden chains.

And now we can have both! Now it is profitable to throw off one's

chains, with amazing crypto technology reducing the risk of doing so
dramatically. How many niches have yet to be filled in the world of
anonymous online markets? The opportunity to prosper and take part in a
revolution of epic proportions is at our fingertips!

I have no one to share my thoughts with in physical space. Security does
not permit it, so thanks for listening. | hope my words can be an
inspiration just as | am given so much by everyone here.

Dread Pirate Roberts”

On DPR’s Silk Road forum profile page and on every post he/she creates is
a signature. Since the HSI Chicago investigation began, HSI Special

Agent (SA) Jared Der-Yeghiayan has observed that DPR’s signature has been
modified with new quotes and links several times. SA Der-Yeghiayan has
noted that there have been several quotes similar to the beliefs posted

in the message above by DPR. SA Der-Yeghiayan also recalls that DPR’s
signature has consistently contained a link to various books or

publications from the website mises.org.

Mises.org is a website in support of the Ludwig von Mises institute
founded in 1982 in Auburn, Alabama, and is dedicated to, “the research
and educational center of classical liberalism, libertarian political
theory, and the Austrian School of economics.”

In July of 2012, HSI SA Der-Yeghiayan began researching the Mises.org
website and discovered their online forum. SA Der-Yeghiayan then took

note of multiple unusual or repetitive words/sayings made by DPR on the
SR forum and began to search for them on the Mises.org forum.
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While searching the Mises.org forums SA Der-Yeghiayan took note of one
individual using the screen name liberty student (LS). LS was an
administrator on the Mises.org forums and had made 11,343 posts as early
as 2009.

In October of 2012, HSI Baltimore office provided SA Der-Yeghiayan with a
file containing all of the Undercover (UC) chats made between a UC Agent
and DPR.

The following is a list of the similarities in use of words or statements

made by LS on the mises.org forums in comparison to messages posted by
DPR on the Silk Road forums and a few from Undercover chats with DPR
provided by HSI Baltimore.

-Both spells Labor as “Labour” occasionally, and as “Labor” other times
Posted by DPR on October 03, 2012:

“That work is an opportunity for them to better themselves. Child labour
regulations only hampered the development and expansion of the industries
that were providing these opportunities.”

Posted by LS on April 15, 2009:

“The free market supports everyone's self interest by the right to own
your own property and to keep the fruits of your own labour.”

-Both use and spell the word “real-time”

Posted by DPR on July 27, 2011:

“We don't do it in real-time to avoid using up alot of system resources.”
Posted by LS on August 01, 2009:

“Wikipedia is about the political power of editors, not the capacity for
anyone to edit information in real-time”

-Both use the word “lemme”

UC Chat by DPR:

“lemme find a good comp for ya”

Posted by LS on May 25, 2009:

“Lemme guess. You didn't consider that when you make those statements.”
-Both frequently end sentences with “, right”

Posted by DPR on July 22, 2012:

“The current sig is ok though, right?”
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Posted by LS on October 23, 2010:

“And by rightful owners, you mean people who can prove title, right?”
-Both spell route as “rout”

Posted by DPR on October 01, 2012:

“It will be shut down quickly and the land put to better use leaving the
two better routs to serve the demand.”

Posted by LS on May 11, 2009:

“It should be a bigger rout than the takedown of Chris Peden last year.”
-Both use the term “intellectual laziness”

Posted by DPR on May 03, 2012:

“To look at the hard examples, you have to abandon intellectual laziness
and apply market principles to industries where the market has not been
allowed to work because of government monopoly (education,
transportation, utilities, security, justice, defense, charity etc).”

Posted by LS on August 04, 2009:

“If you are going to assume gaps (real or perceived) without asking in
good faith for clarification (which | consider unproductive, insulting

AND wasteful), | will point out that intellectual laziness as dishonesty
since you're obviously too intelligent to be stupid.”

-Both use the term and actively discuss the concept of agorism and
utilize the uncommon use of the word “agorist.”

Posted by DPR on October 04, 2012:

“I'm out to turn unconscious agorists in to conscious active ones”
Posted by LS on August 18, 2009:

“If that was so, it would not be possible to be an agorist.”

-Both use, spell and hyphenate the word “counter-economics”
Posted by DPR on October 03, 2012:

“but his genius lies in his simple insights he called agorism and
counter-economics.”

Posted by LS on August 27, 2009”

“Agorism is new libertarian stuff. Counter-economics. Which is black
markets, engaging in what is illegal under the state, but is not illegal
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in a libertarian sense. This means working for cash and paying no taxes,
barter economy, drugs, sex, security etc. Agorism is mostly a theoretical
concept.”

-Both use the term “the latter”

Posted by DPR on October 01, 2012:

“If I had to choose a side to this question, | think it would be the
latter, which might be the first point I've disagreed with Rothbard on”

Posted by LS on March 13, 2011:

“The former is a mistake, the latter everyone has agreed with you 1000
times already Eugene.”

-Both frequently capitalize words they want to emphasize
Posted by DPR on April 29, 2012:

“We are NOT beasts of burden to be taxed and controlled and regulated.
WE are free spirits! We DEMAND respect!”

Posted by LS on May 28, 2009:
“The free market is a system where one can choose to give up their option
to compete and join a commune, but a commune INTERNALLY and BY NATURE

cannot tolerate the internal competition necessary to be "free market".”

(Agent’s note: As seen by the last two excerpts both subjects began
capitalizing words of emphasis in relation to the topic of free markets.)

-Neither uses hyphens to space out sentences or thoughts

(Agent’s note: Important point above since many of the other members on
the Mises.org forum do use hyphens consistently throughout their posts.
These are also member who might have also shared the one or two of the
same words or sayings that DPR has used.)

-Both start sentences with “And” and “But” quite often.

Posted by DPR on February 18, 2012:

“But yea, | think with this little tweak, you can do your lottery games
and be rewarded for your sales at a level that is more fair.”

Posted by DPR on October 21, 2011:
“We are s00000 close to going live again. And | am sooooo exhausted”

Posted by LS on March 17, 2011
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“But Misesian Utilitarians seem to use their position very often to avoid
making any statement about ethical or moral values. And | am not afraid
to do that.”

-Both use the saying, “the heart of the matter”

Posted by DPR on October 02, 2012:

“I think that's a tough pill to swallow for some, but really gets to the
heart of the matter”

Posted by LS on January 01, 2010:

“Penetrating questions. Right to the heart of the matter.”
-Both use the term “altruistic”

Posted by DPR on August 01, 2012:

“Those ends can be altruistic if that individual wishes it.”
Posted by LS on June 01, 2009:

“You are welcome to be as altruistic as you like.”

-Both use the term “pal”

UC Chat by DPR:

“awww, I've missed you too pal.”

Posted by LS on September 15, 2009:

“Your pal Mitt Romney was not a limited government candidate.”
-Both use the term “war mongering”

Posted by DPR on March 20, 2012:

“How can you plug yourself into the tax eating, life sucking, violent,
sadistic, war mongering, oppressive machine ever again?”

Posted by LS on May 23, 2009:

“Even the LP supports war mongering.”
-Both use the word “phoney”

Posted by DPR on January 09, 2012:

“With this change, there are no phoney excuses whatsoever for vendors to
ask for out of escrow payment.”

Posted by LS on September 13, 2009:

3505-03075



Case 15-1815, Document 34, ﬂg@gme, 1682742, Page75 of 293

Case 1:14-cr-00068-KBF Document 232-4 Filed 04/16/15 Page 10 of 19

“I thought you were making a point about phoney taste testing.”
-Both discuss and debate the authors Rothbard and Konkin

-Both commonly end sentences with a smilie face or the smilie face with a
wink

UC chat with DPR:

“I hope you are well :)”

“some of your charm ;)”

“too busy :)”

“I will 2)”

Posted by LS on April 19, 2011:

“George, since you started posting here, you have kinda won me over, but
it certainly wasn't due to your bedside manner. :)"

Posted by LS on April 18, 2011:

“Welcome to Mises. :)”

-Both call others “amigo”

UC Chats with DPR:

“Thanks for accommodating amigo :)

Posted by LS on May 04, 2009:

“Thank you amigo!”

-Both use the term “anarcho-capitalist”

Posted by DPR on March 20, 2012:

“I'm talking about the Austrian Economic theory, voluntaryism, anarcho-
capitalism, agorism etc. espoused by the likes of Mises and Rothbard
before their deaths, and Salerno and Rockwell today.”

Posted by LS on April 15, 2009:

“If you don't understand a free market, or try to pigeon hole a free
market by trying to replace today's institutions straight up for private
institutions, then you're not going to be able to appreciate the upside
of anarcho-capitalism.”

-Both misspell the words “a lot” as “alot”

Posted by DPR on February 19, 2012:
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“That's alot of positive responses! Also, lots of great additional
suggestions. We could do alot to improve the feedback system, but for
now it looks like this small change has lots of support, so we'll go
ahead with it.”

Posted by LS on June 15, 2010:

“If you can't articulate your own position clearly in a paragraph or
less, then there isn't alot of value in my conversing with you.”

-Both use the curse word “bullshit”
Posted by DPR on May 02, 2012:
“This isn't utopian bullshit either.”
Posted by LS on May 05, 2011:

“Epistemology does get in the way of bullshit conclusions, which is why
many people abandon it.”

-Both use similar sayings about “hedge your bet” or “hedge our bets”
UC Chat with DPR”

“and you can continue to do so or not once you are up and running? Hedge
your bets”

Posted by LS on May 04, 2009:

“In order to engage in risky ventures (like driving) many of us will need
a way to hedge our bets that we won't cause damage beyond our means to

pay.”

-Both use the cliche of not touching something with a “10 foot pole”
UC Chat with DPR:

“is not something | would touch with a 10 foot pole.”

Posted by LS on September 18, 2010:

“This is what the OP and strangeloop will not touch with a 10 foot pole
via a clear definition for the term.”

-Both commonly use the slang “kinda”
Posted by DPR on October 11, 2012:
“Kinda opens a can of worms about the state's role in national security.”

Posted by LS on April 19, 2011:
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“George, since you started posting here, you have kinda won me over, but
it certainly wasn't due to your bedside manner. :)”

-Both actively have discussed the topic of bitcoins

(Agent's Note: While observing the Mises.org forums it would seem that

at face value almost anyone there could easily be DPR. Even a few dozen
members had used a few of the same things mentioned above. Yet a closer
look at most of them will show that they are nothing like DPR. Besides

LS, none of them even matched more than 3 of the words/ sayings listed
above. Often times they would use one of the more common words used by
DPR, but they never talked about DPR’s main inspirations, writers Murray
Rothbard, and Samuel Konkin.

This connection was made based upon the all the important aspects of
DPR’s writing matching LS, to include many unusual words and sayings,
which were interestingly located at the same place that both DPR and LS
are affiliated to.)

HSI SA Der-Yeghiayan also searched the Mises.org forum and all of LS’s
posts that could reveal any specific details about LS's true identity. SA
Der-Yeghiayan noticed that LS never ended any of his posts with a name,
nor did it appear that any other member ever addressed LS with anything
but their screen name.

SA Der-Yeghiayan did find the following information in various posts made
by LS.

“I live near these landmarks.
http://www.forgottendetroit.com/mcs/index.html
http://www.forgottendetroit.com/national/history.html
http://www.forgottendetroit.com/metropolitan/history.html”

“NZ is a cool spot. Lived there for a couple years, would take it over
Canada in a second. Quite fond of Whangarei.”

“I have lived with Muslims, | have been in mosques for prayers, and |

have observed Ramadan. | have been around a madrasa, and | have spent
time asking an Imam questions about his faith. | think | have a clue or

two about Islam. I'd hazard a guess | know a hell of a lot more about

Islam than you do. Not that it is relevant, but since you continue to

make fallacious appeals and ignore the meat of the argument, I'll play

your little authority game and raise the level of play.

Good luck finding any Muslim today who follows the Quran precisely, good
luck finding more than a handful of Muslims who agree upon what the Quran
says and how it should be interpreted. I'm tired of you not

substantiating your claims, and continuing to assert you're right. If

the best you have are logical fallacies and denial of your own biases,

then this conversation is stillborn.”
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“You're in luck here. We have people who have lived, or are from Europe
including England, and Canada, and the former Soviet Union, and you can
find out lots of first hand experiences. For example, | am a Canadian.
And | would not wish our health care system on my enemy.”

“Nice to see another Canadian waking up, and in the best way possible.”

“I moved around a lot, and changed schools 8 times from Montessori to
University (dropped out). School is almost completely indoctrination. |
have made the most progress in my life, when my education was self-
directed.”

“I dropped out of university 3 months into a BComm.”

“l also unschooled myself. It helped having parents who were too busy to
keep me in the system.”

“http://faculty.msh.edu/hasnasj/GTWebSite/MythWeb.htm
| am not studying law, but it is important to point out that the law is
arbitrary, and thus support for the state can only be arbitrary.”

“Particularly in doing anything in IT, by the time you reach the 3rd year
of your degree, a good portion of the course load may be outdated.

| work online, and probably spend 15 hours a week keeping up with
industry developments. I'm pretty sure this will be the model going
forward. People having to upgrade as they work, or risk their productive
advantage wiped out through obselence.”

“I've started looking into bitcoin and it is pretty interesting. Bitcoin
supporters would do well not to be so defensive about it, as they are
working against spreading the idea with such an approach.”

The next quote was posted on April 15, 2011:

“I don't use Ubuntu on the desktop, but | have a fair bit of Linux
experience with servers. This stuff has come a long way since | bought a
retail copy of Mandrake 10 years ago.”

“I ran Fedora a couple years ago, but an upgrade broke it, and | couldn't

be bothered to fix it because | am on a dual boot system and | can't

afford to muck up my primary Windows install.

I've installed Ubuntu several times since, becoming increasingly pleased

with the hardware support, but never really getting into using the system

very much.

Anyone complaining about Linux h/w support now should have been around 10
years ago.”

“I'm always connected. Most people with broadband are. When the net
goes down, about once or twice a year for a couple hours, | go lay down
and take a nap. My net connectivity is usually very robust.

The benefits are that when | come to your house, | can access my data.
When | travel, | can access my data without carrying a local copy with
me. | don't even need to carry a computer with me. | only need to find
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one with a net connect, and it doesn't matter what OS it is running or
what software it has installed.

There are downsides. Security. Redundancy. But everything in life has
ups and downs, my point is that for most people, the downs are not as
mission critical to what they are doing. There is a pretty good chance
Gmail and Facebook keep very good backups, dare | say, better backups
than most people keep locally”

“I'run 00 locally. But you could easily use Google Documents (or any of
another number of document services) to do the very same thing online.
Your connection is slow, but 10 years ago | was also on dialup, and now |
have a 5mBit line. In another 10 years, 24/7 broadband access
EVERYWHERE will be taken for granted. | understand today, (as | am
surrounded by 4 PCs) the PC is still the king of the jungle, but | can

see no reason why that will be so a decade from now.”

“There is one other problem with changing. There is an investment into
learning Linux and adapting my Windows usage models. As time goes on, |
have less and less free time (or rather time | would invest in this).

| have 4 computers at my desk. | will have to switch one and start

playing with it to slowly get comfortable. In fact, | think I will start

today.”

“l use Open Office and Linux, and | do not have the skills to create

either. In fact, there are 100s of thousands (if not millions) of people

in a similar situation.

Your claims about the market don't even pass the most basic evidence or a
quick test of reality.

Linux is produced under a division of labor, and true market anarchy. It

is designed, tested and deployed in a decentralized fashion, adopting
temporary heirarchies as necessary along the way, with no prevailing
hierarchy permanently entrenched at the top.”

“Speak for yourself. I'm pretty awesome. Then again, | am half asian.”
“l am self-employed, so | am a self-owner.”

The next quote was posted March 14, 2011:

“Ron Paul ain't just for young people! I'm in my mid-30s. :)”

The next quote was posted May 08, 2011”

“I quit smoking 3 years ago.”

“I have two horror stores, mine and that of a very close family member.
The people who defend the Canadian health care scheme are typically those
who don't use it, and those who are dependent on it.”

“My friend, | am a few klicks north of you. | love Detroit. It will not

have a small government renaissance. | admire your optimism however.

You can't starve the beast. That doesn't actually work. You have to
lose popular support for the government.

3505-03080



Case 15-1815, Document 34, ﬂg@?om, 1682742, Page80 of 293

Case 1:14-cr-00068-KBF Document 232-4 Filed 04/16/15 Page 15 of 19

The people of Detroit keep looking to messiahs like Bing, or Kilpatrick,
or Young for solutions. As long as they do that, the government will
simply be a parasite hibernating until there is something new to feed
off.”

“We should go for Coney Dogs sometime. But first | have to get a
passport so | can cross the Ambassador. All hail the security state!”

“Ok, Auburn Hills is not Detroit, but include the Pistons and Shock too.

)"

“Perhaps. My father was one of 7 kids. | have about 20 cousins between
both sides. My grandparents helped raise me while my parents worked. My
parents helped maintain my grandparents when they got old. | was
expected during summer vacations to take my grandfather for walks. |
support my parents now when | can and when they need it. As they get
older, | will expect to help them further. My sister keeps me on speed

dial if she needs help. Is it because | am male? or because | am a

useful fellow? She's quite the feminist, but more than happy to let me

lift the heavy stuff or pay a bill.”

“Sell them. My sister knows a guy who plays WOW with bots, and sells the
high level characters on ebay. He drives a sports car. Lol”

The next quote was posted July 02, 2011:

“Also, before anyone starts any conspiracy theories, | am going to have
my account here deleted. So if this post goes missing or set to guest,
it was by intention.”

The next quote was posted July 03, 2011:

“l am done here. | thought it would be deleted by now, but | might wait
another day and do it myself.

| don't really write for libertarians anymore. | was never very good at
it. If you see "DixieFlatline" around, that's me.

| intend to write about business from an Austrian perspective at some
point, but it won't be ideological.

Anyone who wants to reach me, use the contact info at notreason.com
Last post. Auf wiedersehen.

(Edit: of the irony that it is broken due to the POS rich text editor.)”

“I have made a post here explaining how to get some of this functionality
back.

http://notreason.com/mises-community-quote-workaround/

Let me know if pictures would be helpful. If you have any questions, ask
here.

Big thanks to Nir for helping make this happen.”

Using all the information listed above SA Der-Yeghiayan was able to

conclude that LS was a non-white half-Asian male in his mid-30’s who
resides or resided in Canada. He grew up in New Zealand, and has a
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“feminist” sister. He dropped out of college while pursuing a degree in

perhaps Business Commerce. He has an advanced, self-educated knowledge
of computers and networking. He possibly lives or has lived near Detroit,

close to the Ambassador Bridge, and follows American sports teams such as
the Detroit Pistons, and maybe without a passport. He uses another
username “dixieFlatline”, and forwarded others seeking him to

notreason.com.

On or around November of 2012, SA Der-Yeghiayan conducted several open
database searches on notreason.com and discovered that the website was
still active and was registered on July 17, 2008 through GoDaddy. With
exception of one month, all of its WHOIS information had been protected

by Domains by Proxy.

The July 14, 2009 WHOIS registration remained unprotected and was filed
pubilically, and showed that the registrant was Autodeletepro located at

105 - 2940 Elsmere Court, Windsor, Ontario N8X 5A9, Canada. The
administrator and technical contact was listed as Athavale, Anand, with

the email address sales AT adpmods.com, Autodeletepro, which was located
at 105 - 2940 Elsmere Court, Windsor, Ontario N8X 5A9, Canada and
telephone number (519) 250-9021. The servers for the website were
controlled by the company Hostgator.

SA Der-Yeghiayan conducted additional research on the website and noticed
that it was originally hosted at Internet Protocol (IP) address
74.53.81.66 but on May 28, 2011 it switched to IP address 184.173.203.97.

Running a reverse lookup on IP 184.173.203.97 showed 112 other websites
located on that IP. Majority of those websites WHOIS information were
protected.

SA Der-Yeghiayan sent several Title 21 administrative subpoenas to
companies such as GoDaddy, Hostgator and WhoisGuard for subscriber
information related to the notreason.com website.

SA Der-Yeghiayan also conducted several searches in law enforcement
databases and found a traveler with the name ATHAVALE, Anand Nathan, who
was a Canadian Citizen, with the date of birth (DOB) November 01, 1975

who had traveled over the Ambassador bridge on August 11, 2005, and had
travel as early as January 11, 1997, arriving inbound from Auckland, New
Zealand into Honolulu, HI bearing Canadian Passport VD084114.

SA Der-Yeghiayan was also able to find a Canadian driver’s license for
ATHAVALE showing he resided at 2739 Parent Ave, Windsor, ON, CA. SA Der-
Yeghiayan also discovered a more current Canadian driver’s license with

the address 3733 Edgehill Dr, PO Box 87, Tappen, BC CA.

All three subpoenas returns were eventually received and showed that
Anand ATHAVALE with the same addresses listed above, registered, owned,
protected and administered the notreason.com website.

SA Der-Yeghiayan found a website registered and operated by ATHAVALE by
the name of anitaathavale.com. SA Der-Yeghiayan was able to identify
her as Anita Genevieve Athavale, Canadian citizen, with the DOB of June
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21, 1978, bearing an active Canadian passport #WK180678. ATHAVALE
maintains several websites for Anita, including a yoga website.

While conducting open database searches on Anita, SA Der-Yeghiayan found
an article that showed her as being one of Canada’s most gifted singer
songwriter. The article went on to say the following:

“Born in Windsor, Ontario, Anita Athavale was the child of entrepreneurs

and music lovers. The daughter of a mother with German/Czech heritage and
a father from India, Anita was drenched in cultural richness and
determination from the get-go. Her parent’s mixed-culture marriage became
strained over time and in an effort to reconcile, the family moved to New
Zealand for a fresh start. Living abroad in her early teens, Anita found

an opportunity to pursue her secret interest in singing and performing.

Eventually her parents decided to divorce and Anita returned to Canada
with her brother and mother. Dealing with her family turmoil, Anita more
certainly felt the need to find an avenue for expression. When she turned
sixteen, Anita began performing a mix of covers and original songs on

open stages and in coffee-houses. Within months of her debut performance,
she had garnered enough attention to be offered opening slots for
Canadian major label acts.”

(Agent’s note: This paragraph helps fill in the gaps about LS. His

father is from India, and mother is from German/Czech background, which
is why he calls himself half-Asian. It also fits in to see why he says he

was traveling around so much and was in an out of a lot of schools. This
also explains how he grew up partly in New Zealand.)

Based on this information SA Der-Yeghiayan placed a record on Anita to be
alerted of any travel associated to the United States.

On March 08, 2013, Anita traveled through pre-clearance at Calgary
International airport in destination of Hawaii. Customs and Border
Protection (CBP) officers stopped Anita and conducted an enforcement
examine. SA Der-Yeghiayan was requesting that the officers attempt to
gather any information about her association and the location of her
brother.

CBP Officers reported that Anita was on her way to a yoga retreat in
Hawaii and was traveling alone. The officers stated that she currently
resides at 720 2nd Ave NW Apt 307, in Calgary AB T2NOE3. She is a yoga
instructor and works for Bodhi Tree yoga here in Calgary.

She provided the officers a couple of email addresses, such as
anitagenevieve AT gmail.com, tootsiewootz AT gmail.com, unifyyoga AT
gmail.com and anitaathavlemusic AT gmail.com. They stated that her

brother Anand lives with her mom Gwen and step dad Brian KRIVASHEIN in
BC. Their address is 3733 Edgehill DR, Tappen BC VOE2X1. The telephone
number she had listed on her phone for her brother was 250-515-6180. Her
current Canadian passport number is QH98637.

SA Der-Yeghiayan also discovered through open database searches that
ATHAVALE administers and operates a Detroit Pistons forum under the
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username Roscoe36. The website is pistonsforum.com. On March 31, 2011,
he posted the following:

“I have been East Coast, even when | lived on the West Coast. | am now
moving to the West Coast, where | plan to be West Coast for the rest of
my life.”

Another member asked him where and he responded, “4 hours give or take
north of Seattle.”

(Agent’s note: There are several key points to make about LS and his
activity, as well as DPR. On the Mises.org forum he was active from 2009
up until early July of 2011. Then in May of 2011 he suddenly stops
posting until he reappeared in July to make several final posts to inform
members of his departure from the site. During his time on the Mises.org
forums he produced over 11,000 posts. Then, all of a sudden he tells
everyone he’s leaving and vanishes.

The timing is interesting in that the Silk Road began in March of 2011,
and then became enormously popular after an article broke about the
website’s existence in early June of 2011. Thisis around the same time
it appears he decided to leave his home in Windsor and move into his
mother’s home in a remote location north of Vancouver.

It also appears as if ATHAVALE was a computer administrator for multiple
websites, yet most of them he doesn’t operate anymore. It is unknown as
to how he’s sustaining himself. The cost of the servers he owns and his
other active websites are costly and have expensive monthly bills. It is
unknown as to how ATHAVALE is supporting himself and his current
lifestyle.

Another unique observation between DPR and ATHAVALE is that they both
seem to write to the level of their reader. Looking at the UC chats

between DPR and the UC Agent look nothing like the posting made on the SR
forum. It shows that DPR is cognizant of his/her audience. The posts on

the Silk Road forums are careful and time is spent to not reveal too much
about his/her identity. The sentence structure is near perfect, and

his/her spelling is nearly without flaws. The paragraphs and thoughts

are spaced out correctly, and grammatically it appears as if DPR

possesses a graduate level degree. Yet, once in the UC chats he/she
appears relaxed but his/her grammar resembles that of a high school
graduate. One could think the two could never be one in the same.

The same is seen in ATHAVALE. On the Mises.org forums his posts were
thought out, conscientious and cognizant of his audience. ATHAVALE used
his notreason.com website to post blogs under the username dixieflatline.
There it appears he felt he was weighed more by other so his writing

skills increased to that of again graduate level education. Yet, once

you read his posts under the username Roscoe36 on the Detroit Pistons
forum you would never think the two people could ever be the same.

ATHAVALE has demonstrated the ability to be able to play the part of
multiple identities online. His timing of activity and departure from not
only the forums he occupied for so long, but also his home correspond
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very closely with the rise of the Silk Road. He has the computer skills

and knowledge to able to operate the Silk Road in the manner in which it
appears DPR does.)

The HSI investigation continues.
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To: Osborn, Phillip L[Phillip.L.Osborn@ice.dhs.gov]

From: DerYeghiayan, Jared

Sent: Wed 5/15/2013 12:18:52 PM

Importance: Normal

Sensitivity: None

Subject: Mt Gox/ KARPELES Baltimore money seizures DWOLLA and Mutum Sigillum
Phil,

Here are the facts of the most recent money made by HSI and SS Baltimore on bank
accounts and Dwolla accounts belonging to the target of our HSI investigation (Mark
KARPELES).

-In July of 2012, HSI Chicago identified links between the owner of the Mt. Gox bitcoin
exchange (Mark KARPELES) and the Silk Road website.

-In early August of 2012, HSI Chicago notified HSI Baltimore of the connection made
and stated that KARPELES was a target of HSI Chicago’s investigation.

-HSI Baltimore was provided a copy of the HSI Chicago’s ROI that highlighted all the
facts of the connection.

-HSI Baltimore was asked not to share the connection with any other Agencies in their
unofficial task force comprised of Secret Service, DEA, IRS, and potentially others. HSI
Baltimore agreed not to share the information.

-In August of 2012, HSI Chicago inputted KARPELES in DICE/SOU as a target of the
investigation and OCDETF provided an intelligence product on KARPELES in return. In
the intelligence product HSI Chicago found that the DEA agent in Baltimore had inputted
similar information on passports and details that were identical to HSI Chicago’s TECS
record on KARPELES in DEA’s system NADDIS.

-HSI Chicago contacted HSI Baltimore and they confirmed that they shared all of HSI
Chicago’s information on KARPELES with members of their task force. HSI Chicago
discovered that their IRS Agent, DEA Agent and SS Agent all inputted KARPELES into
their individual investigations as a target and a potential administrator of the Silk Road
based on HSI Chicago’s ROl/information.

-In January of 2013, HSI Chicago opened a UC Bank account for the purpose of being
able to move money through Mt. Gox and the other companies owned by KARPELES
(Mutum Sigillum LLC). HSI Chicago’s AUSA Marc Krickbaum was briefed on the
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transaction and was in concurrence.

-On April 03, 2013, HSI Chicago initiated an UC purchase of evidence from the Silk

Road using Mt. Gox/ Mutum Sigillum. The purpose of the transaction was mainly to
develop venue and provide evidence to successfully charge the 1960 violation in the
Northern District of Illinois.

-On April 23, 2013, all of the transfers were complete and HSI Chicago arranged a
meeting on May 16, 2013 with HSI Chicago’s AUSA to discuss the 1960 charges that
were developed on KARPELES through the transactions.

-In April of 2013, on several occasions, HSI Chicago briefed HSI Baltimore’s case Agent
Michael McFarland and the Baltimore AUSA Justin Herring (Who is the AUSA over all
the agencies in the Baltimore task force) that HSI Chicago was pursuing KARPELES
and his company Mutum Sigillum/ Mt. Gox with criminal 18 USC 1960 charges for
operating as an unlicensed Money Service Business (MSB). Each acknowledged and
stated that KARPELES was not an active target of their investigation and they did not
believe he was involved in operating the Silk Road. Their AUSA knew HSI Chicago was
pursuing KARPELES/ Mt. Gox/ Mutum Sigillum and their DWOLLA account and on May
08, 2013 provided to HSI Chicago copies of records they previously subpoenaed
DWOLLA for on KARPELES and contacts for Dwolla’s attorneys.

-On May 09, 2013, HSI Chicago sent a Grand Jury subpoena to Dwolla for all their
account activity associated to Mutum Sigillum.

-On May 10, 2013, HSI Chicago case Agent Jared Der-Yeghiayan was contacted by the
HSI case agent and the Baltimore AUSA that the SS agent in their task force had issued
a civil seizure warrant for Mutum Sigillum’s Wells Fargo bank account. Both the case
agent and AUSA stated they were not notified by the SS agent in their task force of the
seizure warrant before it was already filed. The AUSA stated that he learned that the
SS headquarters was notified that Wells Fargo had closed down Mutum Sigillum
account over suspicions of 1960 violations and the money was going to be returned to
KARPELES. It is not exactly known at this time, but HSI Chicago believes that SS
Headquarters notified the SS agent in Balitmroe based on his record on KARPELES
and therefore he got involved in making the seizure.

-HSI Chicago was told by the Baltimore AUSA that the SS agent never contacted him or
the HSI Agent in Baltimore about the money and instead went to a different AUSA in the
Baltimore office to seize the money. The Baltimore AUSA and HSI Baltimore agent only
found out about the seizure after the AUSA writing the warrant contacted him.

-This is when the HSI Baltimore and the Baltimore AUSA then contacted the HSI
Chicago agent to notify him of the seizure. They stated that they (meaning the SS and
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the other Baltimore AUSA) were not pursuing criminal charges for the 1960 violation on
KARPELES.

-The following Monday May 13, 2013, HSI Baltimore and the Baltimore AUSA Justin
Herring contacted HSI Chicago to notify him that they negotiated with SS Baltimore to
seize the money in KARPELES’s Dwolla account using the same affidavit written by the
SS. The total in the account was said to be over 3 million USD. HSI Baltimore stated
that they would add Chicago’s project code for their CUC and case number to their
seizure of 3 million.

-The Chicago AUSA Marc Krickbaum is aware of both seizures and has informed the
AUSA Justin Herring in Baltimore that Chicago was still intending on possibly pursuing
criminal charges for 1960 violations that occurred in the State of Illinois. AUSA Marc
Krickbaum had no objections to the SS seizure or HSI's seizure over the accounts even
though HSI Chicago felt they should be making the seizure on the Dwolla account.

-It is HSI Chicago’s and HSI Baltimore’s case agent position that the SS Baltimore
Agent would have never been alerted by SS headquarters about KARPELES'’s bank
account had it not been for the record they entered as a direct result of it being provided
to them by HSI Chicago through HSI Baltimore. HSI Chicago is the source of the
information for HSI Baltimore’s work on KARPELES as well. HSI Chicago maintains the
longest standing TECS records on KARPELES, and exclusive TECS records on Mt.
Gox and Mutum Sigillum.

-Case agent Jared Der-Yeghiayan is also of the opinion that that HSI Baltimore should
have offered to defer the Dwolla seizure of 3 million USD plus to HSI Chicago knowing
that they had developed the charges in their district and were pursing criminal charges.
-HSI Chicago is still pursuing to educate and persuade the AUSA in Chicago to

criminally charge KARPELES for 1960 violations. The meeting with the AUSA is still
scheduled for tomorrow morning.

Jared
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K~une of 2011H [SI Jhicago started monitoring ualdmgs seizures froméhMail _ranch related to
the Silk qoad

KOn October 12H 2011H [SI _altimore reportedlif®jid general case number _A08Qql1_A0004 that
in September of 2011 an informatdld them that the Silk goad exed and they sold drugs there. Qo
further reports were filed or subsesuent cases opened on the website.

KOn October 13H 2011H [SI Jhicagmeg case Operation Pime Stdaedocument the findings of the
seizures coming o the mail branch.

KOn October 18H 2011H [SI Jhicago documenteiitsh&ilk qoad website lookout in TZ]S under
number €8000JLV400]OJ.

KOn Pecember 8H 2011H [SI [eadeuarters preparedIf3d)ZK[,IQTK00431K12 titled Pigital Jurrency
_itcoin and the Underground Website Silk qoad. lattteport they list J [SI investigations that had
mentioned the Silk qoadH including [SI Jhicaga S| _altimore. [SI Jhicagoes investigation was

shown as actively working the website and multiple vendors. [SI _altimorees summary was that of only
having one report from a ]I mentioning the Silk qoad existed. The other 4 [SI cases had only mentioned
the website from interviews conducted.

KOn ~anuary 03H 2012H [SI _altimore SA “reljtary opened investigation _A13]q12_A001J and
stated in qOI 001 that on Pecember 2VH 2011HIthegan telling them some details about the Silk
goad website.

KOn ~anuary 13H 2012H [SI _altimore S feronica gyan resuested a phone call about [SI Jhicagoes Silk
goad case.

K'S gyan expressed interest in our investigation andtacto meet with [SI Jhicago to learn about the
investigation.

K_y ~anuary 13H 2012H [SI Jhicago had over 1\sie@20@ seizuresH identified multiple vendors/targetsH
coordinated ROZes and case information with mldt[®!| attaché officesH signed up a ]l and had met
with the AUSAes office to prosecute the case.

KOn Xebruary 01H 2012H [SI _altimore flew intagbifor a meeting. In attendance from _altimore was
AUSA ~ustin [erringH °S feronica qyanH Jase Ageguory MillerH JoK]ase Agent Michael T. McXarlandH
JoK]ase Agent Melinda \e]Jompte anddr Intelligence analyst \isa @ Xrom Jhicago was 'S Tom
SebensH ]Jase Agent ~ared PerKYeghiayan andesAaekson and partly there was AUSA Marc
~rickbaum.

KPuring the meeting [SI _altimore resuested tolpp our investigation so that they could
work a section of it. They resuested to work all the administrators and organizers and
suggested [SI Jhicago only works the drugschoverseas vendors. [SI Jhicago strongly
disagreed and stated that they were fully advaric the case and did not see any advantage to
give up any aspect of their investigation whinhluded the administrators and organizers. [SI
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_altimore had all 1V of [SI Jhicagoes qOl«snped out and commented how useful all their
reports have been to them.

K[SI _altimore then revealed #t their informant that toldthem about the Silk goad in
September was just arrested on or around ~anuary 17H 2012 for something unrelated and
admitted to them then that havas actually a Silk qoad vendor. [e provided [SI _altimore with
access to his Silk goad account and [SI _aftiensuggested they would take down the site
within a week or two with that information[SI Jhicago disagreed that could be done and
disagreed with the strategy thagitended to take and stated thewere working all aspects of
the investigation and wanted to send a messaggh case. [Sl| _altimore stated that they
would proceed by conducting multiple drug resal deliveries across the United States. [SI
Jhicago asked if they were working with PZAdrder to accomplish that and they responded
they were not and they had the full authority feerform those reversals without the PZA. The
meeting ended with [SI _altimore stating that they intended on shutting down the website
soon and werenet concerned with [SI Jhicag@sategy but they would coordinate once they
take the website down.

Kin early March 2012H [S] _altimore ]Jase agent omygMiller contacted [SI Jhicago Jase Agent ~ared
PerKYeghiayan to inform him that their case wasylitcebe shut down by their ASA] after he found out
they were attempting multiple Pomestic ]Pss without Rzarticipation. SA Miller stated their case had
nowhere else to go from there.

Kin late March 2012H [SI SA Miller informed [SP&KYeghiayan that he had been pulled from the
investigation and 'S qyan had reassigned the shigation to SA McXarland because they needed to
transform their case by using a certified undercover agent.

KOn March 27H 2012H SA McXarland opened @21 2AA002J and started by sending multiple
collaterals to other offices to conduct surveillance on multiple targets associated to the account they
took over from their once informant. SA McXarland also created an unofficial task force comprised of
multiple agencies to include PZAH RidsispectorsH IqS and Secret Service.

KIn April of 2012H [SI Jhicago developed a new informant and informed [SI _altimore of development.
[SI _altimore reeuested access directly to the infoemt but wouldnet tell [SI Jhicago why they wanted
the access or what they wead to ask the ]I. [SI Jhicago offeredo take any suestions and directly ask
the ]I the suestions for themH but they would nallow access to the ]I without knowing any topic of
euestions. [SI _altimore expressed anger ovat being allowed direct access to the ]I

Kin May of 2012H [SI SA McXarland called and resuestedistance of [S| Jhicago to stop 2 outgoing
parcels containing drugs from suill@nce they conducted on a targefSI Jhicago located one of the
two parcels and seized the drugs anémhforwarded them to [SI _altimore.

Kin ~uly of 2012H [SI Jhicago developed a targetihladtier referred to as sTarget AZ they associated
to the creation of tle Silk goad website.
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On ~uly 0JH 2012H [SI ]hicago ftgalia TZ]S record on Target A.

KOn ~uly VH 2012H SA McXarland wanted to send out a draft for [SI [eadsuarters notifying all [SI offices
that he is the RQ] for all Pomestic Silk qoad relaieeestigations and that [SI Jhicago will be the RO]

for all international related investigations. [SI Jhicagewrote [SI _altimorees Praft to state that they

were

KOn ~uly 17H 2012H [SI _altimore sent a collateral resuest to ]3 for assistance in their Silk qoad
investigation to include funding and assistarcoordinating all cases on the Silk goad.

Kin late ~ulyH 2012H ]3 contact SA PerKYeghiagakeahit brief them about the [SI Jhicago case.
After the briefing ]3 stated to SA PerKYeghiatteay were confused because [SI _altimore visited |3
and pitched their case as the only Silk qoad ingasibn [SI has and wanted to be a part of their
undercover OR and wanted their support. ]3 then sueried TZ]S and found out that [SI Jhicago had a
much longer and what appeared to be diverse investigation on the Silk goad. ]3 was also briefed on
Target A.

KOn August 01H 2012H ]3 reeuested that [SI Jhicagelsaw ]3 to pitch their case and to gauge what
assistance they could provide.

KOn August 03H 2012H ]3 informed SA PerKYeglaayaeytibelieved [SI _altimore wanted funding to
travel to the foreign country to interview Target 8] SA PerKYeghiayan sent an email to SA Miller and
SA McXarland notifying them that Target A was moreltagbin the Silk qoad and was a target or their
investigationH and asked in the email not to shagdriformation with the rest of their unofficial Task
Xorce.

KOn August 03H 2012H SA Miller acknowledged the email.
KOn August 0JH 2012H SA MoXad&nowledged the email.
KOn August OVH 2012H [SI _altimore created an uriini&dhicagoes TZ]S reord on the Silk qoad.

KOn August 10H 2012H [SI Jhicago met with [3aegEnted their case. Puring that meeting |3
informed [SI ]hicago that [SI_altimore was being dropped from their JU] program because of
improper use of JU] provided esuipment.

KOn August 23H 2012H [SI Jhicago was calleddetagat |3 to meet with [SI _altimore and each
present their cases to both SA]s Operations Managd®sbra Qote for Jhicagot. [SI _altimore and [SI
Jhicago presented each of their sas. At the end of the presentations both [SI _altimore and [SI
Jhicagoes Operations Managers were discussirggdbnfusion and odd approach to the [SI _altimorees
investigation and asked [SI Thicago if their invégitive methods are interfering with [SI Jhicagoes

case. [SI ]hicago expressed deep concern for [@ltimoress tactics and the lack of focus in their
investigation. [SI Jhicago provided Pebra Qote a colmie list of concerns and only received a response
the same day to thank [SI Jhicago for the email.

3505-00297



Case 15-1815, Document 34, ﬂg;\g@om, 1682742, Page93 of 293

Case 1:14-cr-00068-KBF Document 232-6 Filed 04/16/15 Page 5 of 8

KOn September 18H 2012H [SI Jhicago received i fiepo O]PZTX on Targek that showed that PZA
_altimore had a record in QAPPIS on Target A thattored exactly [SI Jhicagoes TZ]S record. SA PerK
Yeghiayan contacted SA McXarland and asked if hehaeéd the TZ]S record i their PZA Agent and
the rest of their task force and he said he difiA PerKYeghiayan asked Wwé shared it when he
explicitly asked Mike not to and his response wasas his task force so he had to share it. SA PerK
Yeghiayan expressed serious concern over how angniation that all these agencies would aceuire on
the target be relayed back to [SI Jhicago and Mikéated verbally that he would share anything he
learned on the target.

KOn September 1VH 2012H [SI Jhicago recaivechail from [SI _altimore JU] Rrogram Manager

Steven Snyder stating that [Shltimore was attempting to be under [S] _altimorees JU] program but
during his routine searches in TZ]S he noticed [Beinvestigation and saw [SI Jhicago was also under

a JU] program and had the same targetsH but had them in the system first. The program manager also
called [SI SA PerKYeghiayan and stated that leneagoing to approve [SI _altimoress resuest

because it was clear to him that they were copying f8I Jhicagoes caseH and that there could only be
one JU] program over the target website. A fewegks later [SI Jhicago found out that [SI _altimoress
case was approved under their JU] OR.

KIn October of 2012H SA McXarland began askiegkSfeghiayan for all his information on Target A
because they were trying to work him too. SA Redhiayan informed SA Ma¥and to not work Target
A independent of [SI Jhicago.

K[SI ]Jhicago later discovered that [SI _altimore thaisseminated Target A to all members of their task
force and they had issued multiple subpoenas onttirtgetH and actively worked him to include a type
of surveillance without the kmwledge of [SI ]hicago.

KlIn early October of 2012H [SI Jhicago began devel@mgthod to identify te main administrator of

the website by analyzing thousands of pages of textarious websites to make a match. In early
Qovember of 2012H [SI _altimore offered to provide U] Jhat information with the administrator to help
[SI Jhicago with their development.[SI Jhicago later identified adrget thereinafter referred to as
Target _Z% and began issuing subpoenas to furtleeidéntification and location of Target _. [SI
Jhicago informed _altimore and sired the subpoena information with [SI _altimore. [SI _altimore
began issuing duplicate subpoenas on the siddirget _ without [SI Jhicagoes knowledge.
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KOn Qovember 14H 2012H [SI ]hicago sent a collateral resuest to [SI fancouver for assistance with
Target _.

Kin Pecember of 2012H SA McXarland continueelgsténformation on Target A and Target _ from SA
PerKYeghiayan.

Kin ~anuary of 2013H [SI Jhicago began pursuing TRfgetcharges of actings an unlicensed money
service business t18 US] 1VJ0t. Over sawerghs [SI Jhicago conducted several movements of
money in a U] capacity in anticipatiasf charging Target A with 1VJO violations.

Kin late April 2013H [SI ]hicago notified [SI _altimtrat they had secured the necessary charges
needed to pursue Target A with 1VJO charges._[@timore stated that they had looked heavily on
their own into Target A and donet believe that Targas involved in the website no longer. [SI
_altimore shared a few of their subpoenaturns they receivedn early May.

KOn May 10H 2013H [ASI _altimore notified [SI Jhicago that the SS agent in their Task Xorce went
srogueZ and seized the bank account in the to@taining 2 million dollars from Target A. [SI
_altimore claimed to have no knowledge of thézee until after it occurred. [SI _altimore also
admitted that they toldthe SS agent of the connections [Sliflago made to the Silk qoad back in
August of 2012. [SI _altimore stated that the SS agent went to a tothifgrent AUSA in their Pistrict
to file the affidavit to seize the account. [SI iaftore stated that the AUSA was not planning on
charging Target A with 1VJO violations.

KOn May 13H 2013H [SI _altimore called [S] Jhicagstated that they hadomplained enough to the
SS about the way the agent went behind their baekt the SS agreed to give [SI the other account
containing 3 million USP belonging to Target A. [8ltimore proceeded task [SI Jhicago if they

could provide any other bank accounts belongingdogét A so they could seize those accounts too. [SI
_altimore proceeded to seizthe 3 million USP using the same affidawritten by the SS agent except
SA McXarland substituted his name and knowing [iBhjhicago built their pending charges on those
seizures.

KOn May 17H 2013H a conference called ocoetwexen SA PerKYeghiayanH Jhicago AUSA ,rickbaumH
_altimoress AUSA [erringH the seizing _altimdESA gichard ,ayH and SA McXarland.

KPuring the call AUSA ,ay statédt they were trying to worlon an interview with Target A

with Target Ass attorneys. AUSA ,rickbaum asksat the purpose of the interviews was and
AUSA ,ay stated that they waed to know more about Target Ass money business and wanted
to ask him directly about his knowledge of thék§oad. [SI Jhicago expressed serious concern
over that approach and was concerned as to AUSA ,ay using [SI Jhicagoes information
developed on Target A for their own use. The ouate of the conversatioresulted in AUSA ,ay
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stating that he would hold off for several monthad swag the dogZ with Target Ass attorneys
while [SI Jhicago prepares their indictment. /A8A ,ay agreed to check in with AUSA ,rickbaum
about the progress in the indictment.

KOn ~une 1VH 2013H Puring a joint SW conductédhiigaf® and [SI _altimore based on a new target
developed by [SI Jhicago. SA McXarland spokth@A PerKYeghiayan about the Target A and SA
McXarland stated that he had complete control over AUSA ,ay and he was the one to decide whether or
not Target A would be interviewed. SA McXarlaatkest that he would honor SA PerKYeghiayanes

resuest to not pursue or interview Target A.

KOn ~uly 08H 2013H according to AUSA [erringH he was notified by AUSA ,ay that a face to face meeting
was going to take place between him and Target Aesrays. AUSA ,ay or AUSA [erring did not notify
[SI Jhicago or AUSA ,rickbaum.

KOn ~uly OVH 2013H during a conference cAlUSiherringH SA PerKYegialy[SI Jhicago 'S Rhil
OsbornH and [SI Jhicago SA Sixto \ucianoH 8#&YBghiayan specifically asked AUSA [erring if there
were any developments with Target A and AUSYH,apecifically if there were any more talks about
meetingsH and AUSA [erring said there was not.

KOn ~uly 11H 2013H AUSA ,ay met in person withAraragdrneys. According to AUSA [erringH during
the meeting Target Aes attorneyes randomly broughthgSilk goad and stated that their client was
willing to tell them who Target A suspects is currentiyning the website in order to relieve their client
of any potential charges for 1VJO. AUSA ,ay proceeds to set up a meeting with Target A overseas.

K\ater in the evening of ~uly 11H3*in preparation for a coordination meeting on ~uly 12H 2013 at SOPH
'S Osborn and SA PerKYeghiayan met with AUSA [erring and SA McXarland for a coffee. Qo mention of
the meeting with Target A was mentioned by AUSA [erring or SA McXarland.

KOn ~uly 12H 2013H during a coordination meetif§hhicagoH [SI _altimoreH X_| Qew York and
multiple PO~ attorneys and ]]SIR attorneysH [SI #igo briefed their caseral mentioned Target A as

their main target. The ]]SIR attorney over the meagi asked if any other office had any case on Target
AH and all the _altimore attendees TSA McXarlandH SA \eJompteH AUSA [erring and AUSA [erringes
SupervisorH the SS agent that went srogueZ1 all rensiieed The J]ISR attorney stated that since the
information [SI Jhicago shared was brought in goaaith that no other office should attempt to pursue
that target outside of [SI ]hicago.

On ~uly 1JH 2013H AUSA [erring notified AU&Baum and SA PerKYeghiayan about the meeting AUSA
»ay had with Target Aes attorneys. SA PerKYeghitnfd both AUSA ,rickbaum and AUSA [erring that

he did not want them to pursue the target or to cimiie with this meeting. It was expressed that this
would damage [SI Jhicagoes investigation.

KOn ~uly 22H 2013H [SI SA PerKYeghiayan spakiSwiflerring who informed him that AUSA ,ay has
continued to negotiate with Target Aes attorneywlehas changed the meeting location to "uam on
later on in August. [SI PerKYeghiayan continueexjpress deep concern over this meeting and its
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effect on [SI Jhicagoes investigain against Target A. AUSA [erring did not appear concerned or willing
to stop the meeting from occurring.
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USDC SDNY

DOCUMENT
UNITED STATES DISTRICT COURT ELECTRONICALLY EILED

SOUTHERN DISTRICT OF NEW YORK DOC #:
- X DATE FILED: April 27, 2015

UNITED STATES OF AMERICA
-v- : 14-cr-68 (KBF)

ROSS WILLIAM ULBRICHT, : OPINION & ORDER

Defendant.

KATHERINE B. FORREST, District Judge:

Ross Ulbricht («defendantZ or «UlbrichtZ) was indicted on February 4, 2014.
On August 21, 2014, the Government filed a superseding indictment; Ulbricht was
arraigned on that indictment on September 5, 2014. The charges against Ulbricht
stemmed from his alleged design, creation, and operation of Silk Road,a sprawling
online marketplace for illegal narcotics, computer hacking materials, and
fraudulent identification documents. The Government alleged that Ulbricht owned
and operated Silk Road on the dark net under the username *Dread Pirate RobertsZ
(*DPRZ) and, as DPR, controlled every aspect of the illegal enterprise until the day
of his arrest. The Superseding Indictment charged Ulbricht with seven crimes:
narcotics trafficking, narcotics trafficking by means of the Internet, conspiring to
commit narcotics trafficking, engaging in a continuing criminal enterprise,
conspiring to commit or aid and abet computer hacking, conspiring to traffic in
fraudulent identification documents, and conspiring to commit money laundering.

(ECF No. 52.)
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Trial was initially scheduled for November 3, 2014, but, on applications from
the defense, it was adjourned to November 10, 2014 and then to January 5, 2015.
On December 30, 2014, the defense made an additional application for an
adjournment,which the Court denied. This matter proceeded to trial on January
13, 2015.1 On February 4, 2015, after just a few hours of deliberation, the jury
returned guilty verdicts on all counts.

Now before this Court is Ulbrichtes motion for a new trial on all counts. (ECF
No. 222.) There is no basis in fact or law to grant the motion and it is DENIED.

I THE TRIAL 2

In his opening statement, Ulbrichtes counsel conceded that Ulbricht had, in
fact, created Silk Road. Counsel told the jury that the evidence would show that
Ulbricht had ceased his involvement with Silk Road «after a few monthsZ but had
been lured back,just as law enforcement closed in,to be the fall guy. In short, he
was caught red-handed but was a dupe. Counsel told the jury that Ulbricht was not
the Dread Pirate Roberts.

By the time of trial, defendant had received what evidence the Government
possessed; he had copies of the website, the code, the servers, the thumb drives, the
photographs, the screen shots, etc. It was in the face of all this evidence that
Ulbrichtes counsel presented his opening statement and outlined his defense. His

defense was not that the evidence would fail to show that all manner of illegal drugs

1 The one-week delay in the start of trial was due to a personal matter affecting one of the attorneys
for the Government.

2 The Government has laid out the facts developed during the trial in detail in its submission on this
motion. (ECF No. 230.) The Court does not repeat all of those facts here and recites only those most
pertinent to resolution of the instant motion.
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were sold on Silk Road, that Ulbricht was not its creator, that he did not purchase
several counterfeit driverse licenses from the site, that he was not arrested with a
laptop which was a standalone, independently sufficient, massive repository of
incriminating evidence. His defense was that somehow,in a manner not then
explained,Ulbricht had been set up by the real criminal mastermind.

Counseles opening suggested a developed defense,a defense supported by
known evidence. It suggested that there was evidence that Ulbricht,who
concededly started Silk Road,at some point ceased his involvement with the
enterprise and returned only at the very end. It suggested that there was evidence
that the mound of incriminating material on Ulbrichtes laptop had been created and
placed there by someone else,or by some automated process,in a technologically
feasible way.

Counsel pursued this «alternative perpetratorZ line of argument during cross-
examination of the Governmentes witnesses, particularly Special Agent (*SAZ) Der-
Yeghiayan, whom counsel questioned extensively regarding two other individuals
who were investigated as possible leads on DPR.

There is a necessary disconnect between this defense theory,presented in
counseles opening and cross-examination,of what really happened, and the theory
on this motion: that defendant has not had the time or information to develop any
defense at all.

The evidence of Ulbrichtes guilt was, in all respects, overwhelming. It went

unrebutted. This motion for a new trial urges that Ulbricht was prejudiced by that
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which he could not know in time, or at all. But the motion does not address how
any additional evidence, investigation, or time would have raised even a remote (let
alone reasonable) probability that the outcome of the trial would be any different.

The trial started with the jury hearing that at the time of his arrest, Ulbricht
was actively engaged in an online chat with an undercover agent posing as a Silk
Road employee. Ulbricht was at his laptop, typing, and logged in as the Dread
Pirate Roberts. The jury heard and saw evidence connecting the purchase of that
laptop to Ulbricht: it was purchased using Bitcoins (converted by Ulbricht into
Amazon.com gift cards) and shipped to Ulbrichtes home. (GX 312C, 312.) A
confirmation e-mail was sent to Ulbrichtes e-mail account, and Ulbricht duly
recorded the purchase in a spreadsheet of Silk Road-related expenses. (GX 312C,
250.)

The jury heard that the laptop contained what can only be described as an
electronic diary: a detailed description by Ulbricht of how and why he started Silk
Road,and the various events that occurred over the years in relation to it,
sprinkled with details from Ulbrichtes private life. (GX 240A...240D.) The laptop
also contained thousands of pages of chat logs with Silk Road employees (GX 222...
232E), a weekly to-do list for Silk Road (GX 255), copies of the Silk Road website
and the Silk Road market database (GX 212, 213), spreadsheets of Silk Road...
related expenses and servers (GX 250, 264), a +logZ file reflecting actions that
Ulbricht took in connection with the day-to-day maintenance of Silk Road (GX 241),

the encryption keys used to verify the Dread Pirate Robertses identity (GX 269, 296),
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a spreadsheet listing Ulbrichtes personal assets in which he valued Silk Road at
$104 million (GX 251), and scanned copies of identification documents belonging to
Silk Road staff members (GX 216, 256). There were also Bitcoin wallets on the
laptop containing over 144,000 Bitcoins, valued at the time of Ulbrichtes arrest at
$16-18 million. (GX 214, Tr. 1032:21-1033:5, 1673:8-1674:6.) An analysis of those
Bitcoins showed that the vast majority of them,nearly 90%,came directly from
Bitcoin wallets found on Silk Road servers. (GX 620B.)

The jury also heard extensive testimony that Silk Road was a website used to
buy and sell narcotics and other illicit goods and services. The jury saw printouts
from the website showing advertisements for a variety of such narcotics, and heard
testimony from a law enforcement agent who had seized a large volume of narcotics
purchased through Silk Road. The jury heard from a former friend of Ulbricht that
Ulbricht had confessed his involvement in Silk Road to him. The jury saw a variety
of Silk Road transactional data demonstrating the sale of computer hacking
materials, currency, and a host of fake driverse licenses, passports, and other
identification documents. The jury heard that a law enforcement agent had
intercepted a package containing nine counterfeit driverse licenses for Ulbricht
himself, and that Ulbricht had mentioned Silk Road when confronted with them.

The jury saw copies of papers taken from Ulbrichtes garbage can shortly after his
arrest which had handwritten notes of tasks associated with Silk Road. The jury

also saw documents which demonstrated that the Dread Pirate Roberts attempted
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to protect his interests in Silk Road by commissioning the murder of several
individuals (though there is no evidence that murders resulted).

By contrast, the jury was not presented with any evidence that the laptop
which Ulbricht possessed at the time of his arrest was ever out of his possession
since he had purchased it (and it had been delivered to his home address). It was
also not presented with any evidence that someone,or some automated process,,
could, much less did, populate Ulbrichtes hard drive with any of the evidence
described above, located in different files and in different places on the computer.

1. DEFENSE ARGUMENTS

Defendant makes three arguments in support of his motion for a new trial.
First, defendant argues that he was deprived of his Fifth Amendment right to due
process and his Sixth Amendment rights to a fair trial and effective assistance of
counsel. In that regard, defendant argues that the Governmentes production of
3500 material less than two weeks prior to trial was voluminous and contained
exculpatory material that should have been produced sooner. In addition,
defendant asserts that he was denied the ability to use, or have discovery into,
certain information concerning the corruption investigation into former SA Carl
Force and another law enforcement agent (the *Rogue AgentsZ). Defendant asserts
that the recently unsealed criminal complaint against the Rogue Agents,who were
involved in an investigation of Silk Road by the U.S. Attorneyes Office for the
District of Maryland (sUSAO-BaltimoreZ),reveals that Brady material was
suppressed in this case. Defendant argues that all of these failures were

compounded by the Governmentes repeated additions and modifications to its

6
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exhibit list on the eve of and during trial,which sowed confusion and inhibited
effective preparation.

Second, defendant argues that 3500 material revealed that «the government
was conducting warrantless TOR network surveillance on a TOR exit nodeZ that his
pre-trial suppression motion should be therefore ereopenedZ and granted.
(Memorandum of Law in Support of Defendant Ross Ulbrichtes Post-Trial Motions
(+Def.ss Br.Z) at 15, ECF No. 224.)

Third and finally, defendant offers a sprofferZ regarding the proposed
testimony of Andreas M. Antonopoulos, implicitly suggesting that the Court erred
in precluding Mr. Antonopoulos from testifying as an expert withess before
receiving a full proffer of his testimony.

None of these arguments supports granting a new trial. 3

I1. LEGAL STANDARDS
A. Rule 33

Rule 33 provides that a district court may svacate any judgment and grant a
new trial if the interest of justice so requires.Z Fed. R. Crim. P. 33(a). The ultimate
question is whether manifest injustice would result if a court allows a guilty verdict

to stand. United States v. Snype, 441 F.3d 119, 140 (2d Cir. 2001). Given the

deference owed to a juryes verdict, the Second Circuit has instructed that district
courts should exercise their Rule 33 authority ssparinglyZ and only in sthe most

extraordinary circumstances.Z United States v. Ferguson, 246 F.3d 129, 134 (2d

3 The Court notes that Ulbrichtes reply papers  focus exclusively on the first argument. It is unclear
whether this exclusive focus means that Ulbricht has abandoned his other arguments or whether he
is content to let his opening papers address them.
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Cir. 2001) (quoting United States v. Sanchez, 969 F.2d 1409, 1414 (2d Cir. 1992))

(internal quotation marks omitted). Such extraordinary circumstances exist, for
example, when testimony is spatently incredible or defies physical realities.Z

United States v. Cote, 544 F.3d 88, 101 (2d Cir. 2008) (quoting Sanchez, 969 F.2d at

1414) (internal quotation marks omitted). A motion for a new trial should not be
granted unless, upon examining the entire case and taking into account all of the
facts and circumstances, the court is left with a real concern that an innocent
person may have been convicted.Z Ferguson, 246 F.3d at 134 (citation and internal
quotation mark omitted). After a full and thorough review of the evidence, the

Court here is left with no such concern.

B. Discovery Obligations in Criminal Cases

o[l]n all federal criminal cases, it is Rule 16 that principally governs pre-trial

discovery.Z United States v. Smith, 985 F. Supp. 2d 506, 521 (S.D.N.Y. 2013)

(citations omitted). Rule 16(a)(1)(E) provides, in pertinent part, that a defendant is
entitled to obtain from the Government documents and objects that are swithin the
governmentss possession, custody, or controlZ if they are smaterial to preparing the
defenseZ or will be used by the Government in its case-in-chief at trial. Fed. R.
Crim. P. 16(a)(1)(E).

Evidence that the Government does not intend to use in its case-in-chief at
trial is material «if it could be used to counter the governmentes case or to bolster a
defense; information not meeting either of those criteria is not to be deemed

material within the meaning of the Rule.Z United States v. Stevens, 985 F.2d 1175,

1180 (2d Cir. 1993). To warrant a new trial [tlhere must be some indication that

8
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the pretrial disclosure of the disputed evidence would have enabled the defendant
significantly to alter the quantum of proof in his favor.Z 1d. (quoting United States

v. Maniktala, 934 F.2d 25, 28 (2d Cir. 1991)) (internal quotation marks omitted).

Even the withholding of material evidence does not warrant a new trial if the
defendant cannot show that it caused him ssubstantial prejudice.Z Id. at 1181
(citation omitted). <In assessing that question, the court analyzes the nature of the
evidence sought, the extent to which it bore on critical issues in the case, the reason
for its nonproduction, and the strength of the governmentes untainted proof.Z Id. ___
(citation omitted).

Rule 16(a) was never sintended to provide the defendant with access to the

entirety of the governmentss case against him.Z United States v. Percevault, 490

F.2d 126, 130 (2d Cir. 1974) (citation omitted). <Discovery of evidence in criminal
prosecutions is, inevitably, more restricted than discovery in civil cases.Z United

States v. Tolliver, 569 F.2d 724, 728 (2d Cir. 1978). Rule 16 «does not entitle a

criminal defendant to a sbroad and blind fishing expedition among [items] possessed
by the Government on the chance that something impeaching might turn up.«Z

United States v. Larranga Lopez, 05 Cr. 655 (SLT), 2006 WL 1307963, at *7-8

(E.D.N.Y. May 11, 2006) (alteration in original) (citing Jencks v. United States, 353

U.S. 657, 667 (1957)).

C. 3500 Material

The Jencks Act provides that ¢[a]fter a witness called by the United States
has testified on direct examination, the court shall, on motion of the defendant,

order the United States to produce any statement . . . of the witness in the

9
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possession of the United States which relates to the subject matter as to which the
witness has testified.Z 18 U.S.C. § 3500(b). The plain meaning of this provision
does not require production of 3500 material before trial. In practice, however,
courts in this district require the Government to produce 3500 material at least the
Friday prior to the commencement of trial and sometimes earlier.

The Jencks Act is intended to provide the defense with prior statements of

Government witnesses for purposes of impeachment. United States v. Carneqglia,

403 F. Appex 581, 586 (2d Cir. 2010). The Jencks Act is not a general discovery

device. See United States v. Exolon-Esk Co., No. 94-CR-17S, 1995 WL 46719, at *2

(W.D.N.Y. Jan. 19, 1995) (citing In re United States, 834 F.2d 283, 286 n.2 (2d Cir.

1987)); see also United States v. Jackson, 345 F.3d 59, 76 (2d Cir. 2003) (The Jencks

Act «does not normally mandate disclosure of statements made by a person who
does not testify.Z (citations omitted)). In instances in which the Government has
failed to provide 3500 material, a defendant is only entitled to relief if there is a
ereasonable probability that, had the evidence been disclosed to the defense, the
result of the proceeding would have been different.Z Carneglia, 403 F. Appex at 586

(quoting United States v. Nicolapolous, 30 F.3d 381, 383-84 (2d Cir. 1994)) (internal

quotation marks omitted).

D. Brady

*There is no general constitutional right to discovery in a criminal case, and

Brady did not create one.Z Weatherford v. Bursey, 429 U.S. 545, 559 (1977); see

also Pennsylvania v. Ritchie, 480 U.S. 39, 59 (1987) (sDefense counsel has no

constitutional right to conduct his own search of the [Governmentes] files to argue

10
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relevance.Z (citation omitted)); United States v. Evanchik, 413 F.2d 950, 953 (2d Cir.

1969) (sNeither [Brady] nor any other case requires the government to afford a

criminal defendant a general right of discovery.Z); United State v. Meregildo, 920 F.

Supp. 2d 434, 440 (S.D.N.Y. 2013) (-Brady is not a rule of discovery,itis a

remedial rule.Z (citing United States v. Coppa, 267 F.3d 132, 140 (2d Cir. 2001))).

Rather, Brady established that the Government has a constitutional
obligation to disclose favorable and material information to the defendant. See_

Brady v. Maryland, 373 U.S. 83, 87 (1963). *There are three components of a true

Brady violation: The evidence at issue must be favorable to the accused, either
because it is exculpatory, or because it is impeaching; that evidence must have been
suppressed by the State, either willfully or inadvertently; and prejudice must have

ensued.Z Strickler v. Greene, 527 U.S. 263, 281-82 (1999). A defendant seeking a

new trial on the basis of an alleged Brady violation bears the burden of

demonstrating that these elements are met. United States v. Douglas, 415 F. Supp.

2d 329, 336 (S.D.N.Y. 2006), affed, 525 F.3d 225 (2d Cir. 2008).
Prejudice ensues only if the suppressed evidence is material,that is, eif
there is a reasonable probability that, had the evidence been disclosed to the

defense, the result of the proceeding would have been different.Z Kyles v. Whitley,

514 U.S. 419, 433 (1995) (quoting United States v. Bagley, 473 U.S. 667, 682 (1985))

(internal quotation marks omitted). *A reasonable probabilityZ means that the
likelihood of a different result is sufficiently great to sundermine confidence in the

outcome of the trial.Z Smith v. Cain, 132 S. Ct. 627, 630 (2012) (quoting Kyles, 514

11
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U.S. at 434) (alteration and internal quotation marks omitted). Undisclosed
information may not be material if the Governmentes «other evidence is strong
enough to sustain confidence in the verdict.Z Id. (citation omitted). This standard is
not satisfied, however, if the Government «offers a reason that the jury could have
disbelieved [the undisclosed evidence], but gives us no confidence that it would have
done so.Z Id. (emphases in original). Materiality is assessed in light of the trial
evidence. *Where the evidence against the defendant is ample or overwhelming, the
withheld Brady material is less likely to be material than if the evidence of guilt is

thin.Z United States v. Gil, 297 F.3d 93, 103 (2d Cir. 2002) (citations omitted).

*Brady material that is not edisclosed in sufficient time to afford the defense
an opportunity for uses may be deemed suppressed within the meaning of the Brady

doctrine.Z United States v. Douglas, 525 F.3d 225, 245 (2d Cir. 2008) (alteration

omitted) (quoting Leka v. Portuondo, 257 F.3d 89, 103 (2d Cir. 2001)); see also

Coppa, 267 F.3d at 135 (Brady material must be disclosed in time for its effective
use at trial.Z (citation omitted)). Brady material buried within sreamsZ of 3500
material and provided too close to trial to permit effective use may also be deemed
suppressed. See Douglas, 525 F.3d at 245 (citing Gil, 297 F.3d at 103); see also

United States v. Rittweger, 524 F.3d 171, 181 n.4 (2d Cir. 2008) (*Complying with

the Jencks Act . . . does not shield the government from its independent obligation

to timely produce exculpatory material under Brady . . . .7).

12
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IV. DISCUSSION

A. Fifth and Sixth Amendment Claims

Ulbricht asserts that his Fifth and Sixth Amendment rights were violated as
a result of the Governmentes belated production of 3500 material, failure to timely
disclose the details of the investigation of the Rogue Agents, and repeated additions
and modifications to trial exhibits. According to Ulbricht, the Governmentes
gamesmanship in this regard led to inadequate trial preparation, an inability to
investigate whether certain evidence might be exculpatory, and, ultimately, an
unfair trial. These arguments are without merit.

1. 3500 Material

Ulbricht argues that he is entitled to a new trial because the Governmentes
3500 production contained Brady material concerning SA Der-Yeghiayanes
investigation of Messrs. Karpeles and Athavale (the *Karpeles/Athavale MaterialsZ)
which was not disclosed in time for effective use at trial. This argument fails for
three independent reasons.

First, the Karpeles/Athavale Materials do not constitute Brady material
because they are not exculpatory vis-a-vis Ulbricht. Defendant argues that these
materials constitute *other perpetratorZ evidence, but they in fact only reflect
investigative leads that SA Der-Yeghiayan explored but that ultimately turned out

to be misplaced. See Moore v. lllinais, 408 U.S. 786, 795 (1972) (noting that there is

*no constitutional requirement that the prosecution make a complete and detailed
accounting to the defense of all police investigatory work on a case,Z including any

«early lead the police abandonedZ); United States v. Amiel, 95 F.3d 135, 145 (2d Cir.

13
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1996) (s The government has no Brady obligation to scommunicate preliminary,

challenged, or speculative information.sZ (quoting United States v. Diaz, 922 F.2d

998, 1006 (2d Cir. 1990)) (internal quotation marks omitted)).

SA Der-Yeghiayan investigated Mr. Karpeles because the website
ssilkroadmarket.orgZ,which provided instructions on how to access Silk Road on
the Tor network,was hosted on a server that was registered to Mr. Karpeles.
However, further inquiry revealed that Mr. Karpeleses connection to the server was
an innocent one: he was simply running a server-hosting company that leased
servers to others, and the server in question was in fact leased to Ulbricht. The
Governmentes investigation of Mr. Karpeles thus does not exculpate Ulbricht. See_

United States v. Sessa, No. 92-CR-351 ARR, 2011 WL 256330, at *24 (E.D.N.Y. Jan.

25, 2011) (police reports concerning other suspects in a murder investigation did not
constitute Brady material where, inter alia, their fingerprints came back negative),
affed, 711 F.3d 316 (2d Cir. 2013).

As to Mr. Athavale, SA Der-Yeghiayanes suspicion was based on certain
linguistic similarities between DPRes writing and that of Mr. Athavale. However,
these similarities are not exculpatory vis-a-vis Ulbricht because they were never
corroborated by any substantial evidence. 4

In any event, the Karpeles/Athavale Materials were not ssuppressedZ within

the meaning of the Brady doctrine. These materials were included in the 3500

4 Even if the Karpeles/Athavale Materials someh  ow inculpated Messrs. Karpeles and Athavale, they
would not exculpate Ulbricht or undermine the mound of evidence against him. Rather, they would
simply suggest that there might have been more than one DPR operating Silk Road in the same time
period. Whether there was one or 100 DPRs is irrelevant to the ultimate question of whether the
Government met its burden of proof as to the crimes charged vis-a-vis Ulbricht.

14
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material for SA Der-Yeghiayan,which was produced to the defense on December
31, 2014, thirteen days before trial began. While Ulbricht asserts that the 3500
production for SA Der-Yeghiayan was voluminous (totaling 5,000 pages), he has
failed to demonstrate that he had insufficient time to make effective use of any of
these materials. See Douglas, 525 F.3d at 245-46 (disclosure of 290 pages one
business day before trial did not constitute suppression). Indeed, the defense
displayed great familiarity with the Karpeles/Athavale Materials and used them

repeatedly during cross examination. See Gardner v. Fisher, 556 F. Supp. 2d 183,

195 (E.D.N.Y. 2008) (finding no Brady violation based on last-minute disclosure of
an exculpatory statement esince the defense made effective use of this statement at
trial through extensive cross-examinationsZ). Notably, the defense never requested
a continuance based on the late disclosure of 3500/Brady material. See United

States v. Menghi, 641 F.2d 72, 75 (2d Cir. 1981) (finding no Brady violation where,

inter alia, defense counsel made no motion for a continuance to allow further

investigation).

Finally, the Karpeles/Athavale Materials are not material to Ulbrichtes
defense. Ulbricht does not offer any explanation as to why there is any chance that
he would not have been convicted had the defense been given more time to review
the Karpeles/Athavale Materials. He does not explain how the defense would have
used the additional time, much less give how this effort may have affected the
outcome of the trial. As set forth in Part | above, the Government presented

overwhelming evidence of Ulbrichtes guilt. Ulbricht was caught red-handed,logged

15
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in and chatting as DPR on a personal laptop, which Ulbricht unquestionably owned,
filled with Silk Road files. In the face of this mound of evidence, there is no faint
possibility, much less sreasonable probability,Z that the jury would have reached a
different verdict had the Government produced the Karpeles/Athavale Materials
earlier. See Gil, 297 F.3d at 103 (*Where the evidence against the defendant is
ample or overwhelming, the withheld Brady material is less likely to be material
than if the evidence of guilt is thin.Z (citations omitted)); Jackson, 345 F.3d at 74
(finding a lack of materiality because e[t]he juryes verdict was supported by
compelling evidenceZ and «the undisclosed materials were of limited utilityZ). 5

2. The Rogue Agents Issue

The vast majority of Ulbrichtes reply on this motion concerns the unsealing of
the criminal complaint in the Northern District of California against two
individuals who held positions with law enforcement and were involved in the
USAO-Baltimore investigation of Silk Road: former SAs Carl Force and Shaun
Bridges. Defendantes focus on the complaint against these investigators,and the
Northern District of Californiaes investigation of them,is misguided. The
Governmentes failure to reveal more regarding the investigation of either individual

violated neither its discovery nor its Brady obligations.

5 In passing, defendant challenges two other aspects of the Governmentes 3500 production. First,
defendant asserts that ¢[o]ther exculpatory material was included within the 3500 material for
Internal Revenue Special Agent Gary Alford (which was produced January 6, 2015).Z (Def.es Br. at
10.) Second, defendant suggests that the Government may have redacted exculpatory information
from its 3500 production. (Id. at 10-11.) However, there is no indication that either of these
assertions is true, and defendantes unsupported conjecture in that regard is insufficient to establish a
Brady violation. See United States v. Numisgroup Intel Corp., 128 F. Supp. 2d 136, 150 (E.D.N.Y.
2000) (+In the absence of a particularized showing by the defense that certain materials covered by
Brady are being withheld, the Court accepts the Governmentes good faith assertion [that it has
complied with its Brady obligation s] as sufficient.Z (citations omitted)).

16
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Despite the attention given to the Rogue Agents issue in defendantes brief,
this Court remains unclear (as it always was) as to how any information relating to
that investigation is material or exculpatory vis-a-vis Ulbricht. Either the defense
assumes the answer is so obvious that it need not explain, or its omission is
purposeful. For purposes of the instant motion, this Court assumes that defendant
believes he was deprived of information which would have revealed that (1) the
Rogue Agentse conduct may have tainted any evidence relating to the website (since
they assumed identities on the site), (2) the Rogue Agents may provide a link to
someone (including themselves) who may have taken over the DPR account and
framed Ulbricht, and/or (3) the Rogue Agents may know the identity of the real
DPR. There is no basis in the record,including in any of what defendant has cited
regarding the Rogue Agents,which supports any one of these theories. These
theories are based on no more than speculation and premised on erroneous
assumptions as to the scope of discovery obligations and the meaning of exculpatory
evidence.

To start, there is no basis for this Court to believe that any undisclosed
materials relating to the Rogue Agents would have been remotely useful, let alone
exculpatory, vis-a-vis Ulbricht. The Rogue Agents did not participate in the USAO-
SDNYe s investigation of Silk Road that resulted in defendantes arrest and
indictment, and none of the evidence at defendantes trial came from the USAO-

Baltimore investigation in which the Rogue Agents participated. 6 That the Rogue

6 Defendant argues that the USAO-SDNY and USAO-Baltimore investigations were coordinated,
and e[t]o the extent there is any question with  respect to that conclusion,Z the Court should hold an

17
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Agents may have exceeded the scope of their authority in the USAO-Baltimore
investigation does not, in any way, suggest that Ulbricht was not the Dread Pirate
Roberts. As this Court explained in an earlier (sealed) ruling on this topic, the
investigation of SA Force is, if anything, inculpatory as it suggests that Ulbricht, as
DPR, was seeking to pay law enforcement for inside information to protect his
illegal enterprise.

Moreover, even if defendant could point to a favorable piece of evidence from
the investigation of the Rogue Agents, defendant has not constructed any argument
that had he had earlier disclosure, the result of the trial may have been different.
There is no reasonable probability of a different outcome here: the circumstances of
defendantes arrest, and the evidence found in his own possession at the time of the
arrest, are in and of themselves overwhelming evidence of his guilt.

One of defendantes key arguments is that suppression of the Rogue Agents
material prevented him from exploring potentially exculpatory avenues,that, in
effect, we cannot know whether the result of the trial would have been different
since we do not know what it missing. (See, e.q., Def.es Reply at 3-4 (¢[T]he
complete scope of what SAes Force and Bridges were able to accomplish with the
illicit access they gained to the Silk Road web site, and its impact on this case, has
yet to be determined.Z); id. at 37 (*Absent the opportunity to inspect items relevant

to the investigation of former SAes Force and Bridges, the full extent of potentially

evidentiary hearing on the issue. (Reply Memorandum of Law in Support of Defendant Ross
Ulbrichtes Post-Trial Motions (*Def.es  ReplyZ) at 38, ECF No. 232.) There is no need for any
evidentiary hearing: whether the investigations proceeded separately or intersected has no bearing
on whether any undisclosed materials relating to the Rogue Agents are exculpatory as to Ulbricht.

18
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exculpatory material cannot be determined.Z).) This argument misconstrues
Brady,and attempts to turn Brady into a discovery device or to expand the
requirements of Rule 16. The Government had an obligation to turn over favorable
material evidence to prevent injustice; it had no obligation to keep Ulbricht
continually apprised of developments in a separate investigation. On the record
before the Court, the Government complied with its obligation: as explained above,
none of the Rogue Agents evidence is exculpatory,let alone sufficiently exculpatory
to give rise to a reasonable probability of a different outcome.

3. Trial Exhibit Disclosures

Defendant argues that the Governmentes failure to timely disclose Brady
material was scompoundedZ by its late and continued production of a significant
number of exhibits throughout the trial. (Def.es Br. at 12.) To start, and as
explained above, there were no Brady violations to compound. In any event, the
Governmentes disclosure of exhibits was neither unusual nor unreasonable.

Prior to trial, the Court established a procedure for the Governmentes
disclosure of its trial exhibits. That procedure was designed to allow the parties to
assess potential objections, discuss them, and preview evidentiary issues with the
Court. That process occurred as ordered, but, as is frequently the case, there were
exhibits added and subtracted as trial approached and then commenced. The Court
did not preclude these modifications,though it expected counsel to work together
in good faith in that regard. Defense counsel remarked on this during the trial, but
specifically stated that he was not scomplainingZ and that [i]t [was] not something

thates out of the realm of a trial.Z (See 1/28/15 Tr. 1553:13-24, ECF No. 214; 1/29/15
19
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Tr. 1837:2-6, ECF No. 212.) While counsel did raise an issue with regard to one
particular document,an analysis of Bitcoins found on defendantes laptop (1/28/15
Tr. 1546:2-20),this document was added to the Governmentes exhibit list during
the trial to address an argument defense counsel raised in his opening.

B. Suppression Motion

Next, defendant argues that 3500 material produced by the Government just
prior to trial warrants reopening and granting his pre-trial motion to suppress
evidence obtained as a result of the search and seizure of a server located in
Iceland. (ECF No. 46.) In particular, defendant points to text messages between
SA Der-Yeghiayan and a confidential informant (the «CIZ) from August 2012 in
which SA Der-Yeghiayan asks, *Are we up on the exit node yet?Z The Cl confirms
that they are and states, *100 percent running, logging and recording . . . with
verification.Z (Def.ss Br. at 16 (quoting 3505-4059...3505-4060).) Defendant also
references texts in which SA Der-Yeghiayan and the ClI discuss the prospect of the
Government performing a distributed denial of service (+DDOSZ) attack with the
purpose of slisteningZ to the Silk Road servers. (Id. (quoting 3505-4066).)
Defendant asserts that these communications provide efurther evidence that the
government discovered the Internet Protocol . . . address for the Iceland server
ending in +.49« through warrantless TOR network surveillanceZ and that it may have
authorized or conducted DDOS attacks. (Id.) This argument is without merit.

Defendantes pre-trial suppression motion was denied principally on the basis
that he had failed to establish a personal privacy interest in any Silk Road servers

or the items thereon. (ECF No. 89.) That has not changed: defendant still has not
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provided an affidavit attesting to his personal privacy interest in the affected
servers at the relevant time. His arguments in support of a new trial are premised
on a defense that he was set up,that someone else was DPR. Thus, despite
admitting that he started Silk Road (and was logged in as DPR on the day of its
demise), he nevertheless has not attested to a personal privacy interest.

In addition, none of the communications between SA Der-Yeghiayan and the
Cl goes to the core issue on the suppression motion, namely how the Icelandic
server was located. At trial, SA Der-Yeghiayan testified that he had no involvement
in that aspect of the investigation. (1/20/15 Tr. 695-98, ECF No. 202.) 7

C. The ProfferZ of Expert Testimony

Finally, Ulbrichtes motion includes what is captioned as a proffer from
Andreas M. Antonopoulos regarding his proposed expert testimony.Z 8 (Def.es Br. at
17.) Curiously, this proffer,which describes what Mr. Antonopoulos swould have
testifiedZ about had he been permitted to appear as an expert at trial,is
unaccompanied by any request for relief. The Court construes this portion of
Ulbrichtes motion as an argument that the Court erred in precluding Mr.
Antonopouloses testimony,particularly after receiving Ms. Lewises January 31,

2015 letter indicating that Mr. Antonopoulos was traveling and thus was

7 Ulbricht also assets that, ¢[i]n reopening Mr. Ulbrichtes suppression motion, the government should
be required to produce any and all pen registers not previously provided to defense counsel, such as
any for Mr. Ulbrichtes email accounts.Z (Def.es Br. at 17.) The Court need not address this discovery
demand given that there is no basis to reopen the suppression motion.

8 This proffer was outlined orally for the first time on February 2, 2015, the day that the Government
rested.

21



Case 15-1815, Document 34, (2&/8@?016 1682742, Pagel140 of 293

Case 1:14-cr-00068-KBF Document 237 Filed 04/27/15 Page 22 of 25

unavailable to make a full proffer. This argument ignores the history that
underlies the Courtes decision to preclude Mr. Antonopouloses testimony.

Long before trial began, the Government disclosed to the defense the
evidence underlying its case-in-chief. With respect to Bitcoins, the defense knew at
the outset that Silk Road transactions occurred in Bitcoins, that the Silk Road
servers contained Bitcoin wallets, that Ulbrichtes laptop contained its own Bitcoin
wallets, and that inside Ulbrichtes wallets were over 144,000 Bitcoins, valued at the
time of his arrest at approximately $18 million. At that point, the defense had at its
disposal all the information necessary to make a decision as to whether to call an
expert on Bitcoins at trial.

In his opening statement, defense counsel referred to Bitcoins and the
*Bitcoin market,Z and suggested to the jury that the $18 million in Bitcoins found
on Ulbrichtes laptop had nothing to do with Silk Road,that Ulbricht had earned
this money through Bitcoin trading. (1/13/15 Tr. 67:13-20, ECF No. 196.) This
statement logically leads to the following: (1) defendant had some evidence to
support this theory already,in the form of an expert who analyzed the various
Bitcoin wallets, as a leading possibility, and (2) after defendant affirmatively
opened the door, it was reasonable to expect that the Government would respond to
this theory in its case-in-chief (indeed, not to do so would have been irresponsible).

On January 14, 2015, the second day of trial, the Court inquired as to defense
counselss intention to call expert witnesses. Counsel indicated that it was too early

to tell, and the Government previewed that it would move to preclude any experts
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unless it received the requisite notice. Defense counsel responded that it would
provide such notice eat the earliest possible rather than at the latest.Z (1/14/15 Tr.
125:14-15, ECF No. 198.)

No such notice was provided for the next twelve days. As the trial unfolded,
it became increasingly clear that counsel did not want to show the defensess hand,
and that his strategy was to use the Governmentes witnesses as his own,often
through cross-examinations that went beyond the scope of the direct.

On January 26, 2015, well into the trial,the defense disclosed to the
Government its intention to call Mr. Antonopoulos as an expert withess on Bitcoins.
The defensees disclosure letter recited Rule 16, listed eight general subjects as to
which Mr. Antonopoulos would testify, and attached Mr. Antonopouloses curriculum
vitae. (ECF No. 165-1.) Lacking were any expected opinions or the bases therefor,
any description of analysis or methodology, and any indication that Mr.
Antonopoulos has the requisite expertise. On January 29, 2015, the Government
indicated on the record that it would move to preclude Mr. Antonopouloses
testimony. At that time, the Court requested that defense counsel provide notice to
the Court immediately upon receiving the Governmentes motion to preclude as to
when he would respond to that motion. January 29, 2015 was a Thursday; the
Government indicated that it would rest on Monday, the next trial day.

The Government promptly filed its motion to preclude after the dayes
proceedings on January 29, 2015, yet the Court did not hear from defense counsel

that evening or the following day. On January 31, 2015, after the Court issued an
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order requiring the defense to respond by 2:00 p.m. that day,Ms. Lewis indicated
that Mr. Antonopoulos was traveling and that religious observance prevented Mr.
Dratel from complying with the courtes order. The Court then set 8:00 p.m. as the
deadline to file any opposition to the Governmentes motion to preclude. Shortly
after that deadline, the defense filed an opposition which further set forth Mr.
Antonopouloses testimony without in fact disclosing any analysis or methodology
underlying that testimony. On February 1, 2015, the Court issued an Opinion &
Order precluding Mr. Antonopouloses testimony on the basis of the defensees plainly
untimely and inadequate Rule 16 notice and the Courtes inability,based on the
deficient disclosures before it,to assess Mr. Antonopouloses qualifications and the
relevance and reliability of his testimony. ¢ (ECF No. 173.)

The Courtes decision was amply supported. Defense counsel had failed to
timely comply with the appropriate disclosure requirements, and that failure was a
tactical choice,not an oversight. The potential utility of a defense expert on
Bitcoins,particularly one who would testify as to the Bitcoins found on Ulbrichtes
laptop,was known very early in the case. Defense counsel understood at the
outset,upon receiving the discovery in this case,that Bitcoins were an important
aspect of Silk Road, and that the origin of the Bitcoins on Ulbrichtes laptop was an
important issue in this case. Indeed, defense counsel opened on a theory that
Ulbricht had earned the Bitcoins through Bitcoin trading. Nonetheless, counsel

chose not to disclose his intention to call an expert withess on Bitcoins until two

9 For similar reasons, the Court also precluded the testimony of another proposed defense expert,
Steven Bellovin. Defense counsel has not argued that the Court erre  d in precluding Mr. Bellovines
testimony.
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weeks into the trial, and even then utterly failed to comply with the requirements of
Rule 16 as to the content of the disclosure. Counsel cannot undo this tactical choice
now by offering a belated «profferZ of Mr. Antonopoulosss testimony.
V. CONCLUSION

For the reasons set forth above, Ulbrichtes motion for a new trial is DENIED.
The Clerk of Court is directed to terminate the motion at ECF No. 222.

SO ORDERED.

Dated: New York, New York
April 27, 2015

KATHERINE B. FORREST
United States District Judge
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U.S. Department of Justice

United States Attorney
Southern District of New York

The Silvio J. Mollo Building
One Saint Andrew’s Plaza
New York, New York 10007

April 28, 2015

By ECF

Hon. Katherine B. Forrest

United States District Judge

Southern District of New York

Daniel Patrick Moynihan U.S. Courthouse
500 Pearl Street

New York, New York 10007

Re:  United States v. Ross William Ulbricht4 Cr. 68 (KBF)
Dear Judge Forrest:

The Government writes in response to the defense counsel’s letter, dated April 24, 2015,
requesting an adjournment of sentencing, which is currently scheduled for May 15, 2015. The
Government does not object to a brief adjournment of sentencing to the extent it is based on defense
counsel’s representation that, due to competing demands on his schedule, he has not had sufficient
time to prepare for sentencing, including reviewing and investigating certain materials produced by
the Government in advance of sentencing concerning certain overdose deaths. However, to the
extent that the defendant is requesting a Fatico hearing concerning these overdose deaths, the
Government submits that the defendant is not entitled to such a hearing.

On March 16, 2015, the Government produced to the Probation Office, as well as to the
defense, materials related to three overdose deaths, including evidence that they were caused by
drugs purchased from Silk Road. On April 17, 2015, the Government produced to the Probation
Office and the defense materials recently received from a foreign government, related to three
additional overdose deaths linked to Silk Road. The type and quantity of evidentiary materials vary
somewhat from case to case (based on the availability of certain evidence, and the limits of what was
provided by foreign authorities), but they include autopsy and toxicology reports, witness statements,
and Silk Road transactional and private message data. In addition, the Government in the process of
producing to the defendant and the Court the five victim impact statements which it has received,
which includes statements from the two individuals who intend to address the Court at sentencing.

The Court is fully entitled to rely on such materials at sentencing in assessing the
consequences of the defendant’s conduct and the seriousness of his offense — without the need for
any hearing or extensive factual inquest. A “district court is not required, by either the Due Process
Clause or the federal Sentencing Guidelines, to hold a full-blown evidentiary hearing in resolving
sentencing disputes. All that is required is that the court afford the defendant some opportunity to
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rebut the Government’s allegations.” United States v. Phillips, 431 F.3d 86, 93 (2d Cir.

2005). Indeed, a sentencing court's discretion is “largely unlimited either as to the kind of
information [it] may consider, or the source from which it may come.” United States v. Carmona,
873 F.2d 569, 574 (2d Cir.1989); see also United States v. Martinez, 413 F.3d 239, 242 (2d Cir.
2005) (“Both the Supreme Court and this Court . . . have consistently held that the right of
confrontation does not apply to the sentencing context and does not prohibit the consideration of
hearsay testimony in sentencing proceedings.”); Williams v. Oklahoma, 358 U.S. 576, 584, 79 S.Ct.
421, 3 L.Ed.2d 516 (1959) (“[O]nce the guilt of the accused has been properly established, the
sentencing judge, in determining the kind and extent of punishment to be imposed, is not restricted to
evidence derived from the examination and cross-examination of witnesses in open court . . . .”).

Moreover, the evidence of the overdose deaths in question is not being offered in support of
any enhancements under the Sentencing Guidelines that would require a specific factual
determination by the Court. See, e.g., United States v. Wahl, 563 Fed. Appx. 45, 53 (2d Cir. 2014)
(district court did not abuse discretion in denying Fatico hearing where controversy concerning loss
amount would not impact total offense level under the Guidelines). The evidence is instead simply
being offered to illustrate the obvious: that drugs can cause serious harm, including death,
particularly when distributed in the massive quantities they were here. The Court could take judicial
notice of that fact; the Government does not need to affirmatively prove it. The Government simply
intends to highlight a selection of overdose deaths at sentencing in order to provide specific examples
of the harm caused by drug trafficking in the context of this case. But the Court does not need to rely
on any particular overdose death in order to find that the defendant's conduct entailed these plainly
foreseeable risks.

In short, the Government does not oppose a brief adjournment of sentencing to the extent that
the defense needs more time to prepare. However, to the extent the defense’s request is made in
anticipation of pursuing a Fatico hearing concerning overdose deaths linked to Silk Road, the
defense is not entitled to such a hearing. The Court may instead consider the evidence of the deaths
presented by the Government and draw whatever conclusions it deems warranted under 18 U.S.C. 8§
3553(a).

Respectfully,

PREET BHARARA
United States Attorney

By:

S IN TURNER

TIMOTHY T. HOWARD
Assistant United States Attorneys
Southern District of New York

cc: Joshua Dratel, Esqg. (by electronic mail)
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LAW OFFICES OF

JOSHUA L. DRATEL, P.C.
A PROFESSIONAL CORPORATION

29 BROADWAY

Suite 1412
NEW YORK, NEW YORK 10006

TELEPHONE (212) 732-0707
FACSIMILE (212) 571-3792
E-MAIL: JDratel@JoshuaDratel.com

JOSHUA L. DRATEL STEVEN WRIGHT

N Office Manager
LINDSAY A. LEWIS
WHITNEY G. SCHLIMBACH

May 15, 2015
BY ECF

The Honorable Katherine B. Forrest
United States District Judge
Southern District of New York
United States Courthouse

500 Pearl Street

New York, New York 10007

Re: United States v. Ross Ulbricht
14 Cr. 68 (KBF)

Dear Judge Forrest:

This letter is submitted on behalf of, and in connection with, the sentencing of defendant
Ross Ulbricht, and provides to the Court, as directed in its April 28, 2015, Order endorsement,
the smatters as to which the hearing is requested . . . [and] any evidence in support of his position
and a list of witnessesZ related to the hearing sought by Mr. Ulbricht pursukmitett States v.
Fatico, 579 F.2d 707 (2d Cir. 1978).

While this letter identifies witnesses who would testify at such a hearing, and provides
the supporting evidence, upon preparing these materials the defense believes that this letter and
supporting materials, including the Declaration of Lindsay A. Lewis, Esq., and the Exhibits
thereto, are sufficient, and that an evidentiary hearing is not necessary, thus Mr. Ulbricht will rely
on the papers and oral presentation by counsel at sentencing.

The reasons for that conclusion are (1) the witnesses would simply be repeating in their
testimony what they have included in their Declarations (that constitute Exhibits to Ms. Lewises
Declaration); (2) the logistics of producing the witnesses ... who are located across the globe ...
for a hearing next Friday that in some instances conflicts with their pre-existing schedules are
impracticable, unwieldy, and inordinately costly. Also, the governmentes position has been that
while written submissions are appropriate, an evidentiary hearing is not necessary. This
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JOSHUA L. DRATEL, P.C. United States District Judge
Southern District of New York
May 15, 2015
Page 2 of 13

approach obviates the need to resolve that issue.

As a result, this letter will address two issues made relevant by the governmentes reliance,
in the context of sentencing, on six deaths it attributes to each deceasedes alleged purchase of
drugs from vendors on the Silk Road web site:

1) in contrast to the governmentes portrayal of the Silk Road web site as a more
dangerous version of a traditional drug marketplace, in fact the Silk Road web site
was in many respects the most responsible such marketplace in history, and
consciously and deliberately included recognized harm reduction measures,
including access to physician counseling. In addition, transactions on the Silk
Road web site were significantly safer than traditional illegal drug purchases, and
included quality control and accountability features that made purchasers
substantially safer than they were when purchasing drugs in a conventional
manner; and

(2) to the extent the six deaths are relevant at all to Mr. Ulbrichtes sentencing ... there
being no allegation that he or any vendor ever intended the death of a purchaser,
or that any of the drugs sold were adulterated or of a purity that was dangerous ...
the information provided by the government, and reviewed by the defense expert,
Mark L. Taff, M.D., a Board-certified forensic pathologist, is utterly insufficient
to attribute any of the deaths to drugs purchased from vendors on the Silk Road
site. Due Process protects Mr. Ulbricht from being sentenced on the basis of
speculation, and the information provided by the government ... in tandem with the
information that is missing with respect to the six deaths ... does not rise above
that level.

Accordingly, for the reasons set forth below and in the supporting materials and exhibits,
it is respectfully submitted that the six deaths should not contribute in any manner to
consideration of Mr. Ulbrichtes sentence.

l. The Silk Road Web Site Instituted Unprecedented Harm Reduction
and Quality Control Measures That Made the Purchase of Drugs from
Vendors On the Site Far Safer Than Traditional *StreetZ Drug Transactions

The findings by the academics and researchers, who have studied the Silk Road web site
(and other on-line drug marketplaces) and subjected it to rigorous and accepted social science
research protocols, demonstrate that the Silk Road web site in many respects represented a far
safer environment for drug purchasing and even use, and constituted a more evolved, better-
informed drug-using (or even abusing) community than any previously observed in the sstreetZ
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or elsewhere.

The Silk Road web site provided features, including physician counseling, ratings of
vendors, and improved accountability and transparency, as well, conversely, an anonymous
forum in which drug users and abusers could be candid about their drug use and abuse, and seek
advice not only about drug use, but also about drug safety, use reduction, and even ceasing such
activity altogether.

For example, as set forth in the accompanying affidavit of Tim Bingham (attached as
Exhibit 11 to the Declaration of Lindsay A. Lewis, Esq.), who has worked for over 20 years in
the field of addiction and mental health, and between September 2012 and August 2013
conducted research both on and surrounding the Silk Road web site regarding the user
experiences of vendors and consumers on the site, which research has formed the basis for three
published research papers on that topic, the cyber community on the Silk Road website fostered a
eenested support system([]e which in turn fuelled information sourcing and exchange, user
connectivity, identification of trusted and reliable sourcing routes, and mutual user sueets.Z
Bingham Aff., at §6.c.

Indeed, in interviewing site participants ... who Mr. Bingham noted were not first-time
usersseeBingham Aff., at 16.f. (¢l did not encounter a single customer whose first drug
purchase was on the Silk Road websiteZ) but instead exhibited drug use trajectories ranging from
18 months to 25 years ... Mr. Bingham found that

comments centered around a perceived sense of «belongingZ in the
Silk Road community. This occurred irrespective of whether
members were purchasing or only accessing the forums. Thus,
risks and harms traditionally posed by illicit open and closed drug
markets were replaced by insular online communities interacting
within Silk Roades built in quality of information exchange, where
protected by screen pseudonyms and anonymity, members could
converse freely about their drug use. In this way Silk Road as
novel technological drug subculture, potentially minimized drug-
related stigma by reinforcing as sense of community[.]

Id., at 1 6.1.

Mr. Bingham also found that ealong these same lines, forum postings also included
member support for those requiring assistance in quitting their drug hibijtat § 6.m. Thus,
Mr. Bingham concluded, based on his study of multiple users, that Silk Road forums . . .
appeared to act as an information mechanism for the promotion of safer and more acceptable or
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responsible forms of recreational drug useZ and +Silk Roades member subcultures offered a
viable means of enmeshing safer drug use and encouraging harm reduction amongst a very hard
to reach and informed drug-using populatioidZ at  6.n.

The harm reduction ethos on Silk Road also extended to the vendor population, which
Mr. Bingham found «from a vending perspective . . . centered on informed consumerism and
responsible vending by availability of high quality products with low risk for contamination,
vendor-tested products, trip reporting and feedback on the vending infrastrudtues.q 6.p.

Dr. Fernando Caudevilla, a Spanish physician specializing in drugs and addiction, who
provided expert advice on drug use and abuse to Silk Road users on the site under the username
«Doctor X,Z and has submitted an affidavit, attached to the Declaration of Lindsay A. Lewis,

Esq., as Exhibit 12, was also a critical part of the harm reduction ethos of the site. As Dr.
Caudevilla affirms in his accompanying affidavit,

[b]etween April 2013 and late October 2013, [he] sent more than
450 messages to Silk Road users in response to requests for advice
and assistance. [He] also spent up to two to three hours a day on
the forum during that time frame providing expert advice as to
drugs and health. [His] advice ranged from information as to safe
dosage and administration of particular drugs as well as the risks
attendant to the use of certain drugs, information as to where to
find reliable and credible information about various substances on
the internet, proper methods of drug administration, adverse
effects, pharmacological interactions, advice as to whether
particular combinations of drugs (both legal and illegal) should be
avoided, advice as to how to stop use of particular drugs or drugs
generally, to general medical and psychiatric advice related to
drugs.

SeeCaudevilla Aff., at § 5.

Dr. Caudevilla further explains that his contact with and assistance to Silk Road users
was in part possible because ¢[t]he administrator pf the Silk Road site, Dread Pirate Roberts, was
aware of [his] presence on Silk Road and was supportive of [his] role in furthering the harm
reduction ethos of the sitéd., at 6. Indeed, Dr. Caudevilla notes that he

provided weekly reports to DPR which documented the topics [he]
had discussed in [his forum] thread [entitled *Ask a Drug Expert
Physician About Drugs & HealthZ] during the previous week.. . . .



Case 15-1815, Document 34, (3&/96?016 1682742, Pagel50 of 293

Case 1:14-cr-00068-KBF Document 240 Filed 05/15/15 Page 5 of 13

LAW OFFICES OF Hon. Katherine B. Forrest
JOSHUA L. DRATEL, P.C. United States District Judge
Southern District of New York
May 15, 2015
Page 5 of 13

Dread Pirate Roberts never censored my views or advice in any
way, even when | espoused views that Silk Road users should not
use or buy certain drugs sold on the site . . . ., discouraged drug
use, or helped customers to reduce or cease drug use entirely.

Id., at T 6.

In fact, when the demand for Dr. Caudevillass advice became a burden because of the
time it consumed in Dr. Caudevillass day, DPR even offered to pay Dr. Caudevilla $500 a week
to continue to provide advice to site usdik, at § 7. Around the same time, *Dread Pirate
Roberts also sought to partner with [Dr. Caudevilla] to send the drugs sold on the Silk Road out
to laboratories for independent testing as an effort to ensure that only safe, non-toxic substances
were being sold on Silk Roadd, at 8. That effort was halted only by the governmentes
seizure and discontinuation of the site in October 2013 following Mr. Ulbrichtes aldest.

As Dr. Caudevilla attests, as a result of his personal experiences working with customers
on the site, and monitoring the sitess drug safety forums,Z he has

firsthand knowledge that Silk Road provided site users with the
tools to take drugs in a safer and more informed manner, espoused
a harm reduction ethos which was reflected in the individual buyer-
seller transactions on the site and in the community created on the
sitess forums, and enabled some site participants to actually reduce,
if not entirely eliminate, their drug use. For example, some heroin
users were drawn to Silk Road because it provided them access to
methadone, a drug utilized in many countries, and administered by
physicians, to enable heroin users to end their addictions. For
many Silk Road users methadone was illegal or unavailable in their
home countries. Accordingly, they would likely not have had

access to the resources necessary to reduce their heroin use without
the Silk Road.

Id., at 9.

Tellingly, Dr. Caudevilla also reports that ¢[iJn his seven months monitoring and actively
participating in the Silk Road forums [he] never came across even a single report of a Silk Road-
related drug overdoseld, at 1 10. To the contrary, on several occasions, when users provided
negative feedback about the drugs sold by a particular vendor, that vendor or the drug in question
was removed from the siteZ ... a decision he believed swas made by the sitees administrators.
Id.
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In analyzing the various motivations, however, for use of the Silk Road site to purchase
drugs, the member forums, professional medical advice and assistance and community of Silk
Road were certainly factors, but so was the contrast between the user experience of buying drugs
on Silk Road versus far more dangerous and unpredictable estreet-levelZ transactions and drug
purchases, according to Mr. Binghames research and also research conducted by Dr. Monica
Barratt, who authored a research report along with co-authors Jason A. Ferris and Adam R.
Winstock, entitled «Use of Silk Road, the online drug marketplace, in the United Kingdom,
Australia and the United StatesAfi¢liction(2013)109, at 774-783), and which represents the
first large scale survey to characterize buyers on the Silk ReaeAffidavit of Dr. Monica
Barratt, attached as Exhibit 13 to the Declaration of Lindsay A. Lewis.

As Mr. Bingham explains in his affidavit

participant reasons for accessing and using Silk Road appeared
centered on the sitees anonymity, its member forums, the wide
variety of products advertised, its transaction system supported by
the dispute resolution modes and vendor feedback ratings [but]
[u]sers also expressed concern for poor drug quality in their

locality and fears for personal safety when buying drugs in the
street. Observational site data further revealed member comments
around the avoidance of adverse health and social consequences
associated with street drug sourcing when purchasing drugs on Silk
Road; . . . those participants with purchasing experience on the Silk
Road commented on the perceived levels of insular trust within the
Silk Road member communities, which assisted them in consumer
decision-making and openly contrasted with the unknowns
associated with street drug-dealing. For instance, according to one
Silk Road customer who had stopped purchasing drugs elsewhere,
*[t]his type of market significantly lowers the chances of a scam or
buying contaminated products. Like Amazon or eBay, | have a
market of sellers to choose from and product reviews to satisfy my
own requirements before | purchase. A street market in
comparison is based on a stake it or leave ite approach which gives
no rights to a buyer. This form of regulation ensures safety and
harm reduction for the buyer[.]Z

SeeBingham Aff., at § 6.h.-6.i.

Likewise, as memorialized by Dr. Barratt in her research paper based on the findings of
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the survey she conducted of Silk Road buyers in the United States, Australia and the United
Kingdom, and as set forth in her accompanying affidavit,

[s]urvey respondents who had purchased drugs from Silk Road
were asked to pinpoint their reasons for consuming drugs
purchased on Silk Road from a list of eight possible reasons.
Respondents across all three countries indicated that among their
top four reasons for consuming drugs purchased on Silk Road
were: (1) the drugs were of better quality than the drugs they
could normally access, and (2) they were more comfortable buying
from sellers with high ratings.

Dr. Barratt Aff., at 7.

The views of Meghan Ralston, whom, until today was the director of harm reduction for
the Drug Policy Alliance, described in its web site as ethe nation's leading organization
promoting drug policies that are grounded in science, compassion, health and human rights,Z also
align with the position that Silk Road was unique amongst drug markets because it screated a
safe environment, free of weapons and violence during the transaction, where people could
acquire drugs.BSeeAffidavit of Meghan Ralston, attached to the Declaration of Lindsay A.
Lewis, Esq., as Exhibit 14, at § 5.c. As Ms. Ralston explained,

[m]any reformers, myself included, have long been highlighting the
forward-thinking benefits of Silk Road and the ways it began to
slowly revolutionize drug sales around the world. For instance, it
provided a platform that could allow indigenous growers and
cultivators around the world to sell directly to the consumer,
potentially reducing cartel participation and violence[.] . . .
[A]ccordingly, using Silk Road could be seen as a more
responsible approach to drug sales, a peaceable alterative to the
often deadly violence so commonly associated with the drug war,
and street drug transactions, in particular. None of the transactions
on Silk Road, for instance, resulted in women drug buyers being
sexually assaulted or forced to trade sex for drugs, as is common in
street-level drug transactions. Nor did any Silk Road transactions
result in anyone having a gun pulled on them at the moment of
purchase, also a common danger present in street-level drug
transactions|.] . . .[M]oreover, even with all the hurdles and the
risks, people chose to use Silk Road rather than rely exclusively on
whatever illegal and potentially dangerous drug market existed in
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their 'real world' community. The sitess success reinforced that
people who are dependent or addicted can make rational choices,
even if we like to imagine them as being totally irrational. Given

the choice of quickly and easily accessing drugs in potentially
sketchy or dangerous neighborhoods, or buying them safely on-line
but having to wait, many users preferred privacy, security and a
wait to the alternative[.]

Id., at 5.c.-5.e.

Collectively, these accounts by researchers, academics and doctors deeply familiar with
the Silk Road site and the state of drug use and abuse worldwide, provide a more accurate,
multifaceted portrayal of Silk Road ... based on research and study ... that is quite different than
the one-dimensional characterization the government advances. Silk Road, like any social or
economic experiment, evolved, but it is undisputed that its operator(s) endeavored to incorporate
harm reduction measures as well as the resources for drug users and abusers to become better
informed, better protected, and, ultimatébrmerusers if they so wished.

Indeed, the distinction between Silk Road and traditional drug selling is as dramatic as it
is unique. Traditional drug sellers do not offer counseling, much less by a physician who is
empowered, without interference, to guide a user to abstinence. Traditional drug sellers do not
provide forums for their customers to rate vendors, share experiences, ensure quality control and
reliability. Traditional drug-selling operations do not afford customers an environment in which
they can anonymously and, as a result, candidly, absent stigma and fear, discuss their drug use
and abuse, its impact on their lives, and acquire the skills and perspective to reduce their use or
even quit altogether.

Confronted as a society with the reality of continuing drug use and abuse, and the
continuing U.S. consumer demand that perpetuates the illegal drug industry (and in many
respects the legal drug industry as well), Silk Road represented ... in large part, as demonstrated
above, by design and deliberate practice ... the safest incarnation of a drug marketplace to date,
made possible by its protected internet status on TOR and its use of Bitcoin for payment, and
which was the most likely to encourage users to examine their own conduct, and seek assistance
in reducing their use/abuse and stop abusing drugs before it irreparably damaged their lives.

Il. For Legal, Factual, and Forensic Reasons, the Six Deaths Cited By the Government
Cannot Be Attributed to Purchases Made from Vendors on the Silk Road Web Site

As detailed in the accompanying Declaration of Lindsay A. Lewis, Esq., at 11 3-37, Dr.
Taffes preliminary findings, which will be converted to a formal report, establish that the records
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provided by the government ... in conjunction with the records and information that are absent
from that production ... are insufficient to attribute any of the six deaths to drugs purchased from
vendors on the Silk Road site.

As explained by Dr. Taff is his preliminary impressions and findings, the evidence
presented by the government in discovery reveals gaping holes in each death investigation which
would prevent Dr. Taff, or any medical examiner or forensic pathologist, including those who
conducted the actual death investigations in these cases ... given Dr. Taffes assessment of a proper
death investigation, as set forth in § 10-11 of the Lewis Aff.... from forming opinions to a
reasonable degree of medical certainty as to the cause, manner, and time of death. Indeed, for
many of the deaths, the most basic of forensic documents including autopsy reports, toxicology
reports and death certificates, were notably absent.

What is, however, clear from the limited discovery as to the six alleged overdose deaths is
the following:

! each and every decedent had a history of chronic substance abuse as well as medical and
psychiatric problems prior to death which could have caused or contributed to their death.
For instance, Dr. Taff concluded that Jordan Mettee, a overweight 27-year old black man
alleged to have died as a result of drugs purchased on Silk Road, may have suffered an
acute brain hemorrhage consistent with a stroke, which could have been a competent
cause of death and was consistent with a pre-existing cond8mai.ewis Aff., at 1 22.

Jacob Lyon Green, another individual alleged to have overdosed on drugs purchased on
Silk Road, had recently suffered from bronchitis and been admitted to the hospital for
complications related to that condition just prior to death (and been discharged), and in
fact his cause of death was found by the medical examiner in that case to be saspiration
pneumonia.ZSeelewis Aff., at ] 15;

! many of the decedents sought out and ingested multiple legal and illegal drugs prior to
death. The synergism of multiple drugs, taken in varying amounts, via different routes of
administrationi(e., inhalation, ingestion, injection), at different times, in individuals with
varying levels of drug tolerance leaves too many variables and unknowns to conclude that
a particular drug caused death;

! when interpreting drug test results, physicians cannot selectively ignore one or more
drugs from the drugs contributing to death in order to single out the one the government
would like to be able to conclude caused death; and

! it is simply impossible for the government to prove that drugs obté&ioedSilk Road
scausedZ death, and in certain cases, the government cannot even establish to any degree
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of certainty thatiny of the drugs ingested came from Silk Road. Indeed, among the many
unsatisfied discovery demands made of the government after their initial discovery
productions was a request for «the underlying information used to create the Silk Road
user summaries contained in the discovery as to Jacob Scott Lyon-Green and Scott
Christopher Wilsdon, as well as any information as to who prepared the summaries, and
when they were prepared.Z These summaries were the only alleged evidence that drugs
taken by Lyon-Green or Wilsdon were obtained from Silk Road.

Accordingly, the information provided by the government is inadequate to establish that
the six deaths are attributable to drugs purchased from Silk Road vendors.

A. The Six Deaths Are Not Relevant to Mr. Ulbrichtes Sentencing At All

Another dispositive impediment to consideration of the six deaths in the context of Mr.
Ulbrichtes sentencing is that the information provided by the government does not sufficiently
establishas a matter of lawthat the six deaths detailed below resulted from the offense conduct
in this case. Absent the appropriate evidence of causation, the deaths are not relevant to
sentencing.

However, the extent or degree of causation required to conclude that death or injury was
the eresultZ of the offense conduct has not been clearly or consistently addressed in the Second
Circuit, as most cases which enhancements or upward departures are sought on the basis of
uncharged injury or death, present fairly straightforward links between cause and effect.

1. Proximate Causation Is Required

When causation is not immediate and direct, the general rule is that conduct must be a
proximate cause of injury in order to give rise to liabili§ee United States v. Guillettt7
F.2d 743, 749 (2d Cir.197@f defendantes conduct is not the simmediateZ cause of injury or
death, criminal liability is imposed only when eintervening events are foreseeable and naturally

! For example, itnited States v. Russp@015 WL 1057513, at *3 (D. Conn. Mar. 10,
2015), which addressed an upward departure pursuant to 85K2.1, the Court quickly dispensed
with the causation issue because the evidence demonstrated that the heroin the victim bought
from the defendant on the day the victim died was almost certainly the heroin injected hours
before the victim was found dead from acute heroin toxiclijpited States v. Russp2015 WL
1057513, at *3 (D. Conn. Mar. 10, 2015ee also United States v. R€169 F.3d 143 (2d Cir.
2004) (Court affirmed upward departure under 85K2.1 when defendant accidentally strangled
underage victim during sexual intercourse).
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result from . . . [the] criminal conductZ).

In the criminal context, proximate cause has been defined as requiring ssome direct
relation between the injury asserted and the injurious conduct alleged,Z which cannot be «too
remote,Z spurely contingent,Z or «indirec[t}#mi Grp., LLC v. City of New York, N,$59
U.S. 1,9, 130 S. Ct. 983, 989, 175 L. Ed. 2d 943 (2010) (defining proximate cause in the RICO
context),quoting Holmes v. Securities Investor Protection Corporati@®3 U.S. 258, 268-274
(1992).

Whether the conduct is too attenuated from the injury is determined by the foreseeability
of events that occur between the conduct and the injury. For instance, in the context of a health
care fraud prosecution, the Sixth Circuit described intervening acts which would not break the
chain of causality in a proximate cause analysis as acts or events that sinvolve[] reaction to the
conditions created by the defendantldited States v. Marting588 F.3d 301, 321 (6th Cir.
2009);see also United States v. Harri®1 F.2d 1095, 1102 (4th Cir. 1983) (although victim,
who was already ill, died from heat stroke, proximate cause was established because defendants,
whose convictions stemmed from charges of involuntary servitude, were aware of the victimes
illness and forced him to work anyway).

As the Court explained iMartinez «the perimeters of legal cause are more closely
drawn when the intervening cause was a matter of coincidence rather than response,Z and
consequently, «an unforeseeable coincidence will break the chain of legal causeZ and «a
responseZ will do so «if it is abnormal.Z 588 F.3d at 321.

2. But-ForZ Causality, As Established By the
Supreme Court InBurrage v. United States

The recent Supreme Court decisioBurrage v. United Stateanalyzed the section of
21 U.S.C. §841(b)(1)(C), which permits an enhanced sentence when death eresults fromZ the
offense conduct, and its holding significantly narrows the doctrine of caus&tisrage v.
United States134 S.Ct. 881 (2014). Although the government does not seek the specific
enhancement contained in the Controlled Substances Act section, the principles of causation set
forth in theBurrageopinion apply because the government seeks to introduce evidence of death
or serious injury alleged to be a result of the defendantes offense conduct, and drug-trafficking in
particular. Burrage 134 S.Ct. at 887-91.

Prior to the decision iBurrage facts used to establish what had been, priamited
States v. Bookeb43 U.S. 220 (2005), the sentencing enhancement in 8841(b)(1)(C) needed to
be proven only by a preponderance of the evidence, as is the case generally with respect to
demonstrating uncharged conduct at sentencssg e.g. United States v. Cheval#&f6 F.
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Supp. 853, 860 (D. Vt. 19919iting United States v. Madkou®30 F.2d 234, 237 (2d Cir.1991).
However, before the Supreme Court specified a causality standdwdrage courts rarely, if

ever, specified with any clarity or consistency the extent to which a victimes death or injury must
be caused by the defendantes offense conduct.

After addressing the common meaning of eresults from,Z the Supreme Court noted the
various legal contexts in which language similar to that contained in 8841(b)(1)(C), is read to
require <but-for causality.Zd., at 887-88. The Supreme Court defined *but-for causalityZ as
requiring evidence that the use of the drug distributed by the defendant wadep@ndently
sufficient cause of the victimes death or serious bodily injufgt.Zat 892 (emphasis added).

In Burrage the Court held that standard had not been met because although two expert
witnesses agreed that the heroin sold by the defendant was a scontributing factorZ in the victimes
overdose death, neither was able to opine that the victim would not have died absent the heroin
use. Id., at 885-86see e.g. United States v. Hp2914 WL 2998523, at *4 (S.D.N.Y. July 2,

2014) (adopting the causality standard set fortBurrage.

In affirming the <but-forZ standard, the Supreme Court rejected the governmentes
argument that the edistinctive problems associated with drug overdoses,Z primarily that
overdoses very often involve the use of more than one drug, support a broader definition of
causality. Burrage 134 S.Ct. at 889-90. Again pointing to the traditional interpretation of
language similar to that contained in 8841(b)(1)(C), the ColBumageconcluded that
Congress made a conscious decision to limit the possibility of an enhanced sentence to those
situations in which the drug distributed by the defendant was the but-forZ cause of the victimes
death or injury.ld., at 891.

While here the government did not include a charge under 8841(b)(1)(C), any evidence of
overdose deaths must still be satisfactorily connected to a defendantes conduct in order to serve
the goals of punishment, particularly deterrence. The concerns and issues Iigeagg and
which compelled the Supreme Court to conclude but-for causality was the appropriate standard,
are equally applicable here.

As detailedante, in the discussion of Dr. Taffes review of the information provided by
the government, here the government has not met the requisite standard of causation with respect
to any of the six deaths it attributes to drugs sold by vendors on the Silk Road site, and in turn to
Mr. Ulbricht. In fact, in not a single instance is there proof that drugs distributed via Silk Road
constituted +arindependentlgufficient cause of the victimes death or serious bodily injury.Z
Burrage 134 S.Ct. at 892.(emphasis added).
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2. There Was No Intent to Sell sBadZ Drugs on the Silk Road Web Site

Indeed, it is quite clear from the harm reduction analysis set forth above that the Silk
Road web site, espoused an ethos of drug safety and education that was more sophisticated and
evolved than anything else in existence at the time. Likewise, on the whole, the vendors of drugs
on the site were some of the most well- informed, careful, and accountable drug sellers in the
drug trade. In fact, as set fodhte, swhen users provided negative feedback about the drugs
sold by a particular vendor, that vendor or the drug in question was removed from the siteZ ... a
decision Dr. Caudevilla believed swas made by the sitees administra®esdr. Caudevilla
Aff., at 1 10. Thus, it is quite clear that there was never an intent by anyone associated with the
Silk Road site to sell sbadZ drugs. In fact, to the contrary, the site was known for selling drugs of
higher, safer quality than available in ordinary sstreetZ encounters.

3. It is Not Alleged that Any of the Drugs Sold On Silk Road
Were Adulteratedr Were Too Pure to Be Found Safe

Nor is there any evidence that any of the drugs sold on Silk Road were adulterated in any
manner or too pure to be considered safe. In fact, as Dr. Taff explained in his preliminary
findings, there were a multitude otherfactors, such as lethal combinations of drugs, pre-
existing medical and psychiatric conditions, and administration of and quantity of drugs that
likely caused or contributed to cause of death in the six cases presented by the government.

Conclusion
Accordingly, for all the reasons set forth above and in the supporting documents and
materials, it is respectfully submitted that the six deaths cited by the government should not be

considered in connection with Mr. Ulbrichtes sentencing.

Respectfully submitted,

Joshua L. Dratel
JLD/lal
CccC: Serrin Turner

Timothy T. Howard
Assistant United States Attorneys
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X

UNITED STATES OF AMERICA : 14 Cr. 68 (KBF)
- against - : DECLARATION OF
LINDSAY A. LEWIS, ESQ.
ROSS ULBRICHT, : IN SUPPORT OF DEFENDANT
ROSS ULBRICHT.S PRE-
Defendant. : SENTENCING SUBMISSION
X

Lindsay A. Lewis, Esq., pursuant to 28 U.S.C. 81746, hereby affirms under penalty of
perjury:
1. lam an attorney, and | represent defendant Ross Ulbricht in the above-captioned case.
I make this Declaration in support of Mr. Ulbrichtes pre-sentencing evidentiary submission in
relation to theFatico hearing presently scheduled for next Friday, May 22, 2015, at 9 a.m.
l. Evidence in Support of Mr. Ulbrichtes Position
2. Attached as Exhibits to this Declaration, and responsive to the Courtes request for
evidence in support of his position, are the following:
€)) article written by Hout, M.C.V., & Bingham, T., entitled *Silk Road,* The
Virtual Drug Marketplace: A Single Case Study of User Experiences,Z
attached as Exhibit 1;
(b) article written by Hout, M.C.V., & Bingham, T., entitled *eSurfing the Silk

Road: A Study of Users Experiences,Z attached as Exhibit 2;

! As noted in the accompanying letter from Joshua L. Dratel, Esqg., the defense is no
longer requesting an evidentiary hearing but instead will rely on the written submissions
provided herewith.
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(c) article written by Hout, M.C.V., & Bingham, T., entitled *Responsible
Vendors, Intelligent Consumers: Silk Road, the Online Revolution in Drug
Trading,Z attached as Exhibit 3;

(d) thread in the Silk Road drug safety forum started by Dr. Fernando
Caudevilla, entitled «Ask a Drug Expert Physician About Drugs &
Health,Z attached as Exhibit 4;

(e) Private Messages from Dr. Caudevilla to Silk Road Users, attached as
Exhibit 5;

0] weekly report from Dr. Caudevilla to DPR documenting topics discussed
in his thread during the week of September 13, 2013 through September
19, 2013, attached as Exhibit 6;

(9) Private Messages Between Dr. X and Dread Pirate Roberts, attached as
Exhibit 7;

(h) research report by Dr. Monica J. Barrett, Jason A.Ferris and Adam R.
Winstock, entitled sUse of Silk Road, the online drug marketplace, in the
United Kingdom, Australia and the United States,Z attached as Exhibit 8;

0] article written by Meghan Ralston, entitled «The End of the Silk Road:
Will Shutting Down the se-Bay for Drugse Cause More Harm Than
Good?Z attached as Exhibit 9;

()] article written by Meghan Ralston, entitled «Silk Road Was a Better, Safer
Way to Buy and Sell Drugs.Z attached as Exhibit 10;

(K) declaration of Tim Bingham, attached as Exhibit 11;
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)] declaration of Dr. Fernando Caudevilla, attached as Exhibit 12;
(m)  declaration of Dr. Monica J. Barratt, attached as Exhibit 13;
(n) declaration of Meghan Ralston, attached as Exhibit 14;
(o) curriculum vitae of Dr. Mark L. Taff, attached as Exhibit 15; and,
(p) documentary evidence reviewed by Dr. Taff, attached as Exhibit 16.
Il. Dr. Mark Taffes Preliminary Assessment of the Alleged Overdose Deaths
3. Also responsive to the Courtes request for evidence in support of Mr. Ulbrichtes
position, is the following account of the preliminary impressions and findings of Dr. Mark
L.Taff, whom the defense has retained in his capacity as a Board-certified forensic pathologist
and consultanseeTaff Curriculum Vitae (Exhibit 15), to review and analyze a selection of
documentary evidencedeExhibit 16) provided to Mr. Ulbricht by the government (following
conclusion of trial) in regard to six alleged overdose deaths it claims were the result of drugs
purchased on the Silk Road web site.
4. Due to necessarily expedited nature of Dr. Taffes review of the materials in light of the
May 15, 2015, deadline for the submission of evidence in support of Mr. Ulbrichtes position, and
his other professional commitments, Dr. Taff has provided preliminary findings that are set forth
herein. His formal report will be produced to the Court and the government before next Friday,

May 22, 2015.

2 The liones share of these exhibits will be posted to ECF, with the exception of Exhibit
16 (the documentary evidence provided to Dr. Taff as to the various overdose deaths) which, in
order to maintain the privacy of the decedents, will only be provided to the Court. In the public
filing, Exhibit 16 will be replaced by a list of the documentary evidence provided to him. In
addition, a disk containing all of the exhibits to this Declaration will be provided to the Court on
Monday, May 18, 2015, in lieu of submission of exhibits by e-mail.

3
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5. Further findings from Dr. Taff are necessary as well because his preliminary report
does not include his observations and conclusions regarding the 59-page coroneres report in
regard to the death of Alejandro Nunex Avila, received from the government last night at 7:10
p.m. in an e-mail in which Assistant United States Attorney Serrin Turner wrote the government
received the report erecently.Z

A. Dr. Taffes Credentialsand Publications

6. Dr. Taff is currently a Forensic Pathologist Consultant, and previously served as Chief
Medical Examiner in Rockland County, New York, from 2008 until 2012. He provides forensic
pathology consultancy services to various private and public entities in and outside of New York
state, including District Attorneyse Offices in New York and New Jersey, and Legal Aid and
Public Defenderse offices throughout the Northeast.

7. Dr. Taff obtained his medical degree from the University Bologna School of Medicine
in 1978, and completed his residency in Pathology in 1984. He is board certified in Forensic and
Anatomic Pathology and has medical licensure in New York, Michigan and New Jersey. In
addition to his consulting work, he has been a Clinical Associate Professor of Pathology at the
Mt. Sinai School of Medicine since 1990. He has also held various teaching and lecturing
positions at universities and hospitals in New York and Michigan for more than thirty years.

8. Throughout his career Dr. Taff has been an active member of numerous medical
societies and professional organizations, including the New York Academy of Sciences, the
Committee on Public Health of the Medical Society of the County of New York, the American
Association of Suicidology, and the American Academy of Forensic Sciences. He was awarded

the AMA Physicianes Recognition Award early in his career, and founded the New York Society
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of Forensic Sciences at Lehman College in 1985. He served as Co-Chairman of the National
Association of Medical Examineres Inspection & Accreditation Committee and as Vice-President
of the Society of Medical Jurisprudence in 1997.

9. Dr. Taffes work has been published in a broad range of medical journals, publications,
newspapers, symposium papers, and educational materials, and a comprehensive list of his
published and unpublished work is included incdusriculum vitag attached hereto as Exhibit
15.

B. Dr. Taffes Preliminary Analysis of the Alleged Overdose Deaths

10. According to Dr. Taff, a medical examiner death investigation is a six-stage process
consisting of (a) history; (b) scene findings; (c) autopsy (external and internal/invasive/
surgical exams); (d) lab tests (including DNA, toxicology, histology, dental, anthropological, x-
rays, and others); (e) bureaucratic proce@sescreation and preservation of the autopsy
report, related test results and communications); and (f) signing of the death certificate with
opinions regarding the cause, manner and time of death.

11. The process is conducted in an orderly, sequential manner and all of the steps are
dependent upon one another. The medical examiner/ forensic pathologist oversees the entire
investigation and is responsible for the integration and interpretation of all the scientific evidence
collected, retained, tested, and analyzed.

12. With regard to the six deaths from different parts of the world Dr. Taff was asked to
review and analyze, he concluded that each case ... based on the documentary evidence provided
by the government, which we in turn provided to Dr. Taff ... lacks information about one or more

of the six stages of a death investigation. Therefore, Dr. Taff could provide the defense with only
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impressions about the gaps in each case. He was also consequently precluded from forming
opinions to a reasonable degree of medical certainty as to the cause, manner, and time of death.
Having provided that general overview of the deaths as a whole, Dr. Taff then outlined each
death with respect to the history, scene, autopsy, lab (toxicology results) and death certification
(cause, manner, and time of death).

1. Jacob Lyon Green

13. As per Dr. Taffes assessment, Mr. Green was a 22-year old male based in Adelaide,
Australia, who suffered from a history of mirtazapine treatment for anxiety and depression,
polydrug abuse, and overdoses in 2010 and 2011. Without access to Mr. Greenes medical and
psychiatric records (which were not provided by the government, despite a request for them in
discovery), it remains unknown to Dr. Taff whether Mr. Green was suicidal.

14. The autopsy performed by Dr. John G___ on February 15, 2015, the day after Mr.
Green was found dead, also revealed old and recent intravenous injection sites in superficial
veins of elbow creases and several portal/abdominal lymph nodes were enlarged, a condition
commonly found amongst intravenous (sI.V.Z) drug addicts.

15. Most notably, however, the day before Mr. Greenes death he was treated for ringing
ears, difficulty swallowing, nausea and fever after a night of drinking alcohol and taking
amphetamines and heroin. His white blood cell count was elevated, and he received IV fluids,
anti-heartburn medication, paracetamol for pain relief and as a fever reducer, and ibuprofin for

muscle aches and fever. Despite having recently completed a course of antibiotics for

® Dr. Taff used this format in identifying the particular physicians, and this Declaration
conforms with that methodology.
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bronchitis, he was discharged from the hospital less than three hours after he was admitted. Dr.
Taff notes that Mr. Greenes diagnosis with bronchitis is extremely important with respect to the
stated cause of death: easpiration pneumonia.Z

16. Indeed, according to Dr. Taff, it is unknown whether Dr. John G___, who performed
the autopsy, and may or may not be board-certified in forensic pathology, knew that Mr. Green
had recently been treated for bronchitis, which could have developed into pneumonia. It is also
unknown whether Dr. G__ had subpoenaed Mr. Greenes medical records or reviewed his most
recent chest x-rays. It does not, however, appear that Mr. Green had a chest x-ray before death.

17. Dr. Taff also identified several other gaps in the death investigation performed by Dr.
G___. The post-mortem drug screen showed low levels of +4 different illicit drugsZ
(methylamphetamine, heroin, cocaine, and 4-methylmethcathinone) and therapeutic levels of
mirtazapine and metoclopramide. Yet a cause of death due to multiple drug (narcaotic,
depressants, and stimulants) intoxication complicated by aspiration pneumonia was not
entertained. Dr. Taff considered this to be a very important finding that was completely omitted
from the diagnosis.

18. More importantly even, the manner of death was omitted. It is unclear whether Mr.
Greenes death was natural, accident, suicide, undetermined, or homicide. In this regard, time of
death is important because there was not any information regarding when aspiration occurred
with respect to a possible drug overdose (by which it would be possible for the synergistic effect
of multiple illicit drugs in low doses to work together to kill to Mr. Green). However, it is
common to find some agonal or terminal aspiration in people who are intoxicated at the time of

death and miscroscopic exam of the lungs shows swidespread patchy pneumonic consolidation
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associated with some vegetable material.Z Such an extensive tissue reaction suggests pneumonia
existedbeforeagonal aspiration of food while intoxicated.

19. Dr. Taff further concludes that Mr. Greenes death might represent some medical
malpracticej.e., failure to diagnose and treat pneumonia/premature hospital discharge. The
chronology of events also indicates that Mr. Greenes death occurred within a 27%-hour time
frame, during which time Mr. Green eself-medicated,Z and aggravated his pre-existing
pneumonia which caused and/or contributed to his death.

2. Jordan Mettee

20. As per Dr. Taffes assessment, Jordan Mettee was a 27-year old black male, weighing
260 to 265 pounds, who was found dead August 31, 2013, at approximately 11:06 p.m., at his
home, which contained drugs and drug paraphernalia. The file related to his death lacks
certificates with the dates and times of onset of injuries and death, and/or a signed death
certificate.

21. Dr. Taff notes that Mr. Mettee had an alleged history of multiple drug-related arrests
between 1992 and 2001, as well as marijuana, opiate, anti-histamine, alcohol hydrocodone, and
anti-pain usage for chronic pain related to a spleen ailment. Accordingly, Dr. Taff concluded that
Dr. Timothy W___, the Medical Examiner of Kings County should have subpoenaed Mr.
Metteees past medical and psychiatric records to better understand Mr. Metteees ante-mortem
issues.

22. Importantly, the autopsy performed on Mr. Mettee showed the presence of acute
brain hemorrhage (bleeding) consistent with a stroke, which could have been a competent cause

of death. Despite the fact that Mr. Mettee was an obese black male who may have suffered from
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untreated hypertension, a condition that frequently causes strokes, for unknown reasons a stroke
was omitted as a cause or contributing factor to his death. According to Dr. Taff, the time of
onset of the brain bleed cannot be correlated with times of drug usage. The drugs were probably
used prior to brain hemorrhage, which was most likely the terminal event.

23. Dr. Taff also notes other unresolved or open issues as to Mr. Metteees death. First,
while a post-mortem drug screen revealed alpazolam and diazepam (both anti-anxiety drugs) it is
not indicated whether these drugs were found at the death scene. Next, the autopsy revealed that
Mr. Metteess liver was heavy and enlarged, probably due to fatty changes from overeating and
alcohol use. Indeed, a microscopic exam of the liver shows shepatocyte necrosis,Z which leaves
open the question of whether Mr. Mettee suffered from drug-induced liver failure.

24. Moreover, the autopsy report was issued November 12, 2013, two months after the
autopsy was performed. The medical examiner ruled the manner of death as an eaccident.Z The
Washington State Police Crime Lab, however, labeled the death a scontrolled substance
homicide.Z Dr. Taff questions why the medical examiner did not also refer to shomicideZ in the
autopsy report.

25. Dr Taffes preliminary impressions are that the autopsy report correctly attributed
death to multiple/combined drug intoxication. Heroin/opiate, however, was not singled out
primary cause of death, and of course, for reasons unknown, the brain hemorrhage was ignored
by the authorities conducting the investigation of Mr. Metteees death.

3. Preston Bridge
26. As per Dr. Taffes assessment, Preston Bridge was a 16-year old male with a history

of being a drug user (alcohol and marijuana). On Saturday, February 16, 2013, Mr. Bridge fell or
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jumped from a balcony at the Sunmoon Resort, in Perth, Australia, after taking a psychedelic

drug reportedly purchased or obtained from vendors on the Silk Road web site. It is assumed that
Mr. Bridge sustained multiple blunt force impact bodily injuries associated with bone fractures

and internal orgari.g,, brain) and blood vessel lacerations.

27. According to Dr. Taff, the autopsy report and death certificate, which contain crucial
information, are unavailable for review as they were never provided by the government, and may
not exist. Dr. Taff notes that a post-mortem drug screen was performed by the Perth Coroner.
However, the drug levels therein are useless because they cannot be placed in the context of other
(absent) autopsy findings.

28. Additionally, while testing of chest blood revealed low level of morphine (a narcotic
drug) and midazolam (a benzodiazapene sedative) that raises several issues. For instance, the
date of blood collection for drug testing is unknown, and regardless, chest blood is usually
contaminated and is not a reliable specimen for testing. Moreover, while it was indicated that
there were low levels of drugs in the blood, the levels may be lower than at the time of Mr.
Bridgees fall due to his two-day survival and the continued metabolism and breakdown of the
drugs by his body. The introduction of fluids and blood transfusions to prevent a fall in his blood
pressure may also have altered these levels.

29. Femoral blood tested was negative for alcohol, but low for morphine, as well as for
an active component of marijuana and benzodiazapines. It is unknown whether Mr. Bridge
received benzodiazapines in the hospital, or whether the marijuana was laced with any

hallucinogens.

10
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4. Scott Wilsdon

30. As per Dr. Taffes assessment, Scott Wilsdon was a 36-year old male, found dead (and
decomposed) May 19, 2013, on the floor next to a computer in his residence in Adelaide, South
Australia. Drug paraphernalia and heroin were found at the scene. Mr. Wilsdon had a history of
deafness with cochlear implants, deep vein thrombosis (blood clots in deep veins of his legs) and
heroin abuse. An autopsy was performed by Dr. Stephen W____ on Mr. Wilsdon four days after
his death. Dr. W_____listed the cause of death as *multiple drug toxicity.Z

31. Dr. Taff questioned several aspects of the death investigation. For instance, he
guestioned whether Dr. W____ was a board-certified forensic pathologist, and why he had waited
four days to conduct the autopsy. He also questioned the manner of death, which is unknown.
Noting that the toxicology screen performed on Mr. Wilsdon indicated eight different drugs (the
morphine level was potentially lethal/toxic; codeine at stherapeutic concentration;Z and
doxylamine, tramadol, 7-aminoclonazepam, alrpazxolam, oxazepam, and warfarin at snon
toxic/therapeutic concentrationZ), Dr. Taff concluded that the manner of death was most likely
eaccident,Z but noted that smultiple drugs at low levels might be some covert form of suicide.Z
However, Dr. Taff also commented that it is bad science to extrapolate from one person to
groups of people, and to make generalizations, and that each case must be evaluated on its own
merits.

32. Finally, Dr. Taff noted evidence in Mr. Wilsdon of pre-existing coronary artery
disease, a pathological finding, in and of itself, sometimes associated with fatal cardiac

arrhythmia (irregular heart beat) and sudden cardiac death.

11
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5. Bryan Barry

33. As per Dr. Taffes assessment, Bryan Barry was a 20-year old white male, found dead
October 7, 2013, in his residence in Boston, Massachusetts. According to the death certificate
the cause of death was eacute opiate intoxicationZ due to substance abuse.

34. Dr. Taff identified a number of issues with the death investigation conducted in Mr.
Barryes case. First, the date and time of injury, and the time of death, are all unknown. The
death certificate was signed by Dr. Marie ___ four months after Mr. Barryes death, and it omits
information about performance of an autopsy; nor was there an autopsy report provided in Mr.
Barryes file. It is also unknown whether Dr. Marie _____is a board-certified forensic pathologist.

35. While a toxicology report was prepared and indicates the presence of morphine and
alcohol, as well as a blood alcohol level (\BACZ) of .06% ... which is the equivalent to three 12-
ounce beers for the average person with a body weight of 170 pounds ... neither alcohol nor
morphine were listed on the death certificate. Also, with regard to the heroin, the time and route
of usage are unknown, as is the source of the heroin itself. It is also unknown whether there was
another source of heroin present at the scene.

36. Finally, according to the Boston Police report, the svictim [was] known to [the]
Commonwealth.Z Dr. Taff questioned whether this language indicated, for instance, that Mr.
Barry had a prior drug-related arrest record.

6. Alejandro Nunez Avila

37. As per Dr. Taffes assessment, Alejandro Nunez Avila was a 16-year old Hispanic

male found dead on the garage floor of his friendes house in Camino, California, on or around

September 9, 2013. Dr. Taff found that Mr. Avila had a history of wanting to buy marijauna, get

12
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high, and party. Based on the limited information available to Dr. Taff at the time of his
assessment.€., without the coroneres report provided last night), he found the file useless for
forensic medical evaluation. It did not contain an autopsy report, a toxicology report, or a death
certificate. In fact, there was no medical information whatsoever available to assess cause of
death precisely or accurately.

| declare under penalty of perjury that the foregoing is true and correct to the best of my
knowledge and belief. 28 U.S.C. 81746. Executed May 15, 2015.

/S/ Lindsay A. Lewis
LINDSAY A. LEWIS

* Dr. Taff will be provided with the coronerss report for review and inclusion in his
formal report.

13
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
UNITED STATES OF AMERICA : 14 Cr. 68 (KBF)
- against -
DECLARATION
ROSS ULBRICHT, : OF TIM BINGHAM
Defendant.
----- X

TIM BINGHAM, pursuant to 28 U.S.C. 81746, hbyeaffirms under penalty of perjury:

1. I have worked for over twenty years in the field of addiction and mental health, and
currently work in a variety of settings, whigitlude delivering wdeshops and training courses
to community projects on a diverse ramféopics such as Motivational Interviewing, Brief
Interventions, Harm Reduction, and others. | anegerienced Privileged Access Interviewer,
and use these skills toaeh and interview drug users e in my own independent research
and training.

2. My published work has appeared in numenousnals and conferences, including the
International Journal of Drug Policy atite International Journal of Mental Health and
Addiction. In addition, | recently co-authoragolicy brief for the Global Drug Policy
Observatory, addressed to the evolution @peration of hidden online markets and providing
comparisons to traditional drug use frameworks. | also lecture at University College Cork
(UCC) and other universities in Ireland, on a visiting basis.

3. | obtained a Bachelor of Arts, with Honouns Applied Addiction Studies, from Athlone
Institute of Technology in 2010, as well as Diplomas from UCC in the areas of Psychology of

Criminal Behaviour and Youth and Caomnity Wok. | am also Irelandess StiRegional
1
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Coordinator for the European Harm Reduction Network, through my work as Coordinator of the
Irish Needle Exchange Forum, and | served as an Expert Contributor for the Internet Drugs
Market Trend Spotter Seminar held by thedp@an Monitoring Centre for Drugs and Drug
Addiction.

4. Between September 2012 and August 2013 | conducted research both on and surrounding
the Silk Road website regarding the user experiences of vendors and consumers on Silk Road. In
order to prepare to conduct my research | spernonths simply navidang the Silk Road site
and actively participating in the Silk Road forums. Once we were ready to formally begin data
collection, | requested and received permission from the website administrator, Dread Pirate
Roberts, to underka research as to membeesperiences and to upload information and
recruitment threads to the sitess foruni$he study was undertaken as part of a longitudinal Silk
Road site monitoring exercise which involvedethiphases: a holistic single case study with a
Silk Road member; an integrated study of systematic site monitoring of forum activity and
online interviewing of a cohort of Silk Roatistomers; and an interview study of vendor
experiences of retailing on the site.

5. My research formed the basis for the daling three papers, which | co-authored with
Dr. Marie Claire Van Hout, and which wepablished in the International Journal of Drug

Policy between mid-Janoaand late October 2013:

® Hout, M.C.V., & Bingham, T., «SK Road,*The Virtual Drug Marketplace: A Single Case
Study of User Experiences/Jaternational Journal of Drug Policy (January 14, 2013),
http://dx.doi.org/10.1016/j.drugpo.2013.01.005, attached as Exhibit 1 to the Declaration of

Lindsay A. Lewis, Esq.;
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® Hout, M.C.V., & Bingham, T.seSurfing the Sik Road:* A Study of Users Experiences,Z
International Journal of Drug Policy 24 (August 30, 2013) 524 -529,
http://dx.doi.org/10.1016/j.drugpo.2013.08.011, attached as Exhibit 2 to the Declaration of

Lindsay A. Lewis, Esq.;

® Hout, M.C.V., & Bingham, T.,sResponsible Vendors, Intelligent Consumersk &ibad,
the Online Revolution in Drug Tradirg International Journal of Drug Policy (October 27,
2013), http://dx.doi.org/10.1016/j.drugpo.2013.10.00@&ched as Exhibit 3 to the
Declaration of Lindsay A. Lewis, Esb.;
6. As established by my research, and set fortherathove-cited papers, | have reached the
following conclusions about the Silk Road website:

a. the Silk Road website operated memilarly to «Ebayzhan street drug markets by
way of vendor and buyer ratings of drug products, and feedback on quality of
transactions, speed of dispatch andfile of drug products;

b. in contrast to street drug markets, thik oad site operated a professional dispute
resolution mechanism to resolve disputes betvibesers and sellers as well as

forums dedicated to drug safety and harm reduction practices;

! also authored other pieces, including *The Rise and Challenge bN2aiDrug Makets,Z with Julia Buxton,
which deal with Dark Net Drug Markets more broadly, intcast to these papers which focused exclusively on Silk
road and my research as to the user experienf vendors and consumers on the $ée.e.g. Buxton, Julia &
Bingham, T., *The Rise and Challenge of Balet Drug Makets,ZPolicy Brief 7, Global Drug Policy
Observatory, Swansea University (January 2015), http://www.swansea.ac.uk/media/The%20Rise%20and%20
Challenge%200f%20Dark%20Net%20Drug%20Markets.pdf.

3
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c. vendor authenticity and commitment to providuglity goods was controlled by the
purchasing of new vendor accounts through auctions to the highest bidder;

d. while perhaps the largest of its kind, Sitlbad was not the first site which offered
Internet drug sourcing. For instance, in conducting our single case study, the findings
of which were published in January 2013, our participam®5-year-old male in
professional employment who had commengsidg drugs at age 15 and whose drug
use included use of cannabis, ecstasgaine, and hallucinogensecalled increased
awareness of the possibilities of Internet drug sourcing in 2010 via his use of social
media with various sites appearing to offer a legitimate, safe, opportunistic channel
for sourcing a variety of drugs. He described Silk Road as the only trusted place to
get both information on the available dirgpducts and in contrast to street
purchasing, the opportunity teceive quality products.Overall quality of consumer
experience and assistance in product amdleedecision-making was supported by
visible online vendor reviews, vendor accountapilituyer-vendor negotiations and
resolution modes;

e. the single case study also led to certain nia®ns about the cyber communities that
ultimately formed on the Silk Road sit&s per my research, cyber communities
appeared to provide a seriesnésted support systedmwhich in turn fuelled
information sourcing and exchange, user connectivity, identification of trusted and

reliable sourcing routes, and mutual user suppdktzordingly, the single case study

2 While this user and others | haseme across in my research also fotmat Silk Road provided them the
opportunity to try drugs they would otherwise not havevkmto try or had access to, this adverse factor is
overridden by the fact that Silk Road simultaneously pexvisiich users the chancestmrce drugs from vendors
located in countries renowned for producing quality forms of the drugs they sought to purchase as well as the othe
facets of the sitess harm reduction ethos. Moreoven &ith an expanded drug horizon available for purchase,
participants on the whole remainiegal to street drugs based orithcustomer purchase portfolios.

4
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g.

we found held some promise in illustratingk3loades capacity to encourage harm
reduction within a very hard to reach drug using population, considering the lack of
scientific knowledge around pharmacologjipeoperties and toxicity of available
substances on the net;

following the single case study, we embarked on a case study of multiple Silk Road
members which revealed additional informatioticasiakeup of Silk Road drug users
and their experiences on the site. Obdeymal data revealed that Silk Road users
were predominantly male and in professional employment or tertiary education. In
addition, participant drug tiectories ranged from 18 months to 25 years, with
popular drugs including cannabis, megtane, codeine, cocaine, nitrous oxide,
MDMA, 2C-B, ketamine, heroin, LSD, amphetamine, NBOME, methylone,
benzodiazepines, methamphetamimerphine, PCP, 2C-I, and psilocybin. In my
many months of interacting with users on the Silk Road site, | did not encounter a
single customer whose first drug purchase wa the Silk Road website. Patterns of
drug use were described as typicadigreational and confined to weekend
consumption. Several participantgie study described themselves as
pyschonauts,Z defined as a persons intaligently experiment with mingltering
chemicals, sometimes to the extent of taking exact measurements and keeping records
of experiences. Few panipants reported daily drug use;

while the majority of participants reportedremencing internet drug sourcing and
purchasing on Silk Road and happening upday ithance, with little prior experience
of cyber drug retailing prior to 2011, seVedaug sites were described as popular

resources for Silk Road membeirs,, Erowid, Bluelight, Shroomery, Pill Reports,
5
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Pharmacy Reviewer, Gwern and OVDBer. These sites along with the Silk Road
forums were observed as useful in providing informative etrip reports,Z and assisting
individuals with questions about optimum dgsalab testing and harm reduction
practicalities;

h. participant reasons for acsng and using $ilRoad appeared centered on the sitess
anonymity, its member forums, the wide véyief products advertised, its transaction
system supported by dispute resolution modesvandor feedback ratings. Users
also expressed concern for poor drug quatittheir locality and fears for personal
safety when buying drugs in the stre@bservational site data further revealed
member comments around the avoidance of adverse health and social consequences
associated with street drug sourcing when purchasing drugs on Silk Road;

i. those participants with purchasing experience on the Silk Road commented on the
perceived levels of insular trust within the Silk Road member communities, which
assisted them in consumer decision-malind openly contrasted with the unknowns
associated with street drug-dealing. For instance, according to one Silk Road
customer who had stopped purchasing drugs elsewtjighes type of market
significantly lowers the chances of a scaniboying contaminated products. Like
Amazon or eBay, | have a market of sgdlto choose from and product reviews to
satisfy my own requirements before | purchadestreet market in comparison is
based on a k& it or leave it approach which gives no rights to a buyer. This form

of regulation ensures safety amarm reduction for the buyér;
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j.  moreover, while some participants interviewedicated that they would never go
back to sourcing drugs from the street after turning to Silk Road, | also did not
encounter any Silk Road user who would hstepped purchasing drugs entirely if
unable to do so on Silk Road. Some Silk Road users, in fact, indicated that while Silk
Road had for the most part replaced theial®treet dealer, a few used street and
closed market (friend and peer networks) sourcing when waiting for Silk Road
products to arrive;

k. in addition, observational data as to the users on the site revealed an active forum
community. The usefulness of the Silkd®dforums was emphasized in providing
information, product and vendor reviews, transacteedback, forums for harm
reduction, tutorials, guides, and book/filnviewvs. One participant described the site
as a sgreat community with lots of information.Z Comments were nimme a
member education and know how, with forumtiggvants appearing well read and
well informed about drug use, with membsharing advice, stories, experiences and
general chit chat;

l.  many comments centerecband a perceived sense«tielonging in the Silk Road
community. This occurred irrespective ofether members were purchasing or only
accessing the forums. Thus, risks and harms traditionally posed by illicit open and
closed drug markets were replaced by iasohline communities interacting within
Silk Roades built in quality of information exchangehere protected by screen
pseudonyms and anonymity, members could coniezely about their drug use. In
this way Silk Road as novel technological drug subculture, potentially minimized

drug-related stigma by reinforcing as sense of community;
7
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m. along these same lines, site forpostings also included member support for those
requiring assistance in quitting their drug haldis one user described it, ¢[t]he
community is awesome here. There is a Drug Safety forum. The whole philosophy
behind the place is that if you want to put heroin in your body, go ahead. But hey, if
you want to get off that nastirug, weere here to help you too. Ites nkelreal life
where street dealers might coerce you keeping your addiction;Z

n. based on my study of multiple users | therefore concluded that Silk Road forums,
both for purchasers and for those who had nbpyechased, appeared to act as an
information mechanism for the promotion ofesaand more acceptable or responsible
forms of recreational drug use. Likewi§lk Roadess member subltures offered a
viable means of enmeshing safer drug use and encouraging hard reduction amongst a
very hard to reach andformed drug-using population;

0. my research revealed a similar ethos among drug vendors. As with Silk Road buyers,
participants in a study of Silk Roadnaors described themselves as possessing a
personal interest in the intelligent and responsible use of drigseported intense
use of the internet to research drug information and use of sites like Erowid,

Bluelight, and Topix the same sites Silk Road buyers had frequented. As with
purchasers on Silk Road, vendors coented on the supportive safety net provided

by member communication via TOR messaging and in Silk Road forums;

3 Of the ten vendors that participated in our study, nine were male. They ranged in age from 25 to over 50. Four
participants reported being in futite employment, one reported part time employment, one was in tertiary
education, and four participants were unemployed. @vdyout of ten participants tanot sold drugs prior to
becoming vendors on Silk Road.

8
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p. from a vending perspective, BiRoadess harm reductionth®s appeared centered on
informed consumerism and responsible vending by availability of high quality
products with low risk for contamination, vendessted products, trip reporting, and
feedback on the vending infrastructure. Quality of drug products sold was ensured by
use of proper reagents, lab work and analytics, personal research and testing, freebie
testing by long term customers, feedb&ckn other vendors, and sourcing from
reliable suppliers;

g. several vendors also cited the lack afgomal safety involved in street sales as a
reason for vending online. As ostated, ¢[t]he street miaet is more riky for
everyone. It doesnst have feedbac rating available for every buyer to read. You
are more likely to be involved with people who might not be concerned in your
welfare,Z

r. however, for the vast majority of vendors kSRoades libertarianteos and
embedded online culture appealed to theeims of its revolutionary ethos and
mechanism for the responsible vending of personally tested high-quality products,
informed consumerism, and controlled safe retail infrastructure;

s. ultimately, drug markets are incredibly resilient and adaptable to changes in the
environment, market driven, law enforcememtd otherwise. Challenges do exist in
disembedding drug markets, and arearglion the complexities of relationships
between vendors, markets, and communities, both online and in reality. Operating on
Silk Road appeared to present vendord consumers with a novel way to
circumvent drug market violence and createagliseé between vendor and buyer. The

drug trade represents a key cause of violence, particularly in urban settings, and
9
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