Office of Legislative Affairs
U.S. Department of Homeland Security
Washington, DC 20528

November 12, 2013
The Honorable Thomas R. Carper
Chairman
Committee on Homeland Security
and Governmental Affairs
United States Senate
Washington, DC 20510
Dear Chairman Carper:
Thank you for your recent letter requesting information related to virtual currencies.
I appreciate this opportunity to comment on the Department of Homeland Security’s (DHS)
expertise in this area. The most critical capability for transnational organized crime is to
quickly and quietly move large quantities of money across borders. The anonymity of
cyberspace affords a unique opportunity for criminal organizations to launder huge sums of
money undetected. With the advent of virtual currencies and the ease with which financial
transactions can be exploited by criminal organizations, DHS has recognized the need for an
aggressive posture toward this evolving trend.
DHS, through its law enforcement components such as U.S. Immigration and Customs
Enforcement and the U.S. Secret Service, has been actively investigating the emerging threat
and criminal exploitation of virtual currency systems that further transnational criminal
operations. This effort includes targeting the underground black markets on the Internet that
are operated by transnational criminal networks. The multi-prong strategy employed by DHS
also targets the virtual currency platforms and the network of virtual currency exchange
makers. The strategic plan to combat this criminal activity relies heavily on building upon
new and existing interagency partnerships as well as educating financial institutions,
specifically their Anti-Money Laundering Departments, on this criminal methodology.
DHS is committed to safeguarding the Nation’s financial payment systems by
investigating and dismantling criminal organizations involved in cybercrime. Responding to
the growth in these types of crimes and the level of sophistication these criminals employ
requires significant resources and greater collaboration among law enforcement and its public
and private sector partners. DHS will continue to be innovative in its approach and has
enclosed relevant information, as well as significant case summaries.
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The Department is pleased that the Committee recognizes the magnitude of these
issues and the evolving nature of these crimes. I look forward to continuing to work closely
with you on this and other homeland security matters. Senator Coburn will receive a separate,
identical response. Should you need additional assistance, please do not hesitate to contact
me at
(202) 447-5890.
Respectfully,

Brian de Vallance
Acting Assistant Secretary for Legislative Affairs
Enclosures

Department of Homeland Security’s (DHS) Responses to Chairman Carper and Senator
Coburn’s August 12, 2013 Letter Regarding Virtual Currencies
1.

Please provide any policies, procedures, guidance, or advisories related to the treatment or
regulation of virtual currencies and any minutes of interagency working groups involved in
the development of any such policies, procedures, guidance, or advisories.
On March 18, 2013, the Department of the Treasury (Treasury) Financial Crimes Enforcement
Network (FinCEN) provided guidance (FIN-2013-G001) related to the definition of virtual
currency and the registration requirements of participants involved in the purchase, exchange,
and sale of virtual currency. FinCEN defines the participants as a user, exchanger, and
administrator.1 DHS law enforcement components work closely with several U.S. Government
representatives such as the Department of Justice’s (DOJ) Asset Forfeiture and Money
Laundering Section (AFMLS) and Treasury’s Office of Terrorist Financing and Financial
Crimes. These partnerships leverage the collective subject-matter expertise to address the threats
arising from the illicit use of the virtual currency system through various working groups. For
example, DHS participates in the Virtual Currency Emerging Threats Working Group where
topics include the Liberty Reserve prosecution; Bitcoin Seizure/Forfeiture; Perfect Money; and
Treasury enforcement tools that could be brought to bear as a response to this growing
phenomenon.
DHS law enforcement executes its enforcement actions consistent with 18 USC § 982, 1956,
1960, and other relevant laws, policies, procedures, guidance, and advisories pertaining to
criminal investigations and asset forfeiture as they relate to virtual currencies.

2.

Please provide information related to any ongoing coordination of your agency with any
other federal agencies or state and local governments related to the treatment of virtual
currencies.
Successful response to dynamic cyber threats requires leveraging homeland security, law
enforcement, and military authorities and capabilities, which respectively promote domestic
preparedness, criminal deterrence and investigation, and national defense. The cybercrime
investigations conducted by DHS’s law enforcement components depend heavily on developing
and maintaining effective law enforcement partnerships including those with international
stakeholders. The Department of State and DOJ have a critical role in developing these
international relationships and in the execution of international law enforcement action through
Multilateral Assistance Treaties.
DHS works closely with the FinCEN to address the virtual currency vulnerabilities and
exploitation. The majority of the cooperative efforts with FinCEN focus on coordinating
1

A user is a person that obtains virtual currency to purchase goods or services. An exchanger is a business in the
exchange of virtual currency for genuine currency, funds, or other virtual currency. An administrator is a business,
which issues (putting into circulation) a virtual currency, and who has the authority to redeem (to withdraw from
circulation) such virtual currency. FinCEN Money Service Business (MSB) registration requirements state an
exchanger and administrator must obtain a license to process genuine currency into virtual currency and therefore
must be registered with FinCEN as an MSB and comply with all Bank Secrecy Act requirements. A user is exempt
from any registration, per FinCEN guidance.
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regulatory and law enforcement actions in regards to virtual currency platforms and associated
money transmitters. This collaboration improves the effectiveness of efforts countering money
laundering through virtual currency systems.
Immigration and Customs Enforcement’s Homeland Security Investigations (ICE-HSI) and the
Secret Service also coordinate with DOJ’s AFMLS to address the fact that virtual currency
transactions may not meet the definition of a financial transaction as prescribed by 18 USC 1956
money laundering statute. In considering a money laundering prosecution, certain legislative
remedies may be needed to define and encompass elements of those transactions conducted
through virtual currency networks to fit within the meaning of the statute.
3.

Please provide any plans or strategies regarding virtual currencies and information
regarding any ongoing initiatives you have engaged in regarding virtual currencies and the
name of the person most knowledgeable about any such plans, strategies, or initiatives.
DHS law enforcement focuses their criminal investigations on those virtual currencies that
enable wide-spread criminal activity. These criminal investigations are conducted across
numerous offices and are coordinated with various interagency partners. DHS also works
closely with interagency partners to develop specific plans, strategies, or initiatives to address
particular challenges posed by virtual currencies. Significant among these is the efforts of the
Global Illicit Financial Team which includes the Secret Service, ICE-HSI, and IRS-CI.
Ed Lowery, the Special Agent in Charge of the Secret Service Criminal Investigative Division
oversees the numerous Secret Service efforts regarding virtual currencies.
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U.S. Department of Homeland Security
Current Secret Service Investigations and Seizures:
Baltimore Field Office
The U.S. Secret Service (USSS) has partnered with Immigration and Customs Enforcement’s
(ICE) Homeland Security Investigations (HSI), Drug Enforcement Agency, U.S. Postal
Inspection Service, and Internal Revenue Service (IRS) on an investigation into the Silk Road, a
black market criminal marketplace located on The Onion Router network. Silk Road acts as a
criminal eBay, allowing the purchase of counterfeit and genuine identification, counterfeit
currency, narcotics, weapons, biological agents, and criminal services. The sole currency
accepted and transacted on Silk Road is Bitcoins. The site has an annual revenue stream of over
$250 million and a user base in excess of 300,000. The purpose of this investigation has been to
focus on the identification of the site's main administrator, referred to as Dread Pirate Roberts
(DPR).
Of recent noteworthy interest was the determination that the suspect who had sent Ricin to
President Obama earlier this year was a vendor on the Silk Road site. A critical component in
this investigation has been the ongoing undercover operation between an undercover agent
(agency undisclosed per AUSA) and the site administrator, which has resulted in the site
administrator soliciting the agent to commit a murder for hire, for which the government
received a total payment of $80,000.
On May 1, 2013, an arrest warrant was issued pursuant to a sealed indictment in U.S. District
Court of Maryland, charging DPR with violations of Title 21 USC 846 (Conspiracy to Distribute
a Controlled Substance), Title 18 USC 1512(a)(1)(c) (Attempted Witness Murder), Title 18 USC
1958(a) (Use of Interstate Commerce Facilities in Commission of Murder-for-Hire), and Title
18 USC 2 (Aiding and Abetting). The investigation has utilized numerous buy-thru operations
for weapons, identification, narcotics, and explosives to identify high value targets on the site.
The USSS is responsible for the forensics and cyber analysis in this ongoing criminal
investigation and, along with our interagency partners, will attempt to identify the site's origin
and the identity of the site administrator. As a result of this ongoing investigation,
approximately $5.5 million has been seized by the USSS and ICE-HSI.
Newark Field Office
In March of 2013, the USSS discovered that an anonymous online payment processor, known as
Tcash Ads Inc., was operating an unlicensed money services business through bank accounts
held at Bank of America and Banner Bank. Bank records indicated that Tcash Ads Inc.
authorized millions of dollars in wire transfers on behalf of the public into the bank accounts for
BitInstant, a Virtual Exchange Broker dealing in Bitcoins.
On April 29, 2013, pursuant to Federal Seizure Warrants, agents seized the bank accounts of
Tcash Ads Inc, totaling $219,370.76, for violations of 18 USC 1960, operating an Unlicensed
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Money Transmitting Business. Additional seizures are expected as this criminal investigation
continues.
Washington Field Office
Liberty Reserve, regarded as the oldest virtual currency network on the Internet, was recently
shut down by the Global Illicit Finance Team, a task force consisting of investigators from the
U.S. Attorney’s Office, Southern District of New York, USSS, ICE-HSI, IRS, and the
Department of Justice’s Asset Forfeiture and Money Laundering Section. It is estimated that in
excess of $6 billion in criminal proceeds have been laundered through Liberty Reserve. To date,
this investigation has produced $29 million in seizures and has resulted in the arrests of
five individuals.
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UNITED STATES

SECURITIES AND EXCHANGE COMMISSION
WASHINGTON,

D.C. 20549

THE CHAIR

August 30, 2013

The Honorable Thomas R. Carper
Chairman

Committee on Homeland Security and Governmental Affairs
United States Senate

340 Dirksen Senate Office Building
Washington, D.C. 20510

Dear Chairman Carper:
Thank you for your August 12, 2013 letter in which you seek information in connection
with the Committee on Homeland Security and Governmental Affairs' inquiry into virtual
currencies. In the letter, you made three specific requests. Below please find responses to your
requests.

1) (PJrovide any policies, procedures, guidance or advisories related to the
treatment or regulation of virtual currencies and any minutes of interagency
working groups involved in the development of any such policies, procedures,
guidance or advisories.

As noted in your letter, last month the Commission charged Trendon T. Shavers and his
company, Bitcoin Savings and Trust, with defrauding investors in a Ponzi scheme involving

Bitcoin.1 In conjunction with the filing ofthat action, the SEC's Office of Investor Education
and Advocacy released an Investor Alert warning investors about fraudulent schemes that may
involve Bitcoin and other virtual currencies. A copy of that alert can be found at
http://www.sec.gov/investor/alerts/ia virtualcurrencies.pdf. The alert recommends that investors

be wary of purported investment opportunities that promise high rates of return with little or no
risk, including investments that claim to have ties to new and emerging technologies.
Whether a virtual currency is a security under the federal securities laws, and therefore

subject to our regulation, is dependent on the particular facts and circumstances at issue.
Regardless of whether an underlying virtual currency is itself a security, interests issued by
entities owning virtual currencies or providing returns based on assets such as virtual currencies
likely would be securities and therefore subject to our regulation.
This is the situation with the exchange-traded virtual currency trust referenced in your
letter. The trust filed a registration statement under the Securities Act of 1933 with the

See http://www.sec.tzov/News/PressReleasc/Dctail/PressRelease/137Q53973Q583.
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Commission in July of this year covering the offering of interests in the trust to the public.
Consistent with our standard practice for initial public offerings, staff of the Division of
Corporation Finance is reviewing the registration statement. In general, Division of Corporation
Finance staff, through its reviews, seeks to ensure that investors are provided with information
they need about the issuer, security and offering in order to make informed investment decisions.
When the staff identifies instances where it believes an issuer can improve its disclosure or
enhance its compliance with the applicable disclosure requirements, it provides the issuer with
comments. The range of possible comments depends on the issues that arise in a particular filing
review. When an issuer has resolved all of the comments, the Division of Corporation Finance,
through authority delegated from the Commission, declares the registration statement effective
and the issuer may offer and sell the securities described in the registration statement.

Prior to listing and trading shares on a national securities exchange of either a trust such
as the trust noted above or other products linked to virtual currencies, an exchange must file a
proposedrule change with the Commission that, if approved, would permit the listing and
trading of the product on the exchange. Such proposed rule change would be subject to public
notice and comment. The Commission, or the Division of Trading and Markets through
authority delegated from the Commission, would approve the proposed rule change only if it is
consistent with the requirements of the Securities Exchange Act of 1934, which requires, among
other things, that an exchange's rules be designed to prevent fraudulent and manipulative acts
and practices, promote just and equitable principles of trade, remove impediments to and perfect
the mechanism of a free and open market and a national market system, and in general protect
investors and the public interest. In making a determination regarding whether a proposed rule

change relatingto a trust or other product linkedto virtual currencies is consistent with the
requirements of the Exchange Act, the Commission will consider all comments received from
the public.

2) [PJrovide information related to any ongoing coordination of the agency with any
other federal agencies or state and local governments related to the treatment of
virtual currencies.

With regard to virtual currencies, staff from the Commission's Division of Enforcement
has been and continues to be in communication with representatives from several federal and
state agencies concerning potential fraudulent activity, including, for example, the Department of
Justice, the Department of Treasury, the New York State Office of the Attorney General, and the
New York State Department of Financial Services. As a general matter, Division of
Enforcement staff coordinates and cooperates with other law enforcement agencies and
regulators, both domestic and foreign, including referring matters more appropriately pursuedby
otheragencies and self-regulatory organizations. Also, pursuant to Commission rules, Division
of Enforcement staff routinely provides certain non-public information from investigative files to
other agencies and certain third parties (e.g. state or foreign authorities or self-regulatory
organizations) who provide appropriate representations of confidentiality.

See http://www.sec.gOv/Archives/edgar/data/1579346/000119312513279830/0001193125-13-279830-index.htm.
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Additionally, in connection with the recently-filed registration statement from the abovereferenced exchange-traded virtual currency trust, staff from the Commission's Division of
Corporation Finance, consistent with staff practice, advised staff from the Commodity Futures
Trading Commission ("CFTC") of the filing of the registration statement and noted that the
assets of the trust were stated to be Bitcoins. In connection with its review of registration
statements, Commission staff customarily provides information to CFTC staff if the registrant
appears to hold assets that are or may be subject to CFTC jurisdiction.
Furthermore, staff from the Division of Trading and Markets recently attended an
informational meeting with Bitcoin Foundation organized by Department of the Treasury's
Financial Crimes Enforcement Network. The meeting was educational in format and Bitcoin

Foundation representatives covered legal, policy, technology, and law enforcement issues from
their perspective.
3) [Pjrovide any plans or strategies regarding virtual currencies and information
regarding any ongoing initiatives the Commission has engaged in regarding virtual
currencies and the name of the person most knowledgeable about any such plans,
strategies or initiatives.
In addition to the activities described above, consistent with the Commission's mission,

we are closely monitoring the marketplace for potential violations of the securities laws and
other developments relating to the interplay of virtual currencies or other emerging technologies
and the federal securities laws. As these issues and activities involve multiple divisions and

offices of the agency, requests for further information or assistance can be coordinated through
Julie Davis in the Commission's Office of Legislative and Intergovernmental Affairs at (202)
551-2010.

I hope that this information is helpful to you. Please do not hesitate to contact me at
(202) 551-2100, or have a member of your staffcontact Ms. Davis, if you have any additional
concerns or comments.

Mary Jo White
Chair

